Transcript
April 20, 2023, 9:05AM
[image: ]
Rake, Fleur   0:03
Hi Everyone, my name's Fleur and I would like to welcome you on behalf of Telstra to this session tonight, our second session where we've got the lovely Darren who's going to teach us all about scams and cyber safety more broadly and we hope you enjoy it.
[image: ]
Pauli, Darren started transcription
[image: ]
Elizabeth Ward left the meeting
[image: ]
Elizabeth Ward joined the meeting
[image: ]
Rake, Fleur   0:18
It's a great session for you, but before we do that, I'd like to begin by acknowledging the traditional owners of country throughout Australia and recognize their continuing connection to land, waters and culture.
I would also like to pay my respects to elders, past, present and emerging for us here in Melbourne, which is Darren and I, and possibly some of you, I would like to also acknowledge the Wurundjeri Woi Wurrung and Bunurong Boon Wurrung peoples of the eastern cool as the traditional owners of the land.
OK, so let's go to the next slide, Darren.
Thank you.

(Slide 2) So this is the way today we'll run tonight’s session as Darren mentioned to those who were on earlier, we'll have lots of time for question and answers throughout the session.  Darren will go through the content on the screen and then we can if you've got a question, there are a couple of ways you can ask that question.
You can either see the little button there called raise.
You can either hit that button and that will make your name yellow on our screen and then we'll ask you to come off mute and ask your question when the times right, or you can pop your question in the button that says chat and just type your question and then I can then Darren and I can pick that up and go through it as we go through the session.
[image: ]
carolyn (Guest)   1:24
Yeah.
[image: ]
Rake, Fleur   1:31
So you've got two ways to ask questions.
Either one of those is fine and what we'll be capturing all of your questions and the answers to those, as well as those from Tuesday’s session.  We will be collating all of this information for you and putting that on a Telstra.com page.
So in a couple of weeks’ time, you'll get an email from me that provides a link to our Telstra.com website and it's a private page just for you and it will have on there the content that Darren's going to take us through on screen and the FAQs.
Feel free to reach out to me anytime, even after the sessions.   Or Darren, if you've got questions or things you'd like to talk about, we're all here to help.
We run a program, that's all about teaching digital skills, and we're really happy to be working with the CWA on that.
So with that, Darren, I'm going to hand over to you..
[image: ]
Pauli, Darren   2:35
Wonderful.
Thanks Fleur, yes we really are here to help. Are there any questions?
There's no silly questions.  Whatever it is get in touch with us.

I work in the internal Cyber security unit in Telstra, sort of the place that you can imagine that keeps Telstra safe from hackers and stuff like that.  A big part of my job is to help people to understand security.
It's a bit of a mysterious thing, and I also work with the broader public as well.
It'll say how it affects how it affects their lives and the world around them.
Previously to that, for about a bit over 10 years, I was a journalist and cyber security was my beat.
So it was really, really quite something - kind of like a digital cops and robbers thing, a lot of fun.

Now there's no need to take notes here at all - we'll send out all the information. And as was said, lots of opportunities to ask questions.
And actually, is there anything that anyone wants to say at the start?  Definitely no pressure.
You can write them in the chat if you like or just unmute yourself.  Quite often, as in my experience with the setting, many people have scam stories, or maybe they have been recently scammed.
Whatever it is, don’t hold back, we love your stories.
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lynne lowe joined the meeting
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Pauli, Darren   4:01
It can be whatever.
Let's wait a little bit.
If it takes a little bit.
Ohh Caroline hi.
[image: ]
carolyn (Guest)   4:08
Yeah, I don't.
I can't see the chat anymore.
[image: ]
Pauli, Darren   4:12
OK.  I let me have a look.
[image: ]
Rake, Fleur   4:22
Carol, did you click the chat button at the top?   Is there a chat button that you can click on?
[image: ]
carolyn (Guest)   4:29
The whole top line where the chat and raise hand was has gone. I don't know where it's gone, but I've lost it.[image: ][image: ]
[image: ]
Rake, Fleur   4:33
OK, so click on the middle of the screen where the hand was just.  
[image: ]
carolyn (Guest)   4:39
I just.  Uh, yeah, that's what I thought.
I've got show conversation, show participants and then on the left I've got more actions but I can't see where chat is in that more actions.  It doesn't seem to be there and then I've just got open share tray.[image: ]
[image: ]
Pauli, Darren   4:58
Did you say show conversations?
[image: ]
Marion Dewar   5:00
Yes, your conversation is chat.[image: ]
[image: ]
It actually is.
[image: ]
Marion Dewar   5:06
Yep, yes.
[image: ]
Pauli, Darren   5:06
Yeah, sometimes you can end up with a different version.
[image: ]
carolyn (Guest)   5:07
Well, that's right.[image: ]  [image: ]That is why don't they use the same language anyway? OK.[image: ]
[image: ][image: ]
Rake, Fleur   5:17
OK, so we are all sorted.
[image: ]
carolyn (Guest)   5:18
Well, I'll just speak English then.   OK, I couldn't speak in a different language, but that'll drive you nuts.
[image: ]
Pauli, Darren   5:25
That one thing actually that's a really good point because one of the things that I often do is write advice.
You know, click here and then click here to turn on some security setting or feature, there's so many different phones and then tomorrow it updates and the buttons are called something else.
[image: ]
Pauli, Darren   5:42
It drives me nuts.  So that's one of the problems that we definitely face in terms of making things simple or as simple as possible for the technical stuff.
[image: ]
ERIKA CICCONE joined the meeting
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Pauli, Darren   5:52
But today is not about apps and technicial stuff.
There's a little bit at the end, but you can completely ignore that if that's not your thing
If you need any help let us know, we'll get to it.
But I really want to talk about scams today.
[image: ]
carolyn (Guest)   6:14
Yeah.
[image: ]
Pauli, Darren   6:14
And Caroline, if you can't see the buttons to raise your hand just talk over the top of me -  it's totally fine.
I did that with a grade 5 class.  It was amazing.
The teachers were very cross with me, but it was good fun.

(Slides 6-10)  So anyway, I'll move on and cover the four key take home points.
And so this is this is the gist of the talk, if I can distill it as much as I possibly can.
I always try to think one level up from a scam, so I can say this is the latest thing.

Caroline just mentioned about how the buttons change - everything changes, and scams change too.
They tend to be pretty similar - the words change regularly, but they are often doing the same things. So I like to think about rather than saying look out for Australia post stuff (not picking on Aus post they are just an example scammers like to use, Telstra is targeted as much as anyone else).[image: ]
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Pauli, Darren   7:24
It's often big brands, though, [image: ]with lots of Customers
[image: ]
Pauli, Darren   7:29
What's an enduring thing to take away?
And that is to ask yourself, did I expect this thing?
Is this a surprise?
Did I expect this call or this SMS?
Are they asking something that seems unusual?
Oh geez, I didn't expect this bill.
I didn't expect my account to have some security thing impacting it.
Whatever it is, that's a pretty good thing.
It's always broad, right?
And if you apply this logic and I would love you to do it.[image: ]
[image: ]
Pauli, Darren   7:54
Now you are potentially going to end up hanging up on legitimate people from Telstra and other organisations you have services with.  
And that's OK.
It keeps you safe.  That's OK.
I don't know if anyone was trying to talk then, but definitely just start your question and I'll stop talking.
I'll go into the details of that a little bit as well.

Also, if it seems impersonal. I don't know if anyone has gone to a palm reader or magician shows, or, you know, even salespeople.  This is a skill that's been around humanity forever.
This kind of cold reading stuff where if I give you a bit of information, you can use that in our conversation.
[image: ]
Erika Ciccone joined the meeting
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Pauli, Darren   8:41
It's definitely a technique, and it's a technique that scammers use all the time
[image: ][image: ]
Pauli, Darren   8:54
They don't know who you are.
They're not targeting any of us individually.
Generally speaking, there's exceptions to almost everything.
These are these are good general overarching rules that are true almost all of the time.
So they won't know anything about you, but they're going to really quickly try to find out what your name is or anything like that.  
I'll go into some examples, 
So if it seems impersonal, that's a really good thing to look out for.

And also your good judgment, believe in yourself.

By the same measure, you don't do a few orbits around the sun without understanding what a scam is.
If you've got one, I love them and would love to hear about them.
I asked this question at a CWA chapter in Bundaberg last year (about scams.)
Tell me about the scams you've seen from your childhood.
And I I loved it.
It was fascinating. I heard these scams about like so a tree plantation was one.
There was someone selling some sort of an elixir in Sydney.
I can't remember the details of that, but these were fabulous sort of scammers.
But you know scams and that back when we were kids and we knew then they were scams.
And we had these sort of table discussions about them, and my point is that there's a commonality between them all and we have been pretty good at identifying something that’s shady.
Just apply that logic and confidence to phone calls and digital things - and whatever else the next technology is.

It's always the same stuff at the end of the day, you're dealing with the human.
It's just that computers and phones allow them to be distant, you don't get to see them.
So they can be trickier, but back yourself.

Another one is passwords.
Don’t reuse them, and if you can start using phrases that is a really good thing to do.
So there's one I might have - (Darren’s scones taste like stones)

You can use a phrase because quite often they're easier to remember and just include some random, uppercase and lowercase, numbers or whatever it may be.  I'll go into the reasons about why you should do that shortly.

(Slide 11) So anyway I think it helps to understand scams and understand how to defend yourself by understanding threats in general.
So just to give you a bit of a context, you see cyber security in the news right now.
When I was reporting, as I said, I came across about six years ago.  There, it was me and one other guy, and that was it in Australia. 
It is a different ball game now, so the things you're going to see in the news and the like, and the threats that affect you.

(Slide 12) Scammers are what we're talking about today, because that's what matters to you and me and every other general citizen..
The other ones you'll see, but are the things that are represented in the news.   Things like, big crime stuff.
Ransomware is a good example, you might have heard of before. These guys would blow your mind.
Let me talk to you about it.
One day, millions and millions of dollars.
You know, kids, 20 year old kids with specific multiple departments and more dollars and cents.
I tell you, it's phenomenal.  

And then states.  So I mean governments there and that's all major governments have security people working for them.
They do hacking stuff just like James Bond.   Spy stuff, but with computers.
The James Bond government people aren’t concerned  about you, they chase the big kids with Lamborghinis and apartments from 
So let's have a look at them.

(Slide 13) 3 billion dollars, $3 billion is how much?
And I can't get my tiny head around this number, and I've been doing this work for 20 years.  I've been doing it for a long time, and that number just blows my mind.
$3 billion is how much Australians lost in the last 12 months to scams
That's $166 per Australian, roughly, which is an enormous figure.
This data is from a government agency and I trust government figures.
You'll see scam numbers all over the place.  This came from another agency scam watch saying in February there was $53 million lost in one month and that was $20 million up on the same time last year.
This is people losing a catastrophic amount of money, so that's to paint the picture of just how big this is.
[image: ]
Jan joined the meeting[image: ]
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Pauli, Darren   14:35

(Slide 14) The other thing Telstra is doing is our Cleaner Pipes program.  I'm not easily impressed by cyber security a journalist, I'm naturally a cynic but this is genuinely amazing stuff and I'm excited about it.
I'd love to see this done everywhere.

It would make everyone substantially safer
What we're doing is built into the network in Telstra, so everyone with Telstra gets this by default.
It means that scam calls that come in are blocked - not 100% but a lot.
So scam calls come in, SMS scams come in and we've got a bunch of very, very, very smart people who work behind the scenes to block most of them. 
And they block 10 million calls and 25 million scam SMS per month

After the session we did on Tuesday, I got a scam call from Amazon so not everything is blocked..
[image: ]
Rake, Fleur   15:49
You Jinxed yourself Darren
[image: ]
Pauli, Darren   15:50
I couldn't believe it.
I hadn't had one in a long time, it tends to go in waves.
So you might get calls for a week or two, just all the time, and it was the same annoying stuff, although I just hang up and it goes away.
So it's interesting how they work.
I'm a bit of a nerd for that stuff, but anyway we are blocking a whole bunch of this stuff before it, before it hits real people, which is super important to us.

If anyone has any questions?  OK, I’ll keep going though.

(Slide 16) I want to dive in a little bit about how scams work.
This stuff is fascinating.
So scams are something called phishing, so we call it.
It's with a pH - doesn't matter.
It's the same concept really as actually throwing a line in and catching a fish, and it's all about that.
So if you can imagine a scammer trying to catch it, where we are the fish and then trying to hook us, right.
Their trying to see who's going take the bait.   That's where this word comes from.
It's all about deception and manipulation, and the key ingredient is pressure.
So if you really look at those 3 fundamentals, deception, manipulation and pressure – that could apply to all sorts, right?
This is a real basic thing in humanity really and technology has allowed one person to now target so many more than if they're walking around the neighbourhood pre-computers.  How many people are they going to be able to hit?
Not that many.
Now they can hit millions and we do see this.
There was a huge scam years ago and someone the police arrested a guy in Eastern Europe somewhere – the scam levels in Australia went down by 80%.  It was one person, one individual.  It just shows you the power of this stuff.

As I mentioned pressure is really the key ingredient here.
They're either promising you something, you’ve won money or are offering assistance, as your accounts been hacked or something like that.
As I said, I don't like to get into specifics because they change so much, but ultimately going back to that first slide I said about how you've got to apply good judgment.
You've got good judgment and know how to spot this kind of stuff.
If they were in person, and standing in front of you.
I bet you know you'd all call them out, right?
They wouldn't be that clever.
So they rely on that pressure for you to bypass your good judgment.

No legitimate business should push you to act right now.   If they do, well, it's on the business.
No one should be pressuring you this much.
You should always have the ability to take at least the day or at least a couple of hours to slow it down and have it think about it and call back, right?
No one should be demanding things from you down the phone.
Ever.
And if they are, that's a massive red flag of a scam.
And if they're not, then again, shame on them.

Manipulation and deception - Kind of the same word.

(Slide 19) So these are some of the examples we see all the time – many fake Telstra bills down there again.
They're all the same sort of thing.
It's all lies, but there a pretty good you're potentially going pay this bill, right?
These are these are big platforms, right?
How many of us shop at Coles?
How many of the shop at Woolies or bank with CBA or use Telstra?
You know, these are big companies with lots of customers.
That's why they're often targeted, and all of this stuff is all about, making people flustered on this. 
So, there is lots of commonality.
There's a few interesting ones that come up from time to time, and I I'd love to hear what you think about this.
(Slide 20) This one called the high mum scam.
I don't know how many people it got.
Now, if your kids have got kids, if they hit you up and said one day from a random number
And I said to you.
‘Ohh mum. Mum.
My phones crashed.  This is my new number
I need 1200 dollars’ and it was in a message
And you said, who's this?  Sara or Tim?
And now they have your kids name and can continue on the conversation.
I think I would be asking my kids to give me a call please and explain yourself.
You know, there were a few people who were saying this, and I really liked that reaction..
This is this the cold reading thing I mentioned earlier.  Now they've given the scammer the two names, their kids, so the scammer can go.
I'm now Sara or I'm now Tim.
What they can't do is pick up the phone and make a call.
Now we do see some variations like this come up most of the time.

It's mostly this, but you will get this and so be on the lookout again.
If that's unexpected, not expecting you Sara, or Tim to send you messages like this
That's why this works, but certainly it might be a bit odd if Sara or Tim refused to call you when asked to.
You know that might be a bit dodgy, so allow yourself time 
Warning alarms are going off now.

(Slide 21) This is the classic.
I scrolled, deliberately scrolled the dodgy areas of the Internet till I found something like this, and then I took a picture of it.  It's a classic support scam that you'll see online sometimes, and you don't have to be on the dodgy part for the Internet to see this site.
I found something very much like this on a camping site.
I didn't know they were victims too, but if you ever see anything pushing you and saying call this number, it's the same thing.
It's not expected.
Don't trust it.
Don't call it.
No one should really be doing this

[image: ]
Rake, Fleur   23:15
The other one that comes through a lot is the E tag one from Citylink..
If you travel on Citylink, and you've got an etag where it says and you've got an unpaid trip that you took and we're going to fine you if you don't pay this much.
Click this link to pay
That did the rounds a little while ago, and that got lots of people – so many people I know got that one.
[image: ][image: ]
Rake, Fleur   23:49
That kind of fear, that was a really big one as well actually.
[image: ]
Pauli, Darren   23:51
Absolutely.
Yeah, I I asked.
[image: ]
Marion Dewar   23:53
Umm.
[image: ]
Rake, Fleur   23:54
We got that when we were in Bundaberg, remember we I got it when we were in Bundaberg at the CWA event
[image: ]
Pauli, Darren   23:57
Oh yeah, we did
You know sometimes it's an unfortunate thing because many organisations send stuff out.
I had something wrong with my tag and I worked out it was a legitimate one, but there was just some computer thing, right?
I hadn't swapped it from cars, but it was on there and I had maybe thirty of these things where I hadn't actually hadn't beeped, and I owed them.   Check on your actual account is the message.
I was getting all these messages so I was right to be scammed.

So it's really all the scammers are doing is imitating the kinds of behaviours that organizations have or still do interact with people.

(Slide 24) Also warning about spoofing now, it's a funny name, but basically it means that scammers can make themselves appear on your phone when they call as coming from Telstra or coming from CBA or whoever.
It's a legitimate thing that's available to businesses 
So you can change the number on there and that that's the thing.
But scammers are abusing that now, so the take home point is here is that you can't necessarily trust it if it says that it's from a particular organisation you know or someone else.
For example if it says it's from Telstra on your phone, that might not be good enough for to say this definitely is, allow yourself to be a little bit sceptical there.


It's also easy for the scammers to build a website that looks like a your providers.  There are a whole bunch of criminals who do this -  who build it do a really nice job.  They're doing a horrible thing but they make a nice website so when you click their links the page will load and take you to a site that is not from your provider.

Any questions?

So again unexpected is the key.   If something seems funny, I didn't expect this bill.
I didn't expect my service to be cancelled or whatever it is just pause
You can make any excuse under the sun, or just hang up and then call back.

(Slide 28) Let’s assume I am just about to call back the organization.
Call the organisation on their official number so go to their website to obtain it
A good idea is to create a little safe list to write it down the details of the organisations you deal with on a piece of paper.
Write the official phone number and website link.
There's no way that the scammers can intercept that at all.
They can give you a number that's a dodgy one.   So don't trust numbers they give you.
Hang up and call back is your best bet
The worst thing that's ever going to happen is that you hang up on a nice person who is legitimately calling you, and that's it.
It takes longer and it's a bit annoying.
But it’s worse to get scammed.

So build a safe site list.
Scams only have a chance of working if they can imitate someone that you use, that's their best bet.

Capture the details that cover how you want to engage:
· Email address, website link, contact phone numbers
Your account number is also good to have on your list.  They should be able to tell you what this is if they are from the organisation calling (do not offer that information).   

Remember though that if the number that comes up on your phone matches that on your list I may not be legitimate.
Remember they may be spoofing as we discussed earlier. 

If you’re thinking, I get my bills emailed to me and someone is asking you to pay one over the phone - that's a bit odd.  Hang up and call the organisation if you are concerned.  

Whatever works for you, there's no rules here.

(Slide 29) Now for passwords – they can be really annoying.
I said to use to not reuse them.
It's the security industry's fault, definitely for telling people to set these complex passwords with uppercase and lowercase and numbers and things.   We've set these rules for complex passwords and then when you're able to actually remember one, you use it all the time right?

There's a better way and a better way is to use a passphrase.  The most important thing to not do is reuse your passwords.

If you could use the same house key for all your locks -  your house,  your car, your garage, it's the same kind of concept   If someone gets that key, they're going to be able to open more than all of those things, not just one.
All of a sudden they can get into everything..
The same thing applies with passwords.

(Slide 30) If I steal your password for your Facebook account and then maybe use your Gmail whatever it is your email provider.   I may be able to get that password and then test it against lots of accounts and see if you've used the same password for them all.  If you have and you have the same sort of login and stuff, I can get into all of them – Facebook, your email, your Telco.

It definitely happens, so don't reuse your passwords, and if you have, don't freak out, just change them.

(Slide 31) I chose passphrases that make my wife or my kids laugh.
They were initially how I used to do them, and it's just a sentence.
It's as you'd write them with spaces and everything.
You can make them 3 words or 4 words or however long you like and you just type them out.
Very natural uppercase and a sentence
And that's really easy.
And so if you if you maintain your passwords in like a book, that's fine.
Change into the passphrases and write them all down.

You not going to forget them.
You can use apps as well, to store your passwords/passphrases also.
This is an example I've given to the CWA forever and it's actually true.
(Slide 32) So something like that, right?
You're going to remember this it makes for a good, memorable passphrase, and if anyone has any tips on cooking scones I'll take them.
They really do taste like rocks

This is my wallet (showing phone).   This is a matter of fact, my wedding ring is a payment ring.
And so if you're like me and you like digital stuff, maybe a password manager is for you.

I have literally have 1000 online accounts.   And so I'm not going to write them in a book.
I use an app and they're quite good look them up if you are interested.

(Slide 34) The other critical tool to setup is one we have chosen a horrible name for - multi factor authentication.  We will just call it MFA..
I won't go into the whole nuts and bolts, but I will talk about the theory of it because it's wonderful and most organisations now offer this as another layer of account security.
Telstra accounts definitely require this, but it also works for almost everything else.  
So if you're OK with using apps, going into settings and setting it up go and do so.   You can't hurt yourself.
So you can't get these things wrong, and you can always just turn it off and turn it on again.
Otherwise, if you have someone you can ask for help, or you can reach out to us for help will help with multifactor authentication.  It's like a deadlock for your account.
[image: ]
Pauli, Darren   36:05
Recognize this?
[image: ]
Rake, Fleur   36:06
The Enigma!  That's a great one.
[image: ]
Pauli, Darren   36:07
OK, so Enigma, the code breaking machine, right?
The WWE World War Two, called COBRA encrypting Machine and the wonderful women at Bletchley Park project were the ones who cracked this and probably shaved two years off the war, saving countless lives.
Amazing stuff.
This is cryptography and this wonderful world that protects.
Cryptographers are amazing people.   I love them.
I can listen to them all day, but why am I showing you this thing?
It's because it has a bit of an analogy with MFA.
So MFA is a way of authentic of protecting your accounts - In a similar way.
So MFA is code that proves that the person with the device is the owner a bit like the Enigma.

Enigma demonstrated that the person sending protected the communication, but it demonstrated that the two people, the receiver and the sender and the battlefield were the right people.
Now, every so often an enigma code will be found on a soldier you know, and the allies would grab that and then hit whole chain of command with a bunch of signals that were going back and forth could be read for a period of time until they rolled the numbers and they used a new one.

MFA sort of does a similar thing.    It authenticates that it’s you but is much easier
It tells, let’s say Telstra, that I am Darren and this is Darren's phone by sending a unique one time code to your device.  You may be presented with this when you login into the company website, an app.
If you sit next to me and I give you my username and my password for my Telstra account, you won’t be able to access it as you will not receive the unique code, only I will.   
Without Darren’s phone you cannot access the account even if you have the password.


It protects you in case your password gets stolen and that happens all the time, so it's really good thing.
[image: ]
Rake, Fleur   39:20
So they won't be able to get in because they don't have the unique pin number.  Only you do.
It's on your phone or computer and somebody trying to access your accounts won’t have those.
So it's an extra step that you should setup wherever it exists.  We will put some details as to how to do this in the FAQ’s – it’s quick and easy to do.
[image: ]
Pauli, Darren   39:28
Absolutely.
[image: ]
Pauli, Darren   39:45
Absolutely.  I was just talking to the fraud team, the people who work in the fraud space - and it's really salient advice.
Never ever tell anyone that code.
Don't tell Telstra.
Don't tell your bank.
Don't tell anyone that code – you will be asked to enter it.   If one pops up unexpectedly, and you are not trying to do anything on your accounts, do not enter it. 

I could entertain you for hours with the amount of sort of stories and the things that they tried to do, but if you've got MFA, you've got this covered.
You get a code sent to your phone.
Don't tell anyone what it is – do not read it out to the guy on the phone,
It doesn't matter what they say.

[image: ]
Pauli, Darren   40:33
Don't read it out.
So what are they saying?  How might that conversation look?
Something about a discount.  
‘You'll get extra data’ or ‘you'll get a cheap iPhone’ or something like that is a thing,
‘But I just need to turn it on now, can you?’
‘You're going to get a code’.
‘Can you just read it to me?’
‘Ohh no, it says not to give it to anyone’
‘No, no, it's just with this discount – it’s ok for this’

It doesn't matter what they say. Ever.
If they say if they want you to read it out they are most definitely a scam.
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Pauli, Darren   41:19
And if you didn't try to log in, someone else is and that's it.  So really important stuff there.
It's very, very strong, OK.
[image: ]
Marion Dewar   41:27
I, Darren, just to go one step further, sort of in the opposite direction.
[image: ]
Pauli, Darren   41:31
Yes.
[image: ]
Marion Dewar   41:33
Oh I've just written it into chat so that I didn't forget what happens.
‘What happens after death - how does the phone etc get 'opened' for a relative's use? after someone dies’
How do you get into their phone or laptop or iPad or whatever you might want?
[image: ]
Pauli, Darren   41:45
Yep.
[image: ]
Marion Dewar   41:46
The information you might need, or you want might want to use the phone.
[image: ]
Pauli, Darren   41:51
Yes..
[image: ]
Marion Dewar   41:53
What's the system?
[image: ]
Pauli, Darren   41:55
Absolutely.  It's a good question.
So I actually asked.
Look, years ago with Apple, I asked this.
If you find out what kind of phone it is, search for that exactly online.  You can set up your device for this.

I set up my Google account, so that if I get hit by a bus, my partner has access to my account.  After I think it kicks in after 30 days of me not touching my device or interacting with my Google, I think that's the trigger, but she can also go and apply.   We will find out and put something in the FAQ’s
[image: ]
Pauli, Darren   43:09
yeah.
[image: ]
Marion Dewar   43:11
Well, if you can do it, why can't the scammer do it?
[image: ]
Pauli, Darren   43:13
Because you would need to set it up with, security settings.  It's a really good question.
It will probably come down to personal information and I'd have to have a look at the nuts and bolts, but I can tell you the manufacturers are very very good with their security.

Sorry, while I don't know the exact steps for each one of those things, I'd say it's going to be pretty tough for a scammer, but I'll definitely test it.

[image: ]Rake, Fleur   44:02
If you've still got the phone of the person that's passed away, you should be able to still get into their devices if you know the details of how to get into them.   If you know their password, you'll get the one time MFA code on the device when you login.  
[image: ]
Paula McGavin joined the meeting

[image: ]
Rake, Fleur   44:20
The other thing is most providers if you contact them and let them know someone has passed away and you need to be accessing their account will help you out.  As long as you've got the rights to do that - you're on the will and ideally are listed on the account.   Most companies have got really good processes now for bereavement or terminally ill scenarios as long as you are listed on the account.   So I would contact the provider for help with accounts.
[image: ]
Pauli, Darren   44:47
Definitely.
[image: ]
Rake, Fleur   44:52
If you've still got the persons phone and know their password, you should be able to receive the code and therefore access their device.
[image: ]
Pauli, Darren   44:56
Yeah. Yep.
[image: ]
Rake, Fleur   44:57
Does that make sense?
[image: ]
Marion Dewar   44:59
Thank you.
[image: ]
Pauli, Darren   45:00
Right.  Yeah, they definitely won’t hand information out willy nilly, for sure.
And Facebook has the same thing.  So you can have a page as a uh, what's the word?
[image: ]
Rake, Fleur   45:11
In memoriam, yeah.
[image: ]
Pauli, Darren   45:12
That's it.
Yeah, you can set those things up.
So they're all exist
[image: ]
Marion Dewar   45:15
I mean, the person might be just incapacitated in hospital for a period.
[image: ]
Pauli, Darren   45:20
Hmm.
[image: ]
Pauli, Darren   45:21
Yep, Yep.  
That's a really good question.
Really good point.
Yep, something worth exploring for sure.

[image: ]Marion Dewar   45:33
OK.


[image: ]
Rake, Fleur   46:56
Do you want me to store this in the phone?
The phone will ask you the question and if I say yes, it will store it.  It will then use my identity settings to get into those.
Only I can get in as I have setup face ID 
Darren what are your thoughts on that?
Like if you're comfortable with technology, is the password manager on the device a good option?
[image: ]
Pauli, Darren   47:18
So I love that line of questioning because it shows that with security, you kind of need to think like a criminal in order to understand how the possible avenues work.  Putting all your eggs in one basket is definitely a good thing to ask – if using a Password manager, use a reputable one from one of the big Technology companies ie Google, Apple, etc
[image: ]
The ones in your device are wonderful, and that's a good idea.
[image: ]
Rake, Fleur   49:41
Shelley has just asked this question in the chat
If you store all passwords on your phone, some people don't lock their phones
Darren, I know we had this question on Tuesday also.   
If you choose to use the password manager tools that are on your phone/device it is important to secure your device up front.   Ensure you secure your device with a lock screen so people can't get into it in the first place.  

If you're keen to try this, most phones will offer this option.  When you set or change a password, it will often pop up and say, you've just changed your password to your NAB account, do you want to store it?  Or something along those lines. 
[image: ]
Pauli, Darren   50:07
I'm going to see how much damage I can do to myself right now from this phone by turning off my lock screen 
Remember I said I use this to buy stuff.   If I turn off the lock screen, I can't pay with this anymore.
You're not allowed to do that.
I believe the password manager would also turn off, if I turn off the lock screen also.

[image: ]Pauli, Darren   50:52
As Fleur said, she's got facial recognition.
This is all fine biometric stuff - Biometrics it's a tricky term for using your face, eyes and fingerprints, it's really good.
[image: ]
Pauli, Darren   51:11
But if you pick up this phone with a lock screen, unless you're pin is 0000 or 1234, right, no one's getting in.
In fact, the FBI paid about $4 million or more in order to get into the phone of a terrorist who died.  They needed to get access to the phone and they paid hackers to break the Apple encryption because Apple wouldn’t allow it (If they let someone in, they can do it for everyone)
It's just not going to work, so a lock screen is super important.   Just pick something that isn't obvious.

[image: ]Rake, Fleur   52:06
So to find the security settings of your various accounts this may help.
Now not everyone is with Telstra, but as an example, if you have a Telstra service and use My Telstra to manage that service, there's a little accounts button in the top corner.
When you click on that it goes into a range of options including Security settings – here you can select a pin number for example.    So I have a mine all set up because I misplace my phone all the time.
I have a pin and face ID set up – it really easy, you just turn them on and set up them up
I have everything, so basically it's very difficult for anyone to get into my phone except my family who know my pin.

So these are things that you can do really simply and only take a couple of minutes going into your accounts of the companies that you and setting these things up.

We've got some of that in the FAQs that explains how like the types of things you can do to go and set things up and they're different for different devices.

[image: ][image: ]Pauli, Darren   53:14
And honestly, if you like, call your bank, call your utility providers and just ask them for help
[image: ]
Rake, Fleur   53:20
Awesome, yeah.
[image: ]
Pauli, Darren   53:21
And don't forget your superannuation accounts and trust accounts.  All those matter, as they get targeted too, so you feel free to call around and see how to set this sort of stuff up.
It's come a long way.
It's a good time to be in security, yeah.
[image: ]
Rake, Fleur   54:03
Is that good?
Shelly, does that answer your question?
That we just really need to make sure we are securing our phones.
[image: ]
Rake, Fleur   54:41
OK, so we are at time.
Does anyone have any questions or anything else you'd like to ask?
If you think of anything that we haven't covered today you can put it in the chat or you can email me.
You've got my email address.
Feel free to send any questions, will be building that telstra.com page where you'll be able to access the FAQs and the content that Darren just shared within the next couple of weeks.

It's been wonderful having you all here and so nice to see some smiling faces as well.
[image: ]
Rake, Fleur   55:18
Darren anything else to add?
[image: ]
Pauli, Darren   55:21
Not really but please reach out. 
One quick thing, if you ever have fraud against you or anything like that, it can be a bit of a scary place.
Often your bank is the 1st place to call.  If you're unsure of what to do, call your bank.  
They can help you secure your accounts and cards. They're really good.
But lovely to see you all, it's a great part of my job.
I enjoy it.
[image: ]
Rake, Fleur   55:47
Wonderful.   Thank you for coming.  We appreciate it.
Have a lovely night.
[image: ]
Pauli, Darren   55:58
Thanks guys.
[image: ]
[image: ]
Pauli, Darren stopped transcription
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