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Today’s session

Telstra’s Darren Pauli will guide us through a practical, non-tech 
workshop through the quagmire of online scams, how to spot 
them, and how to stay safe.

We will have regular Q&A time throughout the session.

Details:
• You can view the content, session links and Q&A responses at Country Women’s Association (CWA) - Telstra.  

This is a private link on Telstra.com for you to access and share with your other CWA members who 
could not attend.

• Everyone has had their camera and microphones turned off to prevent any distractions and mute 
issues. 

https://www.telstra.com.au/learning-digital/country-womens-association
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How do I ask a question?

You can ask a question one of two ways:

1. Simply type your question into the ‘Chat’ 
button above, and we will ask Darren the 
question on your behalf.

2. Use the ‘Raise hand’ button above which 
will let us know.  We will then take you off 
mute and request you ask Darren your 
question.

You can also keep the Chat option open and 
type in any comments as we go.
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No need to take notes
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Any questions or
scam stories to share?

Before we get started



Four take home points
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“Did I expect this?”

1. Ask yourself
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2. Ask yourself

“Do they seem impersonal?”
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3. Don’t

Bypass your
good judgement.
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4. Don’t

Reuse passwords.
Instead use unique pass-phrases.



Threats
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Types of cyber threats

Scammers StatesBig crime
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$3 billion
Impact
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Scam Calls Viruses

Scam SMS

Telstra’s Cleaner Pipes

Protecting 
Community

Protecting 
Economy

Protecting 
Australia



Any questions?



How scams work
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Scams are phishing:

• Deception

• Manipulation

• Pressure



Scams promise profit or 
assistance if you act fast.
They rely on you bypassing 
your good judgement.



GeneralGeneral

Typical scam examples
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The ‘hi mum’ scam
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Tech support scams



Any questions?



Tools of the trade
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Spoofing

Criminals can use hardware and websites 
to make their calls appear from official 

phone numbers.
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Easy work

Criminals buy and sell apps to build 
scam messages and scam websites.



Any questions?



Defence
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Consider a safe site list

1. Web addresses

2. Email addresses

3. Phone numbers

4. What ‘normal’ looks like
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Passwords

Regular passwords
are hard to remember, so 
we reuse them.
That is dangerous.
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The hacking process

Reused password

Hacked site
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Pass-phrases

Pass-phrases are
strong and easy to 
remember so we don’t 
tend to reuse them.
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Good pass-phrases

Darren’s scones
taste like stones
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Password managers
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Multi-factor
Authentication

MFA
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Multi-factor Authentication

This is a code that proves 
you are using your own 
phone or computer. 
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How MFA works

1. Enter your password.

2. A few numbers are SMSed to you.

3. Enter the numbers.

4. Viola, you’re in! Security code: 
608171. Use 
his to finish 
verification
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Telstra, email, Facebook, and more



Any 
questions?
Thank you
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