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1. Introduction

The V7610 gateway’s VPN server feature supports both remoteclient-to-GW and site-to-site
VPN tunnels using IPsec IKEv1 (PSK/XAuth) as well as IPsec IKEv2 (Certs). This document outlines
the various configurations needed to have VPN working in these two modes. In the following
sections, detailed steps along with screen shots (where needed) are furnished to help you
configure the VPN feature on the V7610 gateway as well as configure various clients to work
with the gateway.

2. VPN Connection Type

The V7610 gateway supports the types of VPN connections described in the following sections:

2.1

2.2

Remote Client-to-Gateway VPN

In this mode, the V7610 (GW) connects to the public network either through DSL or
a WAN uplink. Remote users on the Internet can create an IPSec tunnel from their
computers to the GW using the WAN IP address of the GW. Once connected, the
remote user can access the LAN-side resources of the GW.

Currently the GW supports and has been tested to work with the following clients:
a. Windows 7 clients using IKEv2 Certs

b. Inbuilt Cisco VPN clients in MAC OS

c. Inbuilt VPN clients in Android and iOS

Site-to-Site VPN

Similar to the remote client-to-gateway VPN configuration, an IPSec tunnel can be
established between two GWs. In this configuration, the LAN-side users of either
GW can access the other through the site-to-site VPN tunnel. When you configure
the site-to-site VPN tunnel, each GW has a unique IP address range for its LAN side.
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3. Remote Client to GW Configuration

This section describes the connection configuration details for the remote client-to-GW connection type.

3.1 Configuring the Gateway

e Adding Remote VPN Users
e Select VPN > Manage VPN from the ADVANCED tab.
e Under VPN users, click Add
e |nthe User Details section, enter the user name and password, select or clear
the Enable check box, and click the Save button.
e Add as many users (a maximum of 10) as needed following the previous steps
and click Save.
e To enable concurrent connections to the user login credentials, select the
“Enable Concurrent Connections” check box and click the Apply button.

TELSTRA GATEWAY PRO T Rt

ADVANCED

ADVANCED Home Manage VPN Connection %
Remote Client to GW VPN Configuration ~
Flatfarms Supported (Select the option and Click on Apply buttan)
@ win HP Win T ilkewt & lkew2) O winT (lkev2), Android, i05, 05 X
» Setuy|
; Prnres e 5k CECTEED
» Voice Settings
WPM remote virtual IP 192.168.16.1
» Security
Mask: 266.255.2550
» Administration
» Advanced Setup
VPN Enable Full Tunnel YPM Connection (Click on Apply to EnableiDisable)
v
VPN Users
Enable Concurrent Connections (Click on Apply 1o EnableiDisable)
" User Name User Password Status
Certificate Management
VPN Connection Status User Details

G G GEETED

Site-to-Site VPN Configuration

Pesaedkerea: [ | (T

o Help Center

e b) VPN Connection Information

e At the top of the Manage VPN Connection page, click the Edit button next to the
Pre-Shared Key field. Enter a pre-shared key that will be used for the Phase 1
negotiation and click the Save button next to the Pre-Shared Key field. Only one
key can be used. All end users will share this same key. The key can be any ASCII
character string with a minimum length of 8 characters and maximum length of
32 characters. Only alphanumeric characters are allowed. Spaces and special
characters cannot be used.

e In the VPN remote virtual IP field, enter an IP address and mask and click Save.
This is the range of IP addresses that the remote clients will be configured with
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when the VPN tunnel is set up. Note that this range must not be in the range of
LAN IP addresses set up for the V7610 device.

e ) Platforms Supported

a) If Windows 7 remote client-to-GW configurations are to be supported, then
select the Win 7 (Ikevl & Ikev2) radio button under Platforms Supported and
click Apply.

b) If Windows 7 using Certs, Android, iOS and MAC OS remote client-to-GW
configurations are to be supported, then select the Win 7 (lkev2), Android, iOS,
OS X radio button under Platforms Supported and click Apply.

e d) VPN Status

e Select the Enable radio button on the top section of the page and hit on Apply.

TELSTRA GATEWAY PRO T e

ADVANCED
ADVANCED Home Manage VPN Connection

>

O Disable
» Setup
» Voice Settings
Remote Client to GW VPN Configuration
» Security Platforms Supported (Selectthe option and Click an Apply button):
® Win HP W T (kevt & Ikev2) O WinT (lkew2), Android, i05, 05 X
» Administration
» Advanced Setup
WP remote virtual IP 192.168.16.1
VPN
Mask 2585.255.2550
——
Certificate Management
VPN Connection Status Enahle Full Tunnel ¥PK Connection (Click on Apply to Enable/Disable)

VPN Users =

Enahle Concurrent Connections (Click on Apply {0 Enable/Disahble)
User Name User Password Status

Site-to-Site VPN Configuration

o Help Center

At this point, the remote client to GW VPN server feature is configured and running on the
device.

To stop the VPN server running on the device, select the Disable radio button in the top
section of the page and click Apply.
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3.2

Configuring the Remote Client — Android Platform — Native VPN Client

To use the native Android VPN client, you must manually configure the Android VPN
client settings to match the settings configured on the gateway.

To manually configure the native VPN client on the Android device:

a)

b)

c)

On the Settings page, in the Wireless & Networks section, select More and then tap
VPN.

Data usage

More

{ Sound
Display
Stosrage
fantery

B Apps

Tap Add VPN Network. The Edit VPN network page appears.

) Edit VPN network

s

VPN

lypd
1PSece Xauth PSE
Bar viar acidh ass
10.200.2.45

uﬂh!’ Idl.'." L |ﬂi:r

a2 )

TPone pro=ihard by

Configure the following settings in the Edit page:
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e Name — Enter a name to identify this VPN connection on the Android
device.

e Type — Select IPSec Xauth PSK.

e  Server address — Enter the WAN IP address of the gateway.

e IPSec Identifier —Leave this blank.

o |PSec pre-shared key — This is the secret used while the tunnel is being
established. Enter the remote client-to-GW pre-shared key configured in
the gateway.

d) Tap Save.

e) Tap the VPN connection you created and type the user name and password
configured in the gateway in the Username and Password fields as shown in the
following screen shot.

Connect to VPN

" Save acoount information

f) Tap Connect to start the VPN connection.

g) After the VPN connection is established, the string Connected is displayed
corresponding to the VPN connection settings, and the status indication area of
Android shows the VPN activated message. You can tap the message to see the
current status of the VPN connection.
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Aeicl WP

h) At this point, your Android client device can access the LAN-side resources of the
V7610 GW including access to the V7610 web interface.

i) To disconnect the VPN connection, tap VPN Connected and select Disconnect. The
VPN is disconnected.
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vpin
00:00:26

97 bytes f 5 packets
+d: 64 bytes f 4 packets

Dsconrect

Note: The client configuration navigation may vary for different versions of Android.
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3.3  Configuring the Remote client — iOS Platform — Native VPN Client

To connect the remote iOS client to the V7610 gateway, you must configure the settings as
follows:

a) On the main screen tap the Settings icon as shown in the following screen shot.

b) Tap General, and then tap Network.
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d) Under VPN you can add as many VPN connections as you need. Tap Add VPN

Configuration as shown below.

Sattings

“ Birplane BAoaes OFF

=a vwi-Fi TP CaE
w WP Fdextl Cearirmarciono
k=l rotintications o
s Location Services Can

H Brighlress & Wallpagper
“ Ploturs Froames

it mail. Contacts, Calendars
= Satard

ik 1IFod

2l vidoo

[ Photon

| || PaeaTimre

Flaoviem

il Stors
L) iBessbs

R Piot Wines

[ Horecric | VPR

WP OFF

ChHhoomno s Configurasticsm. ..

Bmrill L2TF WirN

« Aatrill FPTPE VPN
3 LIMEEHT]

L ﬁ‘ E

[ Aocdd VPR ConThgurat]om. ..

e) Configure the settings as follows:

e Tap IPSec.

e |nthe Description field, enter a name, for example, Astrill IPSec VPN. This is the
name of your VPN connection.

e Inthe Server field, enter the WAN IP address of the gateway.

o In the Account field, enter the user name.

e Inthe Password field, enter the password.

e This user name and password should be the ones configured in the gateway. In
the Secret field, enter the PSK configured for the remote client-to-GW VPN

e configuration in the gateway.

e Tap the Save button.
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Add Canfiguration

PPTPE

snfuvnfus
CISCO

Doscriptlion Astrill IPSec WP

Sarver

Account

Password

10.200.2.45
sravanil

sessse=

Uas Cortificato

Giroup Nomes

Ll 2 B L1 b L

f) Tap Astrill IPSec VPN to select the VPN connection you created, then slide the VPN

OFF button to turn VPN on.

St fi oy
—— .

[ - =
E WI-FT TEOn
[ R Flot Connacied
H Hotiflcmtlons E=l21
sl Lovation Bervises Cin
H a

Mall Ficturs Frame

ol mmin, Gontacts, Camsnoens
E matnr

B iroa

EER wvideo

L Photos

(@ FaoeTime

= Motes

[

w

=) Ve
T

ey T e . s

e . —

[ WER

-":-;E'.:"]

Choous o Gonfkgurston...

A WIERD GO P PR

e
X Piiad Winda

Amedll LFTF VPN &3
N mirill P Ees VIFN > ]

3 R

Amirill FRTE VPN ﬂ
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g) You will now see the status change from Starting..., Connecting..., and
Authenticating...

= o e
S Airplans Modo or
== Trecae bk
G wee . Status Stmrting...
Hotifleations i TS W e B
s Location Serulcoe =8

Chooss o Configuraticn...

e Orightnans & Wniisper Anrill LETE VBN
Wl Finturs Frars

o Bl PSR
Crimicwr

G in e sl

Antrill PRPTE WPH
Mail, Gontacts, SCokendars

oL

Fcla VPN Conliguratioan. ..

=
Lo
U

=

-
L=
oy
=

Banlari

sl

LS AL
Fangin Ti v
L

B orrks

Pilot Winds

h) When the connection is established, you see the VPN icon in the title bar. This
indicates that the VPN connection is on.
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Asrill LETP
Cusimm

Astrill IPSec VPN
Custom

Astrill PPTP VPN

sl

anneciadd 10 S8

WP, Enjoy

i) At this point, the remote iOS client device can access the LAN-side resources of the
V7610 GW including access to the V7610 web interface.
j)  To disconnect the tunnel established, slide the VPN ON button to turn VPN off.

Note: The client configuration navigation may vary for different versions of iOS.
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3.4 Configuring the Remote client —Mac OS Platform — Native Cisco VPN
Client

a) Select Finder on the menu bar and select Services. Select Service Preferences.

| File Edit View Go Window Help
About Finder _

Preferences... 36,

Empty Trash... TrHE
Secure Empty Trash...

Hide Finder
Hide Others
Show All

(IR - - o
5 M H o @
Appearance  Deskiop & Dock Exposé & Language & Security Spotligh
Screen Saver Spaces Text

Hardware

I O o=

CDs & DVDs Displays Energy Keyboard Mouse Trackpad Print & F:
Saver
Internet & Wiraless
- 0

MobileMe Bluetooth Sharing

System

'R (D ha e L) | @

c) Onthe Network screen, click the + symbol in the lower left:
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e ECTHRTI

A et e

Sratus:

FireWire
e Mot Connected =
e] ﬂj;_rPurt “':-" Configura |Pv4:
o VPN g IP Address:
Mot Connected
Subnet Mask:
Router:
DA Server:

Search Domains:

|+|—-ﬂ--

d) Inthe pop-up window that appears, select the VPN interface as shown below:

Select the interface and enter a name for the new service.

Interface v AirPort

FireWire
Service Mame  Fthernet

Bluetooth DUN
A

—— — PPPoE
b to 4

1) B

e) Click the VPN Type menu and select Cisco IPSec:
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Select the interface and enter a name for the new service.

Interface: |' VPN (e

VPN Type ¥ L2TP owver IPSec
PPTP

]
Service Name ———— ]
)

A

( Cancel } ( Create

f)  Provide any VPN connection name in the Service Name field and click Create.

Celect the interface and enter a name for the new service.

Interfacea: [UPN = ]

VPN Type: | Cisco IPSec

Service Name

- " T

g) You return to the main Network screen. Click your new VPN name (VPNConnection
in this example) in the list on the left side.

h) Enter your gateway WAN IP address in the Server Address field.

i) Enter the user name and password configured in the gateway (under VPN Users) in
Account Name and Password fields.

19|
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200 Ratersk,

Location: | Location {7/28/14 2:01 PM) 2]

Status: Neot Configured

FireWire

e ot Connected =

& .ﬁ.i;l’nrt .aj_g}

& VPN (Cisca IPSec) 7 Server Address: 10.200.2.45
ot Conmnected H

Account Mame: Sravanil
VPMConnection
L mot Configured @ Password: [-- o I

[ Authentication Settings... )

| TR P | [ Show VPN status in menu bar Advanced... ) @

I;h Click the lock to prevent further changes. { Assist me .. ] { Rewvert :l E Apply

-

j) Select the Show VPN status in the menu bar check box. A new menu bar icon
appears that allows you to quickly turn the VPN connection on and off.
k) Click the Authentication Settings button.
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£

al» Al o

=
Location: | Location (7/28/14 2:01 PM) 9
Status: Not Configured

@ !-‘ire"._'u'ire

Mot ConRnfecied

AlrPort v—
® on -
- ch'&fﬂx“} = Server Addrass: 102002 45

5 Account Name: Ssravanil

YPNConnection il

- Mot Configurcd Q Pﬂjmr‘: lli’lllti’l l
I [ Authentication Settings... |
T T # Show ¥PM status in menu bar @
o’ )
Click the lock 1o prevent further changes. { Assistme.. ) [ Revert ] { Apply

I) Select Shared Secret and enter the pre-shared key (configured under Remote Client
to GW Configuration in the Gateway) in the Shared Secret field.
m) Leave the Group Name field blank. Click OK.

Machine Authentication:

e Shared Secret: sseasssss
. - ——
O Certificate [ Select...

Group Mame:

C Cancel ) E 0K 3

n) Now Click the Apply button and then click Connect.
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Location: | Locatias (7/28/14 2:01 PM) =)

FireWire
- ot Connnctad =
@& AirPart E—1
ot 5

& ¥PH (Ciaveo IPSec)
Bas Co

i b

Kof Canfigured

& YPNConneetion hi";]

. —_—

d‘ﬂ:lduh: tock te grevent furiher changes [ Assistoem., ) 0 Revert 3 K Aoply )

Stz Mot Conflgured

Sorver Address:  10.200.2.45

Account Name: Sravanil
Password: I_-u e mE I

i Shvew VPN sTatus in menu bar (Cadvancea... ) (T)

o) Enter the password configured in the gateway (under VPN Users) in the Password

field and click OK

a F[htl‘l‘lét Q"‘%

Commeced

& FireWire

Hot Connactad

y
o Lyfort =

@ YPM (Clses IPSac) hai’:l

Mot Canfiadtad

. VPNConnection

¥ PR e

VPN Conmection
Enter your user awibentication

ACCOUAT Name:
|:rmn|1

Pazswaord:
[oreemesd

C Authantication Settings... :l

>
e i Show VPN status in menu bar (_ Advanced . ) (7}
d'! Click the lock to prevent further changes, ( Assistme.. ) [ Rewert | [ Apply

p) The VPN connection starts, and Connected displays when the connection is
successful. Successful connection is indicated with green icon as shown in the
following screen shot.
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a)

Sratus: Connected

Connect Time: 00:00:14
IP Address: 192.16B.16.3

™~ flte?_'h'lre

g MirPart = Server Address: | 10.200.2.45

Aceount Marme: | sravanil

£y ¥PM [Cisco IPSec] ﬁ
M

ot Connecied Password: ssssssss

{ Authentication Settings... |

||: Disconnect | l

—
T o e ¥ Show VPN status in menu bar | Advanced... | @
i — : :
Click the lack 1o prevent further changes. { Assist me. ., _:‘ Rewvert Apply

If the Mac VPN client is connected, the remote Mac client device can access the
LAN-side resources of the V7610 GW including access to the V7610 web interface.
To disconnect the VPN tunnel, click the Disconnect button as shown above. The VPN
is disconnected.
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3.5 Windows 7 Using Certificates

3.5.1 Configuring the Gateway

a) Go to Advanced > VPN > Certificate Management in the gateway web interface.
b) Click the Change button under Change VPN Server/Root Configuration.

TELSTRA GATEWAY PRO T e

ADVANCED
ADVANCED Home VPN Certificate Management

M Change VPN Server/Root Configuration.
- sep

» Security Generate Root Certificate.

» Administration m

» Advanced Setup Generate Server Certificate.
« VPN | Generate ]

Manage VPN Export Root Certificate from modem.

VPN Connection Status

Import Root Certificate to Modem.

FEIRILE | AR
Cx ~cancel

0 Help Center

c) Inthe Certificate Type list, select Root.

d) Complete the Country, Organization, and Common (any unique text for the
certificate generation) fields and click the Save button. For example: Country — US,
Organization — netgear, Common — rootcert.
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TELSTRA GATEWAY PRO
k

ADVANCED
ADVANCED Home VPN Certificate Management

Setup Wizard
M Change VPN Server/Root Configuration.

Certificate Configuration Details

|9

» Setup
» Security Cerificate Type:
— County
» Administration QU ES
» Advanced Setup
v VPN I
Manage VPN

Generate Root Certificate.

Generate Server Certificate.

Export Root Certificate from modem.

Certificale Management

VPN Connection Status

0 Help Center

e) Inthe Certificate Type list, select Server.

f) Complete the Country, Organization, and Common (any unique text for the
certificate generation) fields and click the Save button. For example: Country —
India, Organization — Telstra, Common — servercert.

TELSTRA GATEWAY PRO

ADVANCED
ADVANCED Home VPN Certificate Management

Setup Wizard
M Change VPN Server/Root Configuration.

Certificate Configuration Details

| s

» Setup

» Security Teiieae e

» Administration it L

» Advanced Setup

v VPN [
Manage VPN

Ceriificate Management Generate Root Certificate.

VPN Connection Status
Generate Server Certificate.

Export Root Certificate from modem.

Export

0 Help Center

g) Click the Generate button under Generate Root Certificate.
h) Click the Generate button under Generate Server Certificate.
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i) Click the Export button under Export Root Certificate from modem and save the file
on the local hard drive. This is the certificate that will be used on your Windows 7
computers for the VPN connection through IKEv2 Certs.

TELSTRA GATEWAY PRO T ester
ADVANCED
ADVANCED Home VPN Certificate Management
M Change VPN Server/Root Configuration.
» Setup m
» Security Generate Root Certificate.
» Administration m
» Advanced Setup Generate Server Certificate.
v VPN | Generate ]

Manage VPN Export Root Certificate from modem.

VPN Connection Status

Import Root Certificate to Modem.

PEAFII | RIEEIA

0 Help Center

If you reset the V7610 gateway to factory defaults, the certificates generated are lost. It
is possible to import the root certificate from a client computer back into the V7610.
You can use the Import button on this page to restore the VPN root certificate.

j)  Foryou to import the root certificate to the modem, a computer with the root
certificate must be connected on the LAN side of the product. Click the Browse
button (as shown below) and select the root certificate saved on the hard drive.
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TELSTRA GATEWAY PRO T et

ADVANCED
ADVANCED Home VPN Certificate Management

Setup Wizard
M Change VPN Server/Root Configuration.

» Setup m

» Security Generate Root Certificate.

» Administration m

» Advanced Setup Generate Server Certificate.
VPN [ Generate ]

Manage VPN Export Root Certificate from modem.

VPN Connection Status

Import Root Certificate to Modem.

JEIEITH | g
o

o Help Center

k) Click the Import button to import the selected certificate.
I) Generate the server certificate by configuring the server details (Country,
Organization, and Common fields) as shown in Step f.
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3.5.2 Configuring the Remote Client - Windows 7 Platform - Using Certificates

3.5.21 Storing a Windows 7 Machine Certificate

a) Select Start > Run, type mmc, and press Enter.

Programs {1)

[ -

IEI See more results

| mme x | | Shut down | » |

b) Click File and then select Add/Remove Snap-in as shown below.
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Carsalel Wj }

File hation View Faegsites Window  Help

|t¢|_|_€3l

] Comsele Root

Name

There ere no ib=ms to show in this view,

More Actwons

c) Select Certificates and click Add as shown below.

¥ou can selact smap-ins for this console from thass available on your computer ard configure the selected sat of snap-ins. Far
extersibie enap-ing, you can configure which extensiare sre anabled.

Availsble snapHns:

Snap-n Vendor

=thactivex Control Micrasoft Cor...

.ﬁl_rl:hnrizatinn Manager Microzoft Cor...
\\'-:ﬁii'l:l:'ﬁﬁcab:s Microsoft Car...

:"-Cu'nl:-:nent Services  Microsoft Car...
Eimpﬂ_rber Managem... Microseft Cor...
ﬂl:ll:'uin: Marager Microsoft Cor...
ﬁl:llsk Manzagemant Microsoft and.. .

EEV:M Wimveer

_Fider Car.
EJGrnlln Policy Object , G
| B P Security MoST  Microsoft Cor...
m_ﬂ.iIP ¥ Policy M., Microsoft Cor...

tovieb Address  Microsoft Cor..,

Aod =

Desaipion;

Selected snap-ns:

I . Corsol= Roct
[l Certificates {Local Computer)

[

Edic Extensions... |

Remove |

Mowe Lp |

Mowe Down |

Advarced...

The Certificat=s snap-1 allows you to browss the contents of the o=rtifcate stores for yourself, & service, or a computsr,

J | Cancel

d)

In the screen that displays, select the Computer account radio button and click Next.
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Certificates snap-in Sang Teedback @

This snap-n wil aways manage catficates for
(Z) My uear accaourt
™1 Semvice account

i@ Computer accournt

Back =0

W

[ Cancel

e) Click Finish. Then click OK.

Select Computer

Salect the computer you wart this enap-n to manage.
Thiz snap-n wil always manags:
@ Local computer: #he computer this consale is running on)

) Another compuier: Browwst ...

[ Mllow the selected compuier io be changed when launching from the command re. This
crly zpoles if you save the conecle.

| <Becx | Frsh | | Cacel |

f) Under Trusted Root Certification Authorities, select certificates as shown below.
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il:mmlel-[Enﬂml&ﬂmt‘n.[ﬁfﬁfxamIlucall:mplrtﬁﬂFﬁsmaﬂEEﬁfimG] "
& Fle Adion View Favortes Window Help

es|nE 0l e= BE i a

| Console Root

& | Personal
Cetificates
™ Cortificates

» (2] Enterprise Trust

» | Trusted Publishers
¢ Unbrusted Certficstes

+ 1 Trusted Penple
+ | Remote Desktopn

» [ TrustedDeiices
i g [P Security Menioe

4 [ Certificetes [Loce Computer)

: >
4 ] Trusted Foot EEﬁf_i:i‘dEn Authonbie B
o | Intermediste Canfication Authorities

+ (1 Third-Perty Root Certification Authorties

+ ) Smert Card Tnusted Anots

B

-
lefled To ksuedBy  Expirstion Date  Frendly Mame

,-‘f e m~admin 1612008 Wser €

-

Go to the Certificates /
{Local Computer) /
Trusted Root
Certification

Certificetes

More Lchone

Persanal store cordains 1 cerricate

g) Right-click Certificates > Select All Tasks and select Import to start the Certificate

Import Wizard.

P

| Certfficete Impart Wizzrd

h) Click Next.

Welcome to the Certificate Import

Wizard

This wizard heps you copy cerbficatss, certficat= t

ust

ists, and certificate revocation lists from your dsktoa

certificste stare.

4 ceriificate, which = issusd by a cerfification autharity, is
& wonlEmalon ol yoor denlily g conlans informslion

used to protect data o toestablish cecure network

conrections. & certificate store is th= system sr=a where

certificates are kept,

To continue, cice kext.

< Bac [ hext = ] [

Corcel

i) Click the Browse button.
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r' ertrcate Imprort Wizard O
| File to Impaort
Specify the He youwant fo import.

Blle rame:

Mote: More than one certificate can be stored in 8 single fe in the folowing formats;
Personal Information Exchange - FKICS #12 [PFX,. F12]
Cryptooraphic Messsge Symtax Standard- PRCS £7 Certficates [PTE)
Microsoft Serislized Cerfificate Store (35T)

Learn mare about cerfificate file formats

| <Bak |[ bext> | [ camed |

j) Select the certificate that was generated and saved in the Windows computer (.pem
extension) by selecting All files from the File name list, and click Open.
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k)

W Favorites
M Deskrop
| @ Downloads
G Recent Places

g Librories
Bl
2| Documents
Jl Fusic
[E Pictures
B Videos

ﬂ Homegroup

‘B Computer

Click Next.

P

(5l Libraries
ﬁHnmﬂgmup
inetgear

1 Computer

€ Hebvork

4 EVGI000-100005

L IMPORTANT

L jpert-20.2

L Lege

1. Murnericable test report
. PRINTS

| Selected Vi Bithday
1. Syslog_legs

s Telstra tect report

File narne:

b1 b (T e
£.51 Certificate [.cer”.ort)
Perzonal Inforration Exchange [*pfe” g1z
Certificate Trust List ("stl}
Certificate Revocation List (o)
Microsoft Senalized Certficate Store [*.sst)

PKCS 2] Cerfricates f'.si.'.iTh:l
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File fo Import
Specify the file you want to import.

fie name:
CiYeersinetgesr\Cocuments\NETGEAR, _swanoer t.pem

Not=: More= then one certificat= can be stored in 2 sngle fil= in the folowing fomats:
Perzonal Information Exchange- PKCS 12 (PFX, P 12)
Cryptograpric Mesmage Syntax Standard- PECS #7 Certificates [PTH)
Microsoft Serislized Certificate Store [ 55T)

Leam mare about cortificate file farmats

| <Back J Mext> | [ Cancel |

I) Select the Place all certificates in the following store radio button as shown below
and click Next.

i e ssiiecaniiie il T ... .,,,.,,“.,--,E.T
?[erﬁﬁcate Impart Wizzrd &
i

{|  Ccertificats Store
Certificate atores are ayetem areas whare certficates are kapt.

‘Windaws can eutomatically select a cerfificats stor=, or you can specify a boation for
the cartificate.

) Autometicaly s=lect the cerfificat= stor= besed on the type of certificete
@ Place al certficates in the falowang sterz

Corbficate abare:
Trusted Aoot Certficaton Authorbes Browes=...

Learn more abouk certificats stores

<Back [ Mextz | Carcel

m) Click Finish.
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rzer‘tiﬁ-cate Import Wizard
L

Completing the Certificate Import
Wizard

The certficate will be imported after you dick Finish,

Emiele e e ol e Faonecn e teos

Cerbficate Store Selected by User Trusted Root Certhice
Content Certificats

File Marmie CriUsersnetgear Do
L " r

n) A pop-up window saying The import was successful displays as shown.

8 Consoiel - [Cansie Rosk Certifcates - Cument User!Trsted oot Cetificaion duthostes]

& Fle Action  Wiew Freootes  Window  Helo

= HE Ol &= BE

B C

r|

ansok H:Elﬂ

o (g Certificates - Curent Lher

. Personal

- 7] Trusted Rt Certification |
v ] Enberprise Trust |
. T Wiemediate Cotficaiion ||
« 2 Aective Directory Liser Ohjer
7 Trusted Publishery

+ T Unbnusted Certificates

- ThirkParty Resct Certificet|
2] Truzted Penpie Certificate Import Wezard B
. 7] St Card Trugtee Rooes I 3

| Ctect Type

U Centificates

|
| ﬁ The import wez successiul
|

Trusbed Root Certification Authories mhore contare 4 certilicsbes.
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3.5.2.2

a) Click Start and select Control Panel.

Calculator

r Sticky Motes

@3 Snipping Tool
.i] Motepad
a TeamViewer 9

» All Programs

| |Search programs and files

b) Select Network and Internet.

Configuring a Windows 7 Agile VPN Connection

Control Panel

Devices and Printers

Default Programs

Help and Support

g@_vlﬁr Comtrcd Panel ¢

Adjust your computer's settings

System and Security
R your computes's status
Back up your compuker

Find snd fix problems

Hetwork and Internet
Vieww neebweoric startus and fasks
Choose homegroup and shanng options

Hardware and Sound

Woewe deEviC s ond prieters

Aokl @ device

Adpzt commenly used mability settings

Programs
Urenctalt a program

e & &

c) Select Network and Sharing Center.

- | ¢ | [ |Senrce Contral Paner

iew by;  Caegory T

User Accounts and Family Safety
W) tdd or remove wer accounts
W Set up parental corrols for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust scresn nesolution

Clock, Language, and Region
Change keyboards or pther inpat methods
Ease of Acoess

Let Windows sugmesk settings
Dptimize visual display
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I+ [T » ConvotPane » N et » v [#9:|[ search Controt el 2|

d)

%.{i # Metworkand Internst b Network 2nd Shering Center = | 3 || Search Control Panel

Eaeteel Pancl ot Network and Sharing Center
View networi status and tasks  Connsct to 8 network
i Sec
il L View nebwors computers and devices | Add 2 wireless device to the nebwork
Hetwork and Internet
Hardware and Sound q I-lnmeGroup
Choose hamegroup and sharing opticas
Pragrams
Internet Dptions
U=er Accounts and Fa P‘
Safertﬁr il i_— Change yourhomepage |~ Manage browseradd-ons | Delete browsing history and cocides
Appeannce and
Personalization
Clock, Language, and Region
Ease of Acces:

In the Network and Sharing Center screen, select Set up a new connection or
network as shown.

Control Panel Hame

View your basic network information and set up connections

Manage wireless netwarks ﬁl ‘% 0 See full map

e NETGEAR-PC MTSPL Triemet
(Change advenced shering [This comgater)
g View your active nebworks Connect or disconnect
A s b Wi
£ onnections: ireless o Connection
TRRCIAR 3 IMTSPL)
Change your networking settings

Set up a new coanection or network

pring.

* Setup awirdess, broadband, dial-up, ad hac, orYPM connechom; ar set up a router or access

Cannect to a network
Connect or reconnect 1o a wireless, wined, dial-up, or VPN network connection.

Choos= homegroup and sharing cptions

See ako
Arces files and primters lacated an other nebuwore compurters, ar change sharing settings.
HomeGroup
Tritemet Optians E Troubleshoot probiems
Windiows Firewal [hagmose and repair networnc problems, or get troubleshooting information.

e) Select the Connect to a workplace option and click Next.
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@ & Set Ug o Connection or Network

Chooss a connection option

i, Set Up @ Mletwark *

| e Conf igure & new router or access point,

C§ Manually connect to 8 wirsless network

| Connect to a hidden netweork or creats a new wirsless profile,

% et upawireless ad hoc {computer-to- computer) network

| =% Set up atemporany nebwerk for shaning files or an Internet connectian., Ef
4 Set up a disl-up connection
| Connect to the [nb=rnet using a dial- up connection,
Lonnect e a workpla
Set up a dial-up o nnection to your workplace

f) Select No, create a new connection and click Next.

G E Cornzct to 2 Workplace

Do you want to use a connection that you already have?

¥ Mo, create a new connechon

i) Yes, I'll choose an easting connection
WO GI0I0-F hace?
WAN Miniport (IKEv2)
PPTF =l
: WAN Miniport (LETP)

TO412 VP Mlssue
WAN Minipart (LZT)

s pPTP %

[ tee ] [ Concel |

g) Click Use my Internet connection (VPN).
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@' le Connectto & Workplece

Howr do you want to connect?

+ Use my Internet connection (VPN
Connect using 2 virtual private nebwork (VPM) connection through the Inbernet,

A @ O

+ Dial directly

Connect dinectly to a phone number without going through the ntemet.

| T

h) Enter the WAN IP address of the gateway in the Internet address field.
i) The destination name can be any string, for example, VPN.
j) Select the Don’t connect now; just set it up so | can connect later check box and click

Next.

@ dﬂ Connect to a Werkplace

Type the Internet address to connect to
Wour retwark administrator can give you this address,
[nternet address: 10,2002 45

YPN

Destination marme:

s 3 srmart card

# Tl Allew cther people to use this connection
This option llcws anyone with sccess to this cornputer to use this connection,

#] Don't connect nowy; just set it up solcen connect later

hext Cancel |

k) Enter your remote VPN user name and password from the V7610 (under VPN users)
and click Create.
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@iwnnwm :[

Type your user narme and password

User names Srananil
Password: -"“""4
[ Show characters
Rememicer this passwond

Comain (optionalk

[ Create | [ cancel |

I) Click Close.

m) Navigate to the VPN you created.

n) Click Start and select Control Panel. Select Network and Internet. Select Network
and Sharing Center (see Steps a, b, and c in this section).

o) Click Change adapter settings.

Wt'ﬁf-ﬂ Hetwork and Iafemet @ Tetwori a1d Shamng Center = [#3]1] Seqrrs Contrat Fime 2|

B Congod Fanel Horre
E ol Fanel Hoeme

View your basic netmork information and set up conrections

* 5— ST - 9 -

FRALID Whttiple refwors Iebemet
(This computer |
g yOUT STVE NEtweRiics LEet] B SSDnRE
B Habwodk } Beessehyps  Locad caly
h Public network Connecticns: § Lowsl Soes Comnedion
VPH Beeptitvpe Lodal saly
Y Pubiic networdk Cennetiens: [§ VPN

g oear mebiarinag witags

'g. Sot g w e coancction o netwerk

Bt up & wirdess, beradaand, dal-up, el hot, or WPH dossedtios g v6lup o rouls @ edocks
paint

Lennsetin i Astwaik

Connector econmect to 3 wirdess wred dis-ug, or VPH retierk consedion.

Access Fles ind printen locrted on otharnateork computen, or change sharieg asttings.

Horaoup

T & nigknicre pecklum

w

Chogdd vom gy itiap sad phaneg eatigne
-.? 3 3
17}

lntemit Op Caagrecrse and necai netwodk probiemi, o gl trooblksheoting réommation.

p) Right-click the VPN you created and select Properties.
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N

%.E« Mebworcandlntemet b Mo Comnestions 0w ds Se0rch ebuo Connections p|

Organize » Eﬁ" Al ﬁ

El Local Area Connection = | Local Arez Connection 2
-~ Nebwork ? &! Dizabled
ﬁ Intel(F) PROI00VE Metwork Con... Intel[F} PROADD- Server Adapter
| PN
\PH
WAN Winiport (KExZ]

g) Inthe General tab of the VPN Properties screen, the WAN IP address of the VPN
gateway has already been entered, but you can edit it at any time.

General |Clptiong I Eecurity I Metworking I Sharing

Host name or IP address of destination {such as microsoft.com ar
157 54 0.1 or 3fe:1234::1111):

10.200.2.45

First connect

Windows can fist connect to a public networ, such as the
Imtermet, before trying to establish this vitual connection.

[ Dial another connection first:

[ =

See our online privacy statement for data callection and use
irformation .

[ ok ][ Concel |

r) Inthe Security tab of the VPN Properties screen, make the following changes:
e Inthe Type of VPN list, select IKEv2.
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e |nthe Data encryption list, select Optional encrypt
encryption).

-
WEMN PFroperties e toind
pe

ion (connect even if no

| General | Cptions | Secwity | Metworang | Shanng |

Type= of WPRN:
[IKEv2 -|

| Advancsd esttings ]

Clala srrypslion.
[Dptil:lnal encryption {connsct sven f no sncrystion) 'v]
Authentication
@ Use Bdtensible Aothertication Protocal (EAP)
[Mir..'luuufl. Swecured passwond {EAF-MSCHAE w2} ey v]

70 Use machine certificates

[ ok || Canesl

e Click Advanced settings as shown below.

Z VPM Properties ®

| General | Dptiona | Secuity | Networking | Sharng

Type of VPH:
[IkEv2 |
Advarced settings I
Datla enchyption:
letiunuI cncn!.rption {conmzct even f no m'ptim} -J
Authertication

@ Use Bdensible Authentization Protocal (EAP]
[Mcrosoft: Secured passwond (EAP-MECHAP v2) {encm — |

[ Propertee |

-':::- Usz miaching coificatca

[ ok ][ cCanced |

e Inthe screen that appears, select the Mobility check box. Click OK as shown.
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Advanced Properties send Feedback
IKEw2

Mability

Metwork outags tme; 30 minutes -

[ oK ] Cancel

The configuration of the Windows & Agile VPN connection is complete.
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3.5.2.3 Configuring Split Tunnel in Windows

The split tunnel allows users to access the Internet as well as the remote LAN subnet
after the VPN tunnel is established. To set up a split tunnel, follow these instructions:

a) Modify the properties of the VPN connection created in the Windows 7 host so that
it will not use the remote network default gateway for routing Internet traffic:

e Select Start > Control Panel > Network and Internet > Network and Sharing
Center > Change Adapter Settings.

e Right-click the VPN connection, then select Properties.

e Select the Networking tab.

e Select Internet Protocol Version 4 (TCP/IPv4) and click Properties.

| General | Dptions | SE{:.lrih.rl Networking | Sharingl

This connection uses the following tems:

i Imtemet Protocol Version & (TCP AIPvE)
-i- Imtemet Protocol Version 4 (TCP /Pvd)

g. File and Printer Sharing for Microsoft Networks
% Cliertt for Microsoft Networks

[ @' Imstall... ] -&'Qninﬂall |[ Properies ] |

e (Click Advanced.
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.
Intarnet Protocol Version & (TCF/IPvA) Properties s Colh i S8

[T General

fow con get IP s=ttings sssigned sulomatically if your netweork
suppara this capabiity. Otherwisa, you need to ask wour network
adrministrater for tha appropriata | P setlings .

@ Dblain an |P address atomaticaly
1 Lisg the fallowing |F acdress:

@ Obtain ONS server address automaticaly
=1 Usa tha following DMS server sddresses:

¥ g1 "
red OMNS server

e C(Clear the Use default gateway on remote network check box and click OK. Apply

e the changes.

Tadvanced TCRAIP m
IP Setings | DS |

Thiz checkboe cnbp applies when pou aie conrected booa lboal
netwas and a disbup nebuork sivutaneocsiy When checkad. data
that caﬂﬁr‘ml ba zant an b local nebaark iz foneardad o the dialup
=10

| Dizable class baz=d rout= addtion

=] S karmate mekric

Int=iface msiric

[ o || cewsl

b) Split tunneling is enabled for the VPN on your Windows 7 host. If the VPN remote
virtual pool configured in the V7610 GW (as shown in the following screen shot) is
same as the LAN IP pool of the GW, then the VPN configuration for the split tunnel

is complete. Otherwise, go to Step c.
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Remaote Client to GYW YPN Configuration
Platforms Supported (Select the option and Click on Apply button):

© win HPOwWin T (lkevt & kew2) O Win7 ilkev?], Android, 05, 05 ¥

Pre-Shared Key (PSK): |srawan B Eait ]
WP remate vidual 1P 192.168.15.1

Mask: 2hh 25625510

c) If the VPN remote virtual pool configured in the V7610 GW is different from the
LAN IP address pool of the GW, as shown in the following screen shot, add a static
route.

Remote Client to GW VPN Configuration
Flatfarms Suppoted (Select the oplion and Click on Apply button):

@ wiin }P, Win 7 (kevl & lkew2) O Wwiin 7 (kev2), Android, i0S, 05 ¥

Pre-Shared Key (PSK): [srava
YR remote vidual I 15216816

Mask: EEE.EEE.EEE.D

Open command prompt on your Windows 7 host and enter the following text to add
a static
route to the remote network LAN pool:

route add <Modem LAN subnet> mask <subnet mask> <VPN remote virtual IP of the
gateway>

sslzersnetgear*Route add 192_168.15%.8 nask 255.255.255.8 192168 .16.1

Important notes:

i) Inthe example above 192.168.16.1 is the virtual IP gateway configured in your
router and 192.168.15.0 is modem’s LAN IP subnet.

ii) The route will be deleted when the Windows host reboots. To make the route
persistent, append a -p flag to the command as shown below.

sleepssnetgear>Route add -p 172.168.15.8 mask 255.255.255.8 192 .168.16.1

46 |

V7610 VPN Configuration Guide Rev1.0, October 2015 |



iii) If you need to delete this static route for any reason, run the following
command:

islUserssnetgear>Route delete 192.168.15.8 mask 255.255.255.8 192.168.16.1
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3.5.2.4

a) Click Start and select Control Panel.

Calculator

i_ Sticky Notes

6% Snipping Tool
ij Motepad
a TeamViewer 9

» All Programs

| |Search programs and files

Starting a Windows 7 Agile VPN Connection

Control Panel
Devices and Printers

Default Programs

Help and Support

b) Select Network and Internet.

1|E ¥ Control Pend »

At your cormputer’s settings

System and Seourity
Reiwrws your compguber’s shalys
B U your compiber

Find and fis profblevs

Metwork and Intermet
Vi bk bl smacl ki
w2, Checqd horsgeup and dharing optisng

' Hardware and Sound
View desices snd prinbers
S m device
Acfust commmonly gred mokility settings

Programs

c) Select Network and Sharing Center.

Urinstall a pragram

e ¥ &

- | | ||f:.:.-."--:a-.'.c.<.=.; el

Wiew by Calmgory ™

User Accounts and Family Safety
9 Acld or remove e accounty
¥ Set up parental contrals for any user

fppearance and Personalization
Crange the theme
Change desktop backgr mund

Acjuxt serasn reclution

Clock, Language, and Region
Crange bsyboands or other ngut methods
Ease of Access

Lt Wirechowses susgest SEminggs
Optimize sisuzl dsplay
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W*rri“ ¥ Control Pang » Wetworic and Intemet » v|"r|| Search Contref Ponel .ﬂ|

Fard o Metwork and Sharing Center
Vi network status and tasks | Connect to & network
i Sec
ol aniSecha Viewr nebwork computers and desices | Add a wireless device to the nebwark
* HNetwork and Internet
Hardware and Sound i HDH‘IEGI’{HJFI X :
Chaate hartegraup and sharing options
Pragrams )
LUser dccounts and Family 2 Intermet DPUGHS 2 2. Lo y
Safety ¥=| Changtyourhomepage | Mamage browseradd-ons | Delete browsing history and coolaes
Appeonance and
Personalization
Clack, Language. and Region
Easz of Access

d) Click Change adapter settings.

o Hewerk and Infermet ¥ Metwark and Shaving Cerer v g L] Seovch Contrai Piivei =3

L

Uiew your basie netwerk information and set up connections

*' En' —— 9 Seadull map

FRALID Fluttiple netocerics Intermet
{Thus computer)
[r e 5-uu.rad;\-|ndwnrl3 Connect s disconnect
=5 Hetwork 2 Acuesitype Letalonky
h Public networi Connectons i tocal Area Connection
VPN ACORE Type Lol anky
Bublic rtwerk Commectiens: § VPR

Chansge wesir netwerking settenge

E. Lot Lep & new conrspciion or mefwork
St up 8 wireless, beroadband, dial-up, 8d hoc, or VPN conmection; o cef wip & routér or sdoes
peint

'& Lennsey 10 & detwdik
Connect or reconrsect b @ wireless, wired, disl-up, or VPN network conmecticn

$ [hees hamesisep 2 Shading SEnbng
Aocess flles pnd pranters located on cther peetwork oo mputers, or th.lrhr 5h.:r|ng settings.

e For m metwork probiem

Thagrose and repair network: problems, or gt broubleshooting mformatian.

e) Right-click the VPN you created and click Connect.

49 |

V7610 VPN Configuration Guide Rev1.0, October 2015



i = T
GO!| F‘ % Mebwork and Internet  Mefwork Connections # - | i}l | Sewroh Metwork Conneclions 2
Drganize = =~ O ﬁ
| Local Area Connection l: s Local Areg Connection £
Q Metwork 2 s [hsabled

= Intel(R) PROA00YE Meswaork Cor & [z B PROY100+ Server Adapte

= VPN
B

B WAN Mimport (IKEvd)

f)  Enter the user name and password that are configured in the gateway. Click
Connect.
& Cannect VBN N

User name: sravanil
Password: e
Domair:

|| Sawe this user mame and password for the following users:

Me onty
IQ Arvone who uses this computer

| Connect |[ cCancel || Propemes || Hep |

g) You are prompted to reenter the user name and password configured in the

g

gateway. Click OK.
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K- Connect VPN Cannechiolk | & |

Re-enter your uzer name and paszword

"Windows could not connect uzing the wuger name and
paszword vou provided.

o can leave the domain box empty, since domain names ane
not needed to cornect to the Inkernet.

Llzer names; sravanil
Paggwn[d; e RRRERRERED
Drarnair:

Remernber this user name and password

] 4 ] [ Cancel

h) The VPN tunnel is established.

& - — DL
@-k_jr' E" ¥ Conkel Penel ¢ Mebwork ind edemst B Netavet Connsctiang » L3 I L3 !: hegvch Nedwoa Conneshon =
| -
| - Crganze = = ﬁ
[ l_‘ Loenmen_ni_netgear - G0t l: Bluztzoth Metwork Conrsction
- '4'_ prrillnetgear oo instead of .. S Digbbed
& Diiconeaks a Bhurtacty Device (Presons! A B InteiR) BISTSLM Gignbit Netwen
l:* WP Cornestion § ‘. Wirgiers Mebwnk Coanection
-.."'H.' jermichid Y LT
B W Mot (FPT .ﬂﬂj--- R Contring{F) Edvansed.2

i)

Right-click the VPN and select Status to show the status of the VPN tunnel you
established.
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= VPN Connection Status b, | ==
— 1
General | Details
Conneckion
IPwa Conneckivity Mo nietwiork access
IPwi Conneckiviby Mo nebwork access
Media Skake: Canneckad
Lwdr akion: ooozZ:z2o
Auckiniby
Senk —— &!_ — Recalved
Eivbes: 55,081 0
Comprescion! 0 % 0 %
Errars: u] u}
Proportics ] [ Disconmzck ] [ Diagnoss ]
[ Close ]

j)  Click the Details tab to view the details as shown below:

§ VPN Connection Status

(=]

Property

Device Mame
Device Type
Authentication
Encryption

Maobike supported
Client IPv4 address
Server IPv4 address
MNAF State

Metwork Adapter Used
Origin address
Destination address

Value

WAN Miniport (IKEwZ)
vpn

EAP

IPsec: ESP 3DES

Yes

192,168, 16.2
0.0.0.0

Mot MAP-capable
Wireless Network Connection 3
192,.168.50. 10
10.200.2.45
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k) To disconnect the VPN tunnel you established, right-click the VPN Connection icon
in the Network connection page and select Disconnect. The tunnel is disconnected.

Organize « Mi=ronnect this connechon FRename this connechon Wiew sigtus of this connection  w g'-' - [ ﬂ'
‘; _Commaon_ra_netgear - Go to ;* Bluetooth Metaark Connection = Locel &rea Cannection

= pierllretgear.com irstead of dia.. % Dizabled . Mebainrk cab b unplugged

sl Dizconrected h Blustooth Ciewice Penonal drex .. € 989 Intel(R) B2579LM Gigabit Hetork. .

- WM Connection | l" WP Conrection — Wirsless Metwoek Cannectian
2 R R e — fizronnected . BATEPL
Rt e Fory Minpel (PPTRY dﬂ InleliR) CenlorudR) Sdvaried-R ..
atus

Set s Default Cornecton
Creabe Copy

Greste Shokout
M Dalmte

ﬁ Rename

B Properies

NOTE: The client configuration navigation may vary for different versions of Windows
(Enterprise, Professional, and so on).
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4. Site-to-Site VPN Configuration

This section describes the connection configuration details for a site-to-site VPN connection
between two V7610 GW devices. The LAN subnets of these two devices must each be in a
unique range for the connection to be established successfully.

a) On the first V7610 GW device, click the ADVANCED tab and select VPN > Manage
VPN on the left pane. Browse down to the Site-to-Site VPN Configuration section of
the page.

TELSTRA GATEWAY PRO

ADVANCED
ADVANCED Home Manage VPN Connection

&
O Disable
» Setup
» Voice Settings
Remote Client to GW VPN Configuration
» Security Platforms Supponted (Select the option and Click on Apply button):
@ win KPR Win 7 {lkewl & kewl) O WinT (Ikeva), Android, i05, OS5 X
» Administration
» Advanced Setup
WP remote virtual IP : 192.166.16.1
+ VPN
Mask: 25525526850
r— [ fve )
Certificate Management
VPN Connection Status Enable Full Tunnel ¥PH Connection (Click an Apply to EnableiDisable)
VPN Users =
Enable Concurrent Connections (Click on Apply to EnableiDisakle)
User Name User Password Status

Site-to-Site VPN Configuration

0 Help Center

b) Enter an alphanumeric string (a minimum of 8 characters and a maximum of 32
characters) in the Pre-Shared Key (PSK) field. Note that this field applies to the site-
to-site VPN configuration, not the remote client-to-GW configuration.

c) In the Configuration Details section, click Add and enter the values in the following
fields:

e Site Name — This is a user-friendly name for the connection.

e  WAN IP — Enter the remote GW WAN IP address.

e Remote Site IP address and Subnet — This is the remote GW
LAN subnet. As mentioned earlier, each of the two GWs in this
configuration must have a unique nonoverlapping IP address
range.

e  Click Apply to save the changes.
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TELSTRA GATEWAY PRO T et

k ADVANCED
ADVANCED Home Manage VPN Connection

[ Reresn D

sl TR——
~
M Enable Full Tunnel ¥PM Cannection {Click on Apply to EnableiDisahle)
» Setup VPNUsers
» Voice Settings Enahle Concurrent Connections (Click on Apply to EnableiDisakle)
User Name User Password Status
> Securty D GRS GRS
» Administration Site-to-Site VPN Configuration
» Advanced Setup Pre-Shared Key (PSK): | 123456789 [ Edit ]
v VPN Site-to-Site VPN Configuration Details
Site Name Wan IP Remote Site Subnet Remote Mask
Manage VPN

Configuration Details
Certificate Management .
Cotfcato Maagenent g\,
VPN Connection Status
Vian IP 1 10.200.2.145
Rermote Site Subnet:|192.168.20.0
Remote Mask :|255.255.255.0

d) An entry is created in the Site-to-Site Configuration table as shown below.

TELSTRA GATEWAY PRO

ADVANCED
ADVANCED Home Manage VPN Connection

Setup Wizard PSR PR TZHS —— far

M PN rermote vitual IF 2 192.165.16.1

> Setup
Mask 256.266.2660
Save

Enable Full Tunnel ¥PN Connection (Click on Apply to Enable/Disable)

|5

> Security

» Administration

VPN Users
» Advanced Setup Enable Concurrent Connections (Click on Apply to EnableiDisahle)
+VPN = Us me User IIDId d
Manage ven s il ——
Certificate Management Site-to-Site VPN Configuration =

VPN Connection Status
Pre-Shated Key (PSK) 123456709 [ Edit ]

Site-to-Site VPN Configuration Details
Site Name Wan IP Remote Site Subnet Remote Mask
® site2site 10.200.2.145 192.168.200 255.2585.255.0

RIS G G

0 Help Center

e) On the second V7610 GW device, repeat steps (a) through (c). Note that the pre-
shared key for both the V7610 GW devices must be the same.

f)  When the configuration is complete, enable VPN on both GWs.

g) The IPSec VPN tunnel is established between the two V7610 GWs, and LAN-side
resources from one GW can access the other through this tunnel.
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