Tech Savvy Seniors

Managing
Digital Assets

Intermediate Guide




TOPIC MANAGING DIGITAL ASSETS FOR END OF LIFE

WHAT ARE Adigital asset is any information about you, or what
DIGITAL ASSETS? belongs to you, that’s stored on a phone, computer or
online. Digital assets are important and potentially very
valuable, but what happens to them when you’re no
longer around?

This topic will show how to make digital assets part of
your end-of-life planning.
Your digital assets may include:

@ Your passwords to important websites,
such as your bank or superannuation fund.

@ Material that you’ve posted on
social media, such as Facebook.

@ Your emails.

Photos and videos which may have
been uploaded to the cloud.

WHO IS THIS You will almost certainly have important digital
WORKSHOP FOR? assets, including online accounts or memberships
and files stored on a smartphone, computer, tablet
or other digital device, as well as in the cloud.

So, it’s very likely that this workshop is for you.
Indeed, it’s for very nearly everyone.

WHAT YOU'LL @ A laptop, smartphone or tablet with

NEED FOR THIS internet access.

WORKSHOP (® Your passwords and other logon information
for your online activities, such as Facebook
and MyGov.

@ In particular, you’ll be doing some activities with
your Opal or Gold Opal online account, so bring
your card and logon information for that.

WHAT YOU'LL In this workshop you’ll learn what digital assets are
LEARN and how to manage them. That will include how to
keep them secure, to minimise the chance they’ll be
stolen or misused, and how make sure they’re handled
properly after you’re gone. You'll also learn to how to
start a Last Will and Testament online.

The Managing Digital Assets workshop has been devleoped by the
NSW Department of Family and Community Services.
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TIMETABLE SUBJECT DURATION
This workshop is i . .
divided into seven What is a digital asset? 5 minutes
sections with a break
in the middle. Feel free Why have a digital asset plan in place? 10 minutes
to ask questions and
seekasas_tancevmh How to manage your digital assets 15 minutes
the material.
@ How to keep your digital assets secure 15 minutes
Break 10 minutes
Storing your digital assets 20 minutes
How to start your Will online 10 minutes
Recap 5 minutes
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SUBJECT:

TIME (®

WHAT IS A
DIGITAL ASSET?

®

EXAMPLES OF
DIGITAL ASSETS

®

IDENTIFYING
YOUR DIGITAL
ASSETS

R

WHAT IS A DIGITAL ASSET?
10 minutes

We’ve touched briefly on what digital assets are,
now let’s see how many digital assets you have.

An asset is anything of value. A digital asset is any
valuable thing stored on a computer, or on your
phone or on the internet. The value can be financial
or personal. Photos of your grandkids at important
points in their lives might be worth more than money
to you.

Those digital assets can be anything from emails to
your Facebook posts. They can be photos stored in
your phone or in the cloud. They can be passwords
to financially valuable things, such as your bank
accounts or pension account.

What matters is that these things have value, and if
they were lost, you would miss them.

Here are some examples of digital assets. You will
most likely have one or more of these.

@ The contents of online accounts and services such
as email, Facebook, Skype, WhatsApp, Instagram
or Twitter, plus SMS on your phone and Facebook
Messenger.

@ Personal material (including photos) stored in the
cloud, which is another term for online storage.
This material may be saved automatically to cloud
storage without you even being aware of it and,
once uploaded, may no longer be available on your
phone or computer.

@ Common examples of online storage clouds include:

iCloud: for iPhones and iPads and Mac
computers

Google Drive: for many types of Android phones

OneDrive: comes with most modern
Windows computers.

@ Logon information and passwords for online
facilities such as bank accounts, government
and transport services, including Opal and Gold
Opal. Those logon details protect the security
of the money in your accounts and, almost as
importantly, you must have a way of retrieving
those logon details if you lose them.

What types of digital assets might you own?

@ Can you name a couple of digital assets you think
you have?

@ What kind of information is contained in your assets?
(® Are the digital assets valuable, and why?

Wi Festpac

ANZ S,

more
than
money

/

CommonwealthBank

The usernames and
passwords for online
banking accounts are
valuable digital assets
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10 minutes
You now know that you have some digital assets, and
g
in the next section you’ll see how to find out what all of
éL[RSJ)TAL ASSET them are. One of the things you will need to do is make

a plan for your assets for when you’ve passed away.
That’s what we call a digital asset plan.

DO YOU NEED Everyone needs a digital asset plan. It’s important
A DIGITAL ASSET to plan ahead so that your loved ones can handle
PLAN? your digital assets effectively after you've gone. It
: will lighten their burden to know what you want, and
a good plan will include all the details they need. To
help with developing your digital asset plan, consider
these scenarios:

@ Do you want your family and friends to have access
to your emails after you are gone? Are there things
in there that you might want to keep private?

@ Do you want to share your photos with family or
friends? Are there important photos in the cloud
that will eventually disappear?

@ What about your Facebook account? Would you
want it removed or left as a memorial?

@ Many digital assets will be of sentimental value
only, but those can be just as important to you.
A box of old-fashioned photos can be kept and
passed down for decades or centuries. But how
long will Instagram hold open your account if you
haven’t posted on it. One year? Ten?

@ It is important that your executor knows about
assets such as bank accounts and pension funds
that you operate online. If your executor doesn’t
know about them, they may go undiscovered.
Even things like a frequent flyer account may have
financial value and might be able to be passed on
after your death.

5
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8

Regardless of whether a digital asset has financial or FREQUENT
sentimental value or both, you should consider them FLYER
when making your planning ahead documents, such as

a Will, so that the things you care about can be looked

after. Later in this course, we will be using a tool Digital assets can include
that enables you to start the process of giving your music, emails, photos, videos
instructions to have your Will professionally drafted. and information from your

bank, MyGov, social media
and Frequent Flyer accounts
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SUBJECT HOW TO MANAGE YOUR DIGITAL ASSETS

TIME @ 15 minutes

WHAT DOES You manage your digital assets by:

IT MEAN TO @ Determining what they are

I\D4|%I|\IT',A&?_EAYSOSUER|'S? @ Keeping them in order

@ Working out what to do with them.

HOW TO To effectively manage your digital assets, first you
EFFECTIVELY need to identify them all. You can start by making
MANAGE YOUR a list, either with pen and paper or on a computer.

DIGITAL ASSETS What websites do you visit? In particular, record
those you contribute to, such as Facebook. What’s the
password and logon ID (often your email address) that
@ you use for each one. What government services do
you use? Do you access them using the internet? And
how about your bank accounts?

That list is the start of a full record of your digital
assets. It is important to have this record completed
and available to your attorney so that, if you become
ill or lose your capacity, your attorney can manage
your affairs effectively. This information should also
be available to the executor named in your Will so they
can finalise your affairs after your death.

For each asset, the record you’ve made should:

@ Show the website or online resource containing
the asset

@ Describe what the asset is

@ Record all the information needed to logon and
access the record (in particular, the password).

TIPS FOR @ Few of us can remember all our digital assets all

MANAGING YOUR at once. So, start the list, but keep it handy. As

DIGITAL ASSETS you remember or use assets that may have slipped
your mind, you can add new records to the list.

@ @ Keep your account settings up to date in your

records. If you change a password, note that in
your records. And don’t forget to add any new
digital assets you create. If you decide to start
using Instagram, for example, add it to your list at
the same time as you sign up.

@ Make your records clear. An important part of
managing your digital assets is making sure
someone can settle your affairs after you've
passed away. To do that, they need to understand
your records.
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REVIEWING Let’s do some practical work on a digital asset many of us

have: our Opal or Gold Opal travel card. If you're not aware
A DIGITAL ASSET of what that is, the Opal Card allows you to use NSW
public transport.

% You top up the card with money, automatically or
manually, and then tap onto and off public transport

services. The amount you spend daily and weekly is
capped. There are special Concession, Child/Youth and
Gold Opal cards with lower caps. Many holders of Seniors
Cards, Pensioner Concession Cards and War Widow/er
Cards are eligible to obtain a Gold Opal card.

Your Opal Card is a digital asset. It has financial value. For
most people that will only be a few tens of dollars, but that
can be an important amount. If you’ve setup automatic
top-up, your credit or debit card details will be associated
with your Opal card, and that can have a great deal more
value attached.

You manage your Opal card online, either through the NSW
Government’s Opal website, or using the Opal Travel app
on your smartphone.

You can see how to use the App to load up your Opal Card
in the Introduction to Transport Apps workshop. What
we're going to do is use the Opal website to check and
possibly update your billing, password and language
settings, and to see how the account can be deactivated
if necessary.

1. First, use the browser on your computer to go
https:/www.opal.com.au.

2. Inthe top right corner, you'll see two boxes in the
section Log in to my Opal account. Enter your
username and password into the boxes.

Skip to content Ll WO Frangais cAAvika Maliano HZBS E=0f Deutsch Espaiol VietNgo | A A |

WL

NEW al

NSW |°p o
Opal Home About Opal Get an Opal card Opal fares. Opal news

Request a fare
adj

The logon section on the
home page of the
Opal Card website

‘ Report card lost or stolen

Which card is right for m % Report my registered Opal card as lost or stolen
Adut opal | Semer!
B
- atetonan » Transfer my balance to another Opal card
Child /
i f o Ry

3. If you have successfully entered your username and
password, this would be the ideal time to record
those details on your digital assets list. Even if
you'’ve already done that, check to make sure they’re
accurately recorded.
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REVIEWING
A DIGITAL ASSET
(CONTINUED)

=

4. Whenyou click Login, a new page will open with
a summary of your Opal Card. It will show an overview
of your card. If you have more than one card you can
choose the one you're using from the drop-down list,
which is next to the picture of an Opal Card.

Skip to contenty Ll TR Frangais eAvivica Maliano HZKF 2h=£0f Deutsch Espaniol VietNgo | A A | | Q Enterkeywords w
Wik l
A My Account - )| LogOut
N IOPQ ) ! Choose the Opal Card you
want to manage from the
‘Opal Home About Opal Getan Opal card Opal fares Opal news Customer care FAQs aCCOU nt SU m mal’y page
o Home > My account > Opal account overview
Report Opal card lost or stolen
Report Opal card damaged or Cheose an Opal card
faty (2345789101121 v Raname tis Ol card

Transfer balance to another
Opal card

My Opal cards

@ 1234 5678 91011121 Adult $43.84 Active

Order an additional Opal card
Link xisig Opal card to your

nnnnn

nnnnn
Last top up amount $40.00

r—
$43.84 @ Set up auto top up ‘

Opal card balance
B) wreoron

| information.

Order and link kiosk issued
Opal card

Opal account holder Sam Smith

Opal Card number 1234 5678 91011121
Card type Adult
Status. Active

Our website uses secure encrypfion technology to protect your personal

5. Notice the statement at the bottom of the page: “Our
website uses secure encryption technology to protect
your personal information.” That can help give you
confidence that your information will be safe.

6. Justabove the picture of an Opal card is a set of
six tabs. Click on any of them to open up additional
options and information. For example, the Opal
activity tab shows the last few trips that you've taken.

My Opal activity: 1234 5678 91011121

Transaction Joumey | Fare
i EM Applied mm

View your last few trips from

the Opal Activity tab
Wynyard to Do-
23!061‘2017 TeE T peak §17.18 §1.02 -$16.16
10:59
Top up - Opal
3 23/051‘2017 540.00
1058 Travel
Fri Top up - City Con-
2 23/06/2017 venience Store - $20.00
09:14 68 Druitt St

7. The Auto top up/top up tab lets you make payments,
or have money taken automatically from your credit
or debit card when required.

Choose an Opal card
[1234 5678 91011121

+ | Rename this Opal card

Set up payments from

Set up auto top up
You will need to complete

to enable auto top up,
please click here to
complete your billing
details.

Opal card balance: $43.84
“Your last top up was $40.00 on 23 Jun 2017

One off top up

Select a top up amount:

and store your billing details

|::i Add billing details ‘

Select Amount ¥

I:E Top up now ‘

the Auto top tab
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REVIEWING 8. Click on the Notifications tab. Do you think any of
A DIGITAL ASSET those options would be useful to you?

(CONT' NU ED) Check for messages from the
Opaliaccount Opal activity Auto top up ! Notifications My details Opal account

e Notifications tab

% ==

Occasionally we may need to contact you about your Opal card, what is the best way to get in touch? Ew o
Mabile  ©

None )

Do you want to be alerted for the following?

Auto top up payment triggered

O

Opal card balance is low

D

o

Top up collected

9. Mostimportant is the My details tab. That is where
your name and contact information is held, along with
your password, your security question and your PIN.
You can also add your credit/debit card details here.

Opslaceount  opaiaciy  AUSIBW/  odficaions Opalsccount Check and update personal
information, password and
billing details from the My

S R

First name Sam Password s
Last name Smith Opal PIN

125 Lave St, Security question Mother's maiden name
Address Adelaide Security answer

Australia =
Date of birth 05.021965
Phone number
Mobile number 0485223 332

Email address

Edit
Name on card Sam Smith
Card type Visa
Card number 000000000000
Card expires 02.21

‘Add billing details

10. If you'd prefer to use a different language, you
can click on one of the languages near the top of
the screen. These will not show the website in the
indicated language, but they will provide access to
documents in that language and provide contact
information for interpreter services.

T —— - Choose your preferred
Smarter Ticketing PDF [ 1.89 MB L
anguage
“Gold Senior/Pensioner Opal Card t7 X POF | 1.81 MB g g
Simplified Chinese
French
Greck Apgalll g Apdadll dan yill dandy ol Ay 550 A5 QIS Y i 1Y)
oten 5 (Wi £l ) +61 3 9203 4027 4 131 450 L=
-(13 67 25) Opal gilsj e ) 3o ) dllsat 2 of b
Japanese
Korean
German
Spanish
Vietnamese

11. Finally, if you need to deactivate an Opal account, click
on the Opal account enquiries tab and fill in the form,
asking for your account to be deactivated.
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SUBJECT HOW TO KEEP YOUR DIGITAL ASSETS SECURE

TIME 15 minutes

HI

WHY IT'S Your digital assets are valuable. Some, such as your
IMPORTANT TO bank accounts, are valuable in financial terms. Others
KEEP YOUR possess sentimental value. So, it’s worth taking a little
DIGITAL ASSETS bit of trouble to keep them secure.

SECURE That means protecting them from identify theft (where
someone can pretend to be you), the loss of money,
and the loss of sentimental material, such as digital
photos, especially when you’re gone.

IDENTIFY YOUR As we suggested in the last section, it’s vital that you
DIGITAL ASSETS make a list of places you ‘exist’ online. Make a list of
usernames and passwords. Note the kind of assets
stored in each of those places.

A potential problem with a list of this kind is that it
could be abused, should it fall into the wrong hands.
So, consider storing usernames in a different place to
passwords for security and make it known to trusted
individuals where both of those lists are.

WHAT IT MEANS Keeping your digital assets secure serves two major
TO KEEP YOUR purposes. The first is to make sure that the digital
DIGITAL ASSETS assets important to you aren’t lost or misused.

SECURE The second is to make sure that after you have passed
away, those digital assets can be properly dealt with.
That might mean closing accounts, especially those
which may store credit card and personal details.

HOW TO SECURE To keep your digital assets secure in the first sense, you

YOUR DIGITAL should practise good internet “hygiene”. This includes:
ASSETS @ Use good passwords and keep them hidden.
@ Don’t open attachments in emails unless you are
absolutely certain they are safe. And remember,
it’s hard to be absolutely certain that they are safe.

@ Don’t enter passwords when connected to the
internet using free public Wi-Fi.

The other sense of keeping your digital assets
secure is mostly managed through your Will. Give
authorisation in your Will for someone to deal with
your digital assets and leave instructions how you
would like your digital assets managed (or removed)
after you have passed away.

Do not include usernames, passwords or other access
information in your Will. Your Will may be seen by

a number of people after your death including people
who are not beneficiaries of your Will.
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TIP

Be aware of the terms and conditions of different online products and services
you use. It’s possible, for example, that you may be breaching terms and
conditions by making a written record of access details and the executor/
beneficiaries may be breaching the terms and conditions by accessing the
accounts after death. This all depends on terms and conditions of different
online services and products.

For instance, when you first signed up for Facebook, or your Opal Travel card,
you will have ticked a box accepting the terms and conditions. You probably did
not read them (because they are several pages long and difficult to understand)
but you should, because they may contain terms you don’t want to agree to.

For example, signing up for free email services often allows the email
provider to scan the contents of your emails. Often this is so that it can serve
advertisements targeted at you and your interests.

If a product or service does have onerous terms and conditions, it’s best not
to use it. If, however, you use a service because your friends use it, you could
explain to them the dangers with the service, and all move together to

a competing service.

UPDATING Even if you have good security in place for your digital

SECURITY assets, you may still find yourself without your password

SETTINGS to an important site. For example, you may not have your
records to hand, but need to log onto your Opal Travel
account to check your balance.

% Most websites provide an ability to reset your password

if you've lost it, or simply don’t have it with you. Let’s see
how you do that with Opal Travel. We'll also see how you
can update your account security settings.

1. First, use the browser on your computer to go
https:/www.opal.com.au.

2. Inthe top right corner, you'll see the Log in to my Opal
account section. Normally you'd enter your username
and password into the boxes.

3. Butyou don’t have your password, so instead
click on the line which says, Forgot your username
or password?

4. That will open a new page that gives you a choice
whether to use your Opal card number or your Opal
account details to start the process.

Forgotten your Opal Card
Forgotten your password? password? Create a new
one from the website’s
Log in section

You can change your password online. You will need certain account details to complete your request

What details would you like to use to retrieve your password?

) Your opal card number only

) Your Opal account details

Your username, which is often your email, and answer to your secret question and a
choice between full Opal card number including the card security code or account PIN

which is the number you chose when you set up your account
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https://www.opal.com.au

UPDATING
SECURITY
SETTINGS

=

10.

1.

12.

Since you're likely to have your Opal card with you, let’s
use its number. Click the little circle next to Your opal
card number only and then click the Enter button.
That will open a new page where you will need to enter
the 16-digit Opal card number, plus the 4-digit security
number which is also printed on your Opal card. Then
click the 'm not arobot box and click Enter.

Enter the number of you Opal

Forgotten your password? Card and its security number

Forgotten your password?
If your opal card is registered, please enter your opal card number so we can send you a

Enter your Opal card number: | 1234 5678 9101 2134
Your opal card number can be found
on the back of your opal card before
the padlock

link to reset your password

Enter your security code: | «u.s

Your opal card security code can be
found on the back of your opal card
after the padlock

I'm not a robot e

reCAPTCHA

Privazy-Tems

Enter »

On the next page, choose whether you want to receive
an email or an SMS message. If you have your phone

11:48 © W4 m83%

handy, SMS is usually the fastest way to receive these € opa

kinds of messages (emails can get caught in Spam

folders, or just take a while to get to you). Choose SMS
and click the Confirm button. Then click it on the next o Your pasanor
page as well. hours. winwopalcom aulogin/

ink?token=766461891
2260de-102f&mobile_redirect=true

Within seconds your phone will receive an SMS with
a website link.

v

Tap on the link and enter a new password twice.

The password must have at least one capital letter,
one lowercase letter and one number. When you’ve
entered it, tap Continue.

@ https:/www.opal.com.au/login/mob ~ [@ %

¥ opal.

\

A new page will appear on your phone saying that your
password has been reset. You can then use the new
password to log in in the usual way.

Continue

Password Reset

Your password has been reset
Please enter your new password and login.
Thank you

Opal Customer Care

Since you will now have a different password for your
Opal Travel account, you should update your records
as soon as possible.

Now, log in as you did in the last section, but this time
using your new password. Click on the My details tab.
This contains your personal information.

Click on Edit under Security details and you'll see
that you can update those settings. For example,

you might want to update the security question. You
use the security question answer if you want to reset
your password using your Account ID rather than your
card number.
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SUBJECT

WHAT DOES
STORING DIGITAL
ASSETS MEAN?

HOW TO STORE
YOUR DIGITAL
ASSETS

®

STORING YOUR DIGITAL ASSETS

20 minutes

Storing your digital assets can be a bit tricky. For one
thing, there are many different kinds and most of
them are already stored somewhere. For example, the
photos you took with your phone might also be in the
cloud (or online storage).

In general, though, you store digital assets by putting
them in a safe place and creating a backup of them
when possible to another safe place.

A safe place is generally one that will maintain your
digital assets for years at least and is secure from
anyone trying to misuse your digital assets.

Some digital assets are very safe in their main storage.
Cloud services from the big companies, like Microsoft
(One Drive), Apple (iCloud), Google and Dropbox
maintain their own backup and safety protocols to
ensure your photos and other assets are safe.

But you should manage the safety of other digital
assets, like your passwords and personal (digital)
documents. Some of the more common storage
options include:

@ a safety deposit box in a bank
@ a safe or other secure place at home
@ with a trusted family member or friend

@ a paid service or online business, including your
legal representative.

One specific place to store some important legal
documents is Will Safe, operated by the NSW Trustee
& Guardian. This can secure your Will, Power of
Attorney, and Enduring Guardian documents so that
they are available when required. Visit the website
here: http://www.tag.nsw.gov.au

Store important documents
such as your Will at
www.tag.nsw.gov.au

" AboutUs  Ourlocstions Publications  Investment ContactUs Q

X‘?“k Make a Planning
NSW | NSW Trustee Call 1300 364103 £ isad Appormiment >

& Guardian

Powers Of Enduring

Estate Mana&ed
Wills Will Safe Attorney Guardianship Trusts Administration  Clien

Will Saf e Home  WilSafe Wil Safe storage

" Will Safe

& Prnt g Emal Al A

ecure storage for your Will, Power of Attorney and Enduring Guardian documents.
e

s

a \

Will Safe brochure

forms \

Wil Sefe Fees What is the Will
Safe?

‘Your documents are protected and available when Steps involved in using the Will Safe.

»

O 1
A

Store or retrieve

} : 4 ~. your document

you need them.

We’ll look at creating a Will with the NSW Trustee &
Guardian later in the Workshop.
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TIPS FOR You should let trusted people know where you’ve stored
STORING your digital assets. If you've passed away, having a list of
all your important digital assets won’t help your family if
DIGITAL ASSETS it’s in a safety deposit box, and no-one knows about it or
which bank it’s in. Likewise, trusted people need to have
the combination to a safe which contains those things.

If you have digital photographs, videos and other
important documents on your computer, make sure they
are backed up. One way to do that is to use one of the large
cloud services mentioned previously, although that may
involve a fee.

Occasionally, you may want to reconsider how things

are stored, since technology may change from time to
time. Storage media from not very long ago, like floppy
discs and Zip Drives, can be very difficult to use now.
Increasingly, computers do not include drives for reading
CD-R and DVD-R discs.

Do not rely on USB sticks to store important material.
While some USB sticks are of high quality, many aren’t and
will just fail after a while for no apparent reason. It can be

difficult to tell the difference between high quality and (A. OneDrive
low-quality USB sticks, so they’re best avoided.

If you have large volumes of data — photos for example

use a lot of space —a USB backup hard disk drive can A .

be an economical way of storing it. They are portable, so ‘ |C|0Ud
after everything has been copied to one, it can be putina

safety deposit box or a safe. Many can also be locked with

a password. ‘ . Google Drive

Some things, such as your Opal Card, are in frequent use

so you can’t store them away. Nonetheless, it can be _ o

a good idea to photocopy or photograph the back of your g@ﬁg\?ﬁtﬁ?rs‘aﬁ?rg g}géfgb 4

Opal card, and store that copy away. Then if you lose the services, it’s alsoi good idea

card, you'll still have the number to use to make enquiries. to make a local backup of
importantinformation

PASSWORD PROTECTION
AND TWO-STEP AUTHENTICATION

A username and password is the first line of protection for your online accounts.
The username is most often your email address, and important notices,
including password recovery details, will be sent there. Anyone looking after
your digital assets will therefore need access to your emails, so be sure they
know your account’s username and password.

You can add an extra layer of security to many online accounts with two-step
authentication. This requires you to enter a unique code which is typically sent
as an SMS to your mobile phone. Once you’ve confirmed your username and
password then entered the code, you should be able to access your account.

Anyone looking after your digital assets should know if you have two-step
authentication set up and be able to access to your mobile phone. That includes
knowledge of any passcode lock you’ve set up on your device.
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CYBER SECURITY

®

WHY SAVE
YOUR FACEBOOK
ACCOUNT?

IR

LET'S
DOWNLOAD YOUR
FACEBOOK PAGE

Managing Digital Assets

As we've stressed, the safety of your digital assets
depends on taking reasonable care with cyber security.
That s, you need to keep your passwords secure. This is
a big subject, but here are a few tips that can help.

@ Use passwords that are strong. That is, passwords
that can’t be easily guessed. Do not use the names or
birthdays of friends or family. Each password should
have at least one each of a capital letter, a lowercase
letter, a number and preferably another character
such as artilde (~) or a carat (*).

@ The same password should not be used for

multiple sites.
@ If you have trouble remembering all your passwords, daShIane

you can download password manager (such as

LastPass, Dashlane or Keeper) to your device. These

applications create extremely strong passwords

for all your important websites and resources. All Last PassS eee |
you have to remember is a single master password

to give you access to the manager. Many password

managers offer free and paid versions.

N
@ Do not ever use your passwords to log onto a website I @ keeper

using a free public Wi-Fi connection to the Internet.

These are not secure, and your logon details may be
atrisk. Use applications to keep
track of multiple passwords

It may be surprising, but did you know that you can actually
download all your Facebook data to your own computer?
That can be a good way of saving your memories from
years past. If you ever decide to close down your Facebook
account, you can still keep all those memories.

Tell us, would you want your Facebook presence to remain
available after you’ve passed away? Would you like your
family to be reminded of you from time to time? Or would
you rather have it removed? What do you think?

Let’s see how to download your Facebook data to you
own computer.

1. Use a web browser to go to www.facebook.com.
If you aren’t already logged in, then enter your
details to log in.

2. Onyour Facebook home page, look for a small

downward-pointing arrow at the top right. Create Page
3. Click onitand you’ll see a menu of options. Near Create Group
the bottom of the list is Settings. Click on it. —— Your Groups

Create Fundraiser

Create Ads

Advertising on Facebook

Activity Log

News Feed Preferences

Log Qut



http://www.facebook.com

LET'S
DOWNLOAD YOUR
FACEBOOK PAGE

4. The Settings page will open and you will see
a bunch of options listed on the left side of the
page. Click on Your Facebook information. A new

&% General
% Security and Login

page will appear in which you can manage your

(CONTINUED)

'i Your Facebook

information in several different ways. > :
Information
5. The second item on the list is Download your
% information. Click on View next to that. That will | Pri

. , rivacy
take you to a page where you specify what you’d ) .
like to download. The initial settings when it ] Timeline and Tagging
opens up is that everything will be included in Location
the download. @ EBlocking

E Language

Download Your Information

You can download a copy of your Facebook information at any time. You can downioad all of it at once, or you can select only the types of
information and date ranges you want. You can choose to receive your information in an HTML format that is easy to view, or a JSON
format, which could allow anather service to more easily import it

D our i isap: rd-prote
available for download for a few days.

ted process that only you will have access to. Once you've created a file, it will be

If you'd like to view your information without downloading i, you can Access Your Information at any time

NewFile  Available Files

Date Range: | Allofmy data~v | Format: | HTML~  Media Quality:  High v
Allyour Facebook assets will
Your Information @ Deselect Al

be selected for download, so
Posts @ you will need to uncheck the
Posts you've shared on Facebook, posts that are hidden from your timeline, and polls you have created )

assets you don't want

Photos and Videos o
Photos and videos you've uploaded and shared

o Comments o
Comments you've posted on your own posts, on other people's posts or in groups you belong to

0 Likes and Reactions v
Posts, comments and Pages you've liked of reacted to
Friends v
The people you are connected o on Facebook

Following and Followers v
People, organizations or business you choose to see content from, and people who follow you
Messages <

Messages you've exchanged with other people on Messenger

6. Todo afull download, just leave everything
ticked. You can choose a narrower time period by
specifying a range of dates. Leave the format as
HTML (that’s the format that web browsers use).
If you leave the Media quality as High, then you
should get the best quality photos and videos.

7. It takes time for Facebook to generate a file for you
to download. Facebook will send you an email to
let you know when it’s ready to download. If you
click on Available Files on the same page, you’ll
see a message that your download file is Pending.

8. Inour test of a Facebook profile covering several
years of someone who is not a heavy Facebook
user, it only took a couple of minutes for the file
to be generated.

9. Whenitis ready, click on the Available files link in
the email, and your browser will open up Facebook
at the Available Files page. You will see a Download
button next to file. Before you click on it, check
the number in the brackets on the description
of the file. On our test it was 90 MB. That is,

90 megabytes. A heavy Facebook user might
have a much larger file.

Managing Digital Assets
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DOWNLOAD YOUR
FACEBOOK PAGE
(CONTINUED)
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Managing Digital Assets

10. Make sure you have space on your computer for the
file, enough time to download such a large file, and
that you’re not using expensive data (such as 4G).

11. When you click on the file, you will have to enter
your Facebook password to download it.

The download file used the .ZIP format to save space.
When the download is complete, double-click on

it (this should open it on both Mac and Windows
computers). Then you can copy all the contents to
aregular folder. When it’s in a regular folder, double
click on the file index.html. That will open up in your
web browser, and you can click on all the links in it to
see what’s in your download.

~ When downloaded, your
Mame Type Facebook page will look like
alot of computer files
about_you File folder
ads File folder
apps_and_websites File folder
calls_and_messages File folder
comments File folder
events File folder
following_and_followers File folder
friends File folder
groups File folder
likes_and_reactions File folder
location_history File folder
marketplace File folder
messages File folder
other_activity File folder
pages File folder
payment_history File folder
photos_and_videos File folder
posts File folder
profile_information File folder
saved_itemns File folder
search_historny File folder
security_and_legin_information File folder
your_places File folder
G‘ index.html Chrome HTML Document




ADDING Did you know you can nominate someone as a Legacy
A FACEBOOK contact for your Facebook account? Facebook describes

LEGACY CONTACT [l st

“...someone you choose to manage your account
after you pass away. They’ll be able to do things like

% pin a post on your timeline, respond to new friend
requests and update your profile picture. They won’t

post as you or see your messages.”

Let’s see how to add a Legacy Contact.

1. Login to your Facebook account and select Settings,
just as you did in the previous activity. Select General
from the options on the left side of the page.

2. Inthe Manage account section on the main part of the
page, click on Edit. You will have the option to:

@ Specify the Legacy Contact
@ Choose to have your account completely deleted
@ Deactivate your account.

3. Clickinthe box under Your legacy contact and start
to type the name of the person you want to be your
contact. You can only choose from people you are
friends with on Facebook. As you type, a list will
appear showing those who match what you’ve typed
so far. Choose the one that you want, then click the
Add button.

Choose a Legacy
Manage Account Your Legacy Contact C t t f |. t
co hoose to manage your account after you ontacttromyour lis
pass away. 1hey'll be able to do things like pin a post on your timeline, Of Facebook frlends

respond to new friend requests and update your profile picture. They won't
post as you or see your messages. Learn more.

Jayna Smith

Yutaro Kop llmng what this means. You'll
|right away. They won't be

led.
Karl Jorges '
‘ Andrea Mityagin u pass away, you can request
| ltead of choosing a legacy
Q-
@ oo

4. When you do that, Facebook will pop up a message,
similar to an email, that will be sent to the person
you'’ve chosen. It explains that they’ve been chosen as
a legacy contact. You can edit or add to the message.
Do that if you wish and click the Send button.

Message Jayna About Being Your Legacy Contact Facebook sends a message
to the nominated friend,
You can use this message to let Jayna know that you chose her, or B
edit it if you'd like. You also might want to talk in person. aSkl ng them tO be your
Legacy Contact
™ @ 1ayna smith gacy

Message Hi Jayna Facebook now lets peaple choose a legacy
contact 1o manage their account if something happens
fo them:
hitps:/Awww.facebook_com/help/samsmith

Since you know me well and | trust you, | chose you.
Please let me know if you want to talk about this.

b

5. Ifyou change your mind at some point, you can
remove the legacy contact in the same place.

Managing Digital Assets Page 18



SUBJECT

TIME

WHY A WILL?

®

GET STARTED
WITH A

FREE NSW
GOVERNMENT
TOOL

=

HOW TO START YOUR WILL ONLINE

10 minutes

A Willis a legal document that clearly sets out your
wishes for the distribution of your assets after your
death. Having a clear, legally valid and up-to-date Will
is the best way to help ensure that your assets are
protected and distributed according to your wishes.

In addition to real-world assets, you can use your Will
to manage your digital assets when you’re gone.

You do that in your Will by appointing a person to
manage those assets and then ensuring you leave
information for the appointed person to enable them
to deal with your digital assets in accordance with
your wishes. You can let them know about your
wishes for each digital asset (or type of digital asset).
You might ask for your Facebook account to be
deleted or downloaded and deleted. (Remember, you
can appoint a Legacy Contact in Facebook itself to
manage that as well.)

Wills are legal documents. You should discuss

with your legal advisor or NSW Trustee & Guardian
what your wishes are and seek advice as to what
information should be included in your Will regarding
your digital assets and how best to ensure the person
you appoint to manage your digital assets has all of
the information they need.

Since others will see the Will after you’re gone, care
needs to be taken about what information is included
in your Will. For example, access details for your
digital assets should not be included in the Will due to
the risk it would pose for unauthorised access to your
digital assets.

You can start the process of making a Will online by
using the planning ahead portal on the NSW Trustee &
Guardian website. The planning ahead portal is secure
and the information that you enter is private and
cannot be accessed by third parties. If you proceed to
create a Will, the NSW Trustee & Guardian will store
your Will safely for the time that it’s needed.

Our Locations ~ Publications  Investment ContactUs Q.

NSW Trustee Call 1300 364 103 & Nnted Aopontment >
& Guardian

Powers Of Enduring Estate Managed
i safe Attorney Guardianship ~ Trusts Administration  Clients

Home
Wills

ine A Willis a legal document that clearly sets out your wishes for the distribut after your death,

i
"
i
o n
0 o
Inte:
Fon
o :
e ann What is a Will? Wills FAQs
Pets and Planning
Ahead
Cese Sudies

Awillis \gld cument that clea \y sets out your As the largest Will maker in NSW we hav:
Deceased WIlENGUIY iches for the distribution of yous alist of the most commor Iy sked questior
Fees and Charges relating to Wills.

‘[“], Justice
NSW Trustee

covermment | & GUa rdian

You can start making a Will at
www.tag.nsw.gov.au
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GET STARTED The planning ahead portal does not create a Will

WITH A for you, but it can get you started. When you’ve
FREE NSW completed the online process, you’ll be contacted
by staff of the NSW Trustee & Guardian for an
GOVERNMENT appointment. It is at this time that their staff will
TOOL help you draw up the formal Will.
(CONTINUED) Note that Will preparation by the NSW Trustee &
Guardian will cost $330 but is free for those eligible for
% a full Centrelink Age Pension, or equivalent from the
Department of Veterans’ Affairs.
&%ﬁ |§5c_.,"l‘faTrL‘{;f,ee MAKE AN APPOINTMENT

Please select preferred appointment time and location, and enter your details below. Fields marked with an
asterix (*) are compulsory.

Appointment Time Appointment Comments

\ "]

Preferred NSW Trustee & Guardian Branch *

\ "]

‘ Alternative Name ‘ ‘ ‘
Gender * Email *

\ 7] [eran \
Phone/Mobile* Address

[ PhoneiMobite | [ adress |

Job Title

‘ ‘ Use the form on NSW Trustee
& Guardian website to enter
your personal details and set

S —
() up an appointment.
SN—

Of course, you may have already made a Will, or have
arrangements in place to make a Will through your
legal representatives. In that case, review your Will,
keeping in mind the matters covered in this course.

(NOTE: This does not operate as instructions for
a draft of, or a final Will. You will need to make an
appointment with a representative from the NSW
Trustee & Guardian to take instructions from you
and finalise your documents.)
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SUMMARY

Well done, you've finished the Managing Digital Assets workshop. By now you
should have a good understanding of what your digital assets are and what
you can do to help protect them.

TIME @ 5 minutes

RECAP In this session, we’ve learnt a lot about digital assets,
what they are and the importance of managing them.
| ¢ : Let’s just quickly remind ourselves of the main points.

@ Your digital assets are things of value to you,
whether financially or personally, and which are
stored in your phone, computer or online.

@ They can include things like passwords, which
control access to other assets. And can also be
photos held in the cloud, social media posts, and
personal information and resources on banking or
government service websites.

@ A digital asset plan helps you keep those assets
secure, and makes sure that they can be properly
handled, even after you’ve passed away.

Making a digital asset plan includes listing all
digital assets, along with the details needed to
access them.

You should determine a safe place to keep things
related to your digital assets and create a backup.

@ Make sure your passwords are secure, and be
careful to avoid using free public Wi-Fi, since
your credentials could be stolen from that
insecure channel.

@ Finally, you should make a Will specifying what to
do with your digital assets when you have gone.
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GLOSSARY

8

BACKUP

BROWSER

CLOUD

DIGITAL
ASSET

DOWNLOAD

INTERNET

KILOBYTE

TAB

ONLINE

PASSWORD
MANAGER

WEB PAGE

WEBSITE

WILL

EXPLANATION

A copy of important files made in case the
originals are lost or damaged. A backup is best
stored separately to the original files.

A program used for viewing web pages. Edge,
Internet Explorer, Safari, Chrome and Firefox
are examples of browsers.

A way of storing and accessing information
over the internet, instead of on your computer
or smartphone.

Any information about you, or what belongs
to you, that’s stored on a phone, computer or
online. Common digital assets photos, videos,
documents, passwords and logins details to
online accounts.

To transfer information (data) from the internet
to your computer.

A worldwide network that allows computers to
exchange information with each other.

A way to measure an amount of data transferred
or stored (the same as your computer’s hard
disk or memory). 1GB=1000MB=1000000KB.

A web page that you have open in your browser.
You can have multiple tabs open, each with a
different web page.

Connected to the internet.

A software application that creates, stores and
manages secure passwords for multiple online
accounts. A single master password provides
access to all stored passwords in the password
manager.

A document on the internet.

A collection of web pages about the same
subject that are published by the same person
or organisation.

A legal document that clearly sets out your
wishes for the distribution of your assets
after your death.

Managing Digital Assets



DISCLAIMER

The information contained in this publication and any accompanying materials is strictly for
educational and informational purposes. The publication and any accompanying materials do
not constitute the promotion, endorsement or approval of any product or service referred to,
shown or demonstrated in the publication and any accompanying materials.

The publication and any accompanying materials are designed to be used as an initial
reference only. They are not intended to be a comprehensive guide or to apply in all situations.

Reasonable endeavours have been made to ensure that information appearing in this
publication and any accompanying materials was correct at the time of production. However,
the authors, producers and presenters of this publication and any accompanying materials
(the Relevant Persons)* make no representation or warranty as to the accuracy, reliability,
completeness or currency of the information in this publication and any accompanying
materials.

The information and any advice provided in this publication and any accompanying
materials is provided solely on the basis that the audience will be responsible for making
their own assessment of the matters discussed herein and are advised to verify all relevant
representations, statements and information.

* The Relevant Persons:

« exclude, to the maximum extent permitted by law, all express or implied warranties of any
kind in relation to any information in this publication and any accompanying materials;

« are under no obligation to update any information in this publication and any
accompanying materials or correct any inaccuracy on this publication and any
accompanying materials which may become apparent at a later time; and

« reserve the right, in their absolute discretion, to delete, alter or move the publication
(and any accompanying materials) and any of the contents therein (including the terms
and conditions of this disclaimer) at any time without notice.

* The Relevant Persons include any individual, company, partnership or government
department involved in the making of the publication and their respective officers,
employees and agents.

TRADEMARK NOTICE

All product names or websites referred to in this instructional publication may be the
trademarks of third parties.

October 2018 edition.
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