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Certain words are used with the specific meanings set out below or in the General Terms section of Our Customer Terms.
[bookmark: _Toc342990304][bookmark: _Toc481490294][bookmark: _Toc213726119][bookmark: _Toc224630616][bookmark: _Toc225251176][bookmark: _Toc225682333]About the Mcafee SaaS® Endpoint Protection section
[bookmark: _Toc344471312][bookmark: _Toc213726121][bookmark: _Toc224630618][bookmark: _Toc225251178][bookmark: _Toc225682335]This is the McAfee SaaS Endpoint Protection section of Our Customer Terms. Depending on the nature of the products and services you are receiving under this Cloud Services section, provisions in other parts of the Cloud Services section, as well as in the General Terms of Our Customer Terms at http://www.telstra.com.au/customer-terms/business-government/index.htm, may apply. 
Unless you have entered into a separate agreement with us which excludes them, the General Terms section of Our Customer Terms also applies.  See section one of the General Terms of Our Customer Terms at http://www.telstra.com.au/customer-terms/business-government/index.htm for more detail on how the various sections of Our Customer Terms are to be read together.
See section one of the General Terms of the Cloud Services section for more detail on how the various parts of the Cloud Services section are to be read together.
The McAfee SaaS Endpoint Protection application is not available to new customers from close of business 9 May 2017.  Existing customers who have purchased McAfee SaaS Endpoint Protection before then may continue to use McAfee SaaS Endpoint Protection, including any requests for adds, moves and changes, until further notice.
[bookmark: _Toc481490296]Mcafee SaaS Endpoint Protection applications
What is McAfee SaaS Endpoint Protection?
The McAfee SaaS Endpoint Protection application is an integrated desktop security application and consists of the anti-virus, anti-spyware, firewall and a web security applications.
We provide two McAfee SaaS Endpoint Protection application packages that you can select from, as described in the table below.
	McAfee SaaS Endpoint Protection application packages

	Application components
	McAfee SaaS Endpoint Protection
	McAfee SaaS Endpoint Protection Advanced*

	McAfee Security Centre
	√
	√

	Anti-Virus
	√
	√

	Anti-Spyware
	√
	√

	EndpointFirewall
	√
	√

	Web security
	√
	√

	Web filter
	√
	√


* These packages are no longer available to new customers on and from 6 May 2014.  Existing customers can continue to use the applications and change user numbers, as permitted below.
[bookmark: _Toc401235137]Eligibility
You must:
ensure your computer(s) meets the requirements set out on our Telstra Apps Marketplace Support http://www.telstra.com/marketplacesupport or as otherwise advised by us from time to time;
ensure that your computer(s) and software on your computer(s) are compatible for the  McAfee SaaS Endpoint Protection application; and
regularly check the default email address that we have allocated to you for messages about your McAfee SaaS Endpoint Protection application.
User numbers
If you apply to add additional users during the Initial Term, the Initial Term for each additional user will expire at the same time as the Initial Term for your initial application. If adding the additional users moves your subscription into a new pricing tier, all users under your subscription will be charged on the basis of that new tier from the date you increased the users.
If you wish to remove a number of users from your subscription (e.g. decrease the number of users under your subscription) you can decrease the number of users from your subscription in the Telstra Apps Marketplace.If your plan or individual user licences is cancelled before your minimum term has ended, you’ll need to pay us an Early Termination Charge (ETC) for each user licence cancelled.  The ETC is calculated as 65% of the monthly charge multiplied by the number of user licences cancelled multiplied by the number of remaining months in your plan term, plus the set up charge (if there is one). 
Application Features
The table below describes each of the applications
	Application
	Description

	McAfee Security Centre
	McAfee Security Centre provides centralised visibility through an online management console.

	Anti-Virus
	Anti-virus provides you with monitoring, detection, management and outbreak notification of known viruses, trojans and worms and other malware and the transmission of outbound data to phishing-related websites that are known by the software on your computers or servers.  Once notified of the malware, you can choose to clean or delete the infected file. 

	Anti-Spyware
	Anti-spyware provides you with monitoring, detection, management and outbreak notification of known spyware on your computers or servers.  Once notified of the spyware, you can choose to clean or delete the infected file. 

	Endpoint Firewall
	Endpoint firewall sets up firewalls to create a barrier between each of your computer and the internet or other computers on your local network and silently monitors communication traffic for suspicious intrusions and takes appropriate action such as blocking

	McAfee Site Advisor
	McAfee Site Adivsor display information about websites to help safeguard users against web-based threats. Users can view website safety rating and safety reports as they browse and search

	Web Filtering
	Web Filtering allows administrators to control access to websites based on safety rating,content category or specific urls


[bookmark: _Toc224467614][bookmark: _Toc224630686][bookmark: _Toc225251246][bookmark: _Toc225682406]Your responsibilities
You must install the Service Software on each users computer. This can be done by assigning a licence  in your Telstra Apps Marketplace account to each user that you want to install the service software to the users computer.
You must manage the Service Software, computers, policies, alerts and reports and other configuration options through the McAfee Security Centre management console (“management console”).
You are responsible for any required firewall changes to allow the McAfee SaaS Endpoint Protection application to communicate and operate correctly.
Additional acceptable use restrictions
Unless we agree otherwise with you: 
you can only install and use the Service Software for the McAfee SaaS Endpoint Protection applications on one computer; and
you must not allow any third parties to use (or benefit from the use or functionality of) the Service Software.
There are also additional use restrictions and use terms for the SaaS Endpoint Protection application set out in:
the "Read Me" files or "About" files provided with the Service Software for the McAfee SaaS Endpoint Protection application; and
the knowledge articles relating to the McAfee SaaS Endpoint Protection application available on the Telstra Apps Marketplace support.
You must read these terms carefully and ensure that your users comply with these terms. 
If your users fail to comply with any of the limitations, restrictions or use terms for the McAfee SaaS Endpoint Protection application, you must stop using the McAfee SaaS Endpoint Protection application immediately and destroy all copies of the Service Software and documentation for the McAfee SaaS Endpoint Protection application.
[bookmark: _Toc224467616][bookmark: _Toc224630687][bookmark: _Toc225251247][bookmark: _Toc225682407]Limitations
We will use reasonable care and skill in providing the McAfee SaaS Endpoint Protection application. However, we do not guarantee that:
all potential viruses and spyware will be detected or removed; 
all unauthorised access to your network will be prevented; 
our web security application will pick up all dangerous websites; and
only files infected with viruses, spyware, trojans and worms and other malware will be removed. 
The McAfee SaaS Endpoint Protection applications (including the Service Software) are not fault-tolerant and are not designed or intended for use in hazardous environments requiring fail-safe performance, including without limitation, in the operation of nuclear facilities, aircraft navigation or communication systems, air traffic control, weapons systems, direct life-support machines, or any other application in which the failure of the Service Software could lead directly to death, personal injury, or severe physical or property damage (collectively, "High Risk Activities"). We disclaim any express or implied warranty of fitness for High Risk Activities.
You are responsible for selecting the McAfee SaaS Endpoint Protection applications and for the results you obtain from using them.
Liability
To the extent permitted by law, we will not be liable to you or to any other person for any loss of profits, loss of goodwill, work stoppage, computer failure or malfunction or any indirect, special, incidental, or consequential damages you (or they) suffer arising from or in relation to the McAfee SaaS Endpoint Protection applications (including the Service Software).
Service Software
To the extent that the Service Software for the McAfee SaaS Endpoint Protection application includes open source software which must be licensed to users on terms which are broader than the licence under this Section of Our Customer Terms, then the relevant open source software is licensed to you on those terms.
There are additional restrictions which apply if the Service Software for the McAfee SaaS Endpoint Protection application includes software which has been identified as "Evaluation" Software or "Beta" Software ("Evaluation Software").
You acknowledge that Evaluation Software may contain bugs, errors and other problems that could cause system or other failures and data loss.
To the extent permitted by law, we will not be liable to you at all in connection with Evaluation Software.  If we cannot exclude our liability entirely, we limit it to the sum of $50.
If we ask, you will provide us (or our suppliers) feedback regarding any Evaluation Software that you use (including error or bug reports).
There may be additional terms associated with your Evaluation Software that we provide you at the time of purchase.  Your use of the Evaluation Software is subject to those terms.
If you licence a commercial release of Evaluation Software from us, you must return or destroy the Evaluation Software.
Unless we agree otherwise with you, you can only use Evaluation Software for a maximum of 30 days.
[bookmark: _Toc224467620][bookmark: _Toc224630691][bookmark: _Toc225251251][bookmark: _Toc225682411]Export Controls
The Service Software for the McAfee SaaS Endpoint Protection applications is of United States origin for the purpose of United States export controls.  You must comply with all applicable national and international laws that apply to the Service Software including the United States Export Administration Regulations.  You must not to directly or indirectly export, import or transmit the Service Software contrary to the laws or regulations of any governmental entity that has jurisdiction over such export, import, transmission or use.
[bookmark: _Toc224467621][bookmark: _Toc224630692][bookmark: _Toc225251252][bookmark: _Toc225682412]Audit
[bookmark: _Toc344471368][bookmark: _Toc344471369][bookmark: _Toc344471370][bookmark: _Toc344471371][bookmark: _Toc344471372][bookmark: _Toc344471373][bookmark: _Toc344471374][bookmark: _DV_M213][bookmark: _DV_M54][bookmark: _DV_M56][bookmark: _DV_M58][bookmark: _DV_M59][bookmark: _DV_M60][bookmark: _DV_M61][bookmark: _DV_M62][bookmark: _DV_M63][bookmark: _DV_M64][bookmark: _DV_M65][bookmark: _DV_M66][bookmark: _DV_M67][bookmark: _DV_M68][bookmark: _DV_M69][bookmark: _DV_M70][bookmark: _DV_M71][bookmark: _DV_M72][bookmark: _DV_M73][bookmark: _DV_M74][bookmark: _DV_M75][bookmark: _DV_M76][bookmark: _DV_M77][bookmark: _DV_M78][bookmark: _DV_M79][bookmark: _DV_M80][bookmark: _DV_M81][bookmark: _DV_M82][bookmark: _DV_M83][bookmark: _DV_M84][bookmark: _DV_M85][bookmark: _DV_M86][bookmark: _DV_M87][bookmark: _DV_M88][bookmark: _DV_M89][bookmark: _DV_M90][bookmark: _DV_M91][bookmark: _DV_M92][bookmark: _DV_M93][bookmark: _DV_M94][bookmark: _DV_M95][bookmark: _DV_M96][bookmark: _DV_M97][bookmark: _DV_M98][bookmark: _DV_M99][bookmark: _DV_M100][bookmark: _DV_M101][bookmark: _DV_M102][bookmark: _DV_M103][bookmark: _DV_M104][bookmark: _DV_M105][bookmark: _DV_M106][bookmark: _DV_M107][bookmark: _DV_M108][bookmark: _DV_M109][bookmark: _DV_M110][bookmark: _DV_M111][bookmark: _DV_M112][bookmark: _DV_M113][bookmark: _DV_M114][bookmark: _DV_M115][bookmark: _DV_M116][bookmark: _DV_M117][bookmark: _DV_M118][bookmark: _DV_M119][bookmark: _DV_M120][bookmark: _DV_M121][bookmark: _DV_M122][bookmark: _DV_M123][bookmark: _DV_M124][bookmark: _DV_M125][bookmark: _DV_M126][bookmark: _DV_M127][bookmark: _DV_M128][bookmark: _DV_M129][bookmark: _DV_M130][bookmark: _DV_M131][bookmark: _DV_M132][bookmark: _DV_M133][bookmark: _DV_M134][bookmark: _DV_M135][bookmark: _DV_M136][bookmark: _DV_M137][bookmark: _DV_M138][bookmark: _DV_M139][bookmark: _DV_M140][bookmark: _DV_M141][bookmark: _DV_M142][bookmark: _DV_M143][bookmark: _DV_M144][bookmark: _DV_M145][bookmark: _DV_M146][bookmark: _DV_M147][bookmark: _DV_M148][bookmark: _DV_M150][bookmark: _DV_M151][bookmark: _DV_M154][bookmark: _DV_M155][bookmark: _DV_M158][bookmark: _DV_M159][bookmark: _DV_M160][bookmark: _DV_M161][bookmark: _DV_M162][bookmark: _DV_M163][bookmark: _DV_M164][bookmark: _DV_M165][bookmark: _DV_M166][bookmark: _DV_M167][bookmark: _DV_M168][bookmark: _DV_M169][bookmark: _DV_M170][bookmark: _DV_M171][bookmark: _DV_M172][bookmark: _DV_M173][bookmark: _DV_M174][bookmark: _DV_M175][bookmark: _DV_M176][bookmark: _DV_M32][bookmark: _DV_M33][bookmark: _DV_M34][bookmark: _DV_M35][bookmark: _DV_M36][bookmark: _DV_M37][bookmark: _DV_M38][bookmark: _DV_M208][bookmark: _DV_M210][bookmark: _DV_M211][bookmark: _DV_M212][bookmark: _DV_M214]We (or a third party acting on our behalf) may periodically audit you on reasonable notice to ensure that you are complying with your obligations regarding the McAfee SaaS Endpoint Protection application (including the Service Software). 
[bookmark: _Toc401235136][bookmark: _Toc481490297][bookmark: _Toc401235135]Charges
The charges for your McAfee SaaS Endpoint Protection applications will depend on the packages that you select. 
We will charge you a monthly charge for each package that you have (as set out in the Telstra Apps Marketplace). 
[bookmark: _Toc481490298]Term and early termination charge
You must take up the McAfee SaaS Endpoint Protection applications for an Initial Term of at least twelve (12) months (“Initial Term”).  
If your McAfee SaaS Endpoint Protection application is terminated for any reason (other than for our material breach) during the Initial Term, we may charge you an early termination charge calculated as 65% of the monthly charges for the subscription multiplied by the number of remaining months in the Initial Term at the date of termination, plus any set up charges (if there is any). 
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