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WELCOME TO THE INTERNET VPN
REMOTE ACCESS CLIENT USER GUIDE

Note: This user guide is provided for trial and evaluation purposes only and is subject to change at any
time. As atrial guide, Telstra does not guarantee its accuracy. By using this guide, you agree that
Telstra has no liability to you in connection with your use of it.

CONVENTIONS USED IN THIS GUIDE

The following typographical conventions are used in this guide for simplicity and readability:

Web addresses, email addresses and hyperlinks are shown in bold italics; for example www.cloud.telstra.com.
Button names and titles/features on your computer screen are shown in italics.

User input is shown in typewriter font.
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reproduced, stored in a retrieval system, or transmitted in any form or by any means, electronic, mechanical, photocopying,
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Words mentioned in this book that are known to be trademarks, whether registered or unregistered, have been capitalised or
use initial capitals. Terms identified as trademarks include Microsoft® and Microsoft Windows®.


http://www.cloud.telstra.com/

WHAT'S INSIDE

CHAPTER 1 OVERVIEW

CHAPTER 2 REMOTE ACCESS CLIENT

OVERVIEW



OVERVIEW

In this guide you'll find instructions on how on how Internet VPN remote users can activate their account, install,
connect and disconnect the Internet VPN Remote Access Client for Windows and Mac.

This information is relevant only to Internet VPN Enhanced and Premium services. The Internet VPN Essential
service doesn’t offer the remote user feature.
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REMOTE ACCESS CLIENT

WHAT’S A REMOTE ACCESS CLIENT?

The Internet VPN Remote Access Client is a program installed on your computer that tunnels all internet traffic
through your company’s VPN.

Remote Access User will use an SSL Client to connect to the Adaptive Security Virtual Appliance (ASAv). Traffic
traversing this SSL-based tunnel is encrypted and provides data confidentiality.

ARE YOU A REMOTE ACCESS USER?

Before you download and install your Remote Access Client, your company’s Internet VPN administrator will have
to add you as a remote user.

Step 1 - confirm you’re a remote user

Once added, you'll receive a notification that you're now a remote user of your company’s Internet VPN service.
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You are now a remote access user of your company's Telstra Internet
VPN service.

Dear john.smith@example.com

You have been added as a user with remote access privileges to your
company's Telstra Internet VPN service.

New remote user details

Remote user: john.smith@example.com

SSL VPN address: ["https.//203.35.119.53"]
Service ID: Symphony-VNF-POB-UAT-cloudvpn
What happens next?

We will send you an email with a link to change your password. After
changing your password, your new remote user account will be activated. If
you are unable to change your password within the allotted time, please
ask your company's Internet VPN account admin to request another
password change on your behalf

We are here to help

Any questions, email us at infernel vpn@team telstra.com or call us on
1800 560 238. We're available 24/7.

Best Regards,

Telstra Team

Figure 1: New remote access user email
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Step 2 — change your password to activate your account

You'll receive a second email requesting you reset your password and activate your account. This email contains a
link to the password reset page.
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Change password for your Internet VPN Remote Access Client.

Dear john.smith@example.com
You can now change your password.

Password reset link: hitps_//symphony telstra.com:443/#/changepassword?
token=EGE26F9BEEGACFD983F529D22A4ECS
58A06E1BF88C84BE2BBYBFEAAETAFFCT92& ype=RU&userld=john.
smith@example.com

This link is valid for: 60 minutes

After changing your password, your remote access user account will be
activated.

If you are unable to change your password within the allotted time, please
ask your company's Internet VPN account admin to request another
password change on your behalf.

Best Regards,

Telstra Team

Figure 2: change password for Internet VPN Remote Access Client Email

The password reset link is valid for 60 minutes. If you miss resetting your password within that timeframe, you’ll

need to ask your Internet VPN administrator to request a password reset on your behalf. This will initiate another
password reset email.

You'll need to follow the reset link and creat a new password with the recommended characteristics. Once the
password is reset, the account activation will begin.
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Password Reset

VMS 2.1

Recommended passwords characteristics
- Atleast 8 characters long
- Includes upper case, lower case, special characters and numbers.
- Allowed special characters - {@#5%"+<]
W Show Characters - Does not contain words
- Does not include repeated characters of length 3 or more
- Is not easily guessable (e.g. 12345)

Figure 3: password reset page
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Your account activation is in progress

Figure 4: password reset complete

When activation is complete, you’ll receive an an email notification informing you that remote access is active. The
email will also contain a link to the Remote Access Client which you’ll need to download and install in order to
remotely connect to your company’s network.
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Remote Access to your Telstra Internet VPN service is now active.

Dear john.smith@example.com

You can now access your Telstra Internet VPN service remotely.

Remote access details

Remote username: john smith@example.com
SSL VPN address: ["https://203.35.119.53"]

What happens next?

Download your Remote Access Client from here.
Best Regards,

Telstra Team

Figure 5: Remote Access to Internet VPN Active Email
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DOWNLOAD REMOTE ACCESS CLIENT

A link to the Internet VPN Remote Access Client will be provided via email once your remote user account is
active. The operating systems that support the Remote Access Client are:

e  Microsoft Windows 7, 8, 8.1 and 10
¢ Mac OS X 10.8 and later

Select the file that suits your computer’s operating system.

| Syfal % | @ Telstra IN:SIGHT - Internet ... x¥+ -

& insight.telstra.com.au/t3/Knowledge-Articles/Internet-VPN-Remote-Access-Client/ta-p/3122

&Enterprise  Health

SUPPORT

We're here to help, 24x7

Support > Networks > Knowledge Articles » Intemet VPN Remote Access Client

Search knowledge base

& B ® o & A &
Billing Account Mobility Networks Collaboration & Cloud Services Security Contact Machine to
&Payments & Services Conferencing Solutions Maching

Articke Options ¥

Internet VPN Remote Access Client

oy BB 5y i) - e 27 300

Labels: anyconnect internet vpn remote acoess client

Intemet VPN Remote Access Client is a program you install on your computer. |t gives you access to your business applications by tunnedling

=l intermet traf ic through your company’s VPN,

For instructions on how o S8t up, connect and disconnect your remote acoess ciient, refer to the ‘Remote Access Client section of your User
Description Guide.

Download Remote Access Client

For Windows
« Downlosd Client exe
For Mac

+ Download Client .dmg

Figure 6: Telstra support page with Remote Access Client

INSTALL REMOTE ACCESS CLIENT

WINDOWS USERS
Step 1 - Run the downloaded file

Select start AnyConnect link in your browser to being installing the AnyConnect program.
Step 2 —follow the onscreen prompts to install the client

See screenshots below. Please note that depending on your browser and operating system, you may receive
prompts for permission to install and proceed.
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ﬁ Cisco AnyConnect Secure Mobili Client Setu_ u

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard will install Cisco AnyConnect Secure
Mobility Client on your computer. Click Next to continue
or Cancel to exit the Setup Wizard.

End-User License Agreement V. '{3
»

~
-

Please read the following license agreement carefully

Supplemental End User License Agreement for
AnyConnect® Secure Mobility Client v4.x and
other VPN-related Software

IMPORTANT: READ CAREFULLY

m

This Supplemental End User License Agreement ("SEULA") contains additional
terms and conditions for the Software Product licensed under the End User
License Agreement ("EULA") between You ("You" as used herein means You ~

(@)1 accept the terms in the License Agreement

{::} I do not accept the terms in the License Agreement

Advanced Installer

—
< Back " Mext = | [ Cancel
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g u ) - i —
fii Cisco AnyConnect Secure Mobility Client Setup —

The Setup Wizard is ready to begin the Typical installation

Ready to Install yfﬁ |

. @
‘&ru,

Click "Install" to begin the installation. If you want to review or change any of your
installation settings, click "Back". Click "Cancel" to exit the wizard.

Advanced Installer

| <gack [ mswl ||| concel |

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Click the Finish button to exit the Setup Wizard.

‘ Cancel

REMOTE ACCESS CLIENT
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MAC USERS

Step 1 - open downloaded package

Qe [ Downloads ¥
< ) = FENERE RO E=] Q Search

Eavorites Mame Date Modified ~ Size Kind Date Added
E All My Files [ anveonnect-ms Open Today, 2:45 PM |

& Firefox 42.0.d 25 Nov 2015, 3:09 PM

i i Open With >
P & osxupdcombo! 7 Oct 2015, 3:14 PM
@ airbrop & Mavericks Insti  Move to Trash 22 May 2015, 3:59 PM
/: Applications & vpnsetup.dmg 31 Mar 2015, 11:08 AM
& NetworkConne  Get Info 15 Apr 2015, 5:44 PM
B Deskiop » [ powerpoint Rename 25 Mar 2013, 11:21 AM
" "
B Documents & expander_insta Compr?ss anyconnect-macosx-4.1.06020-web-deploy-k9.dmg ) 26 Mar 2013, 11:16 AM
@ powerpointviey Burn Disk Image "anyconnect-macosx-4.1.06020-web-deploy-k9.dmg" to Disc... 25 Mar 2013, 11:06 AM
4 NITOLTIRepor  Duplicate 8 Feb 2013, 3:53 PM
H wovies » B Cents Make Alias 3 Jan 2012, 11:08 AM
. u "
n Music Telstra Wireles  Quick Look "anyconnect-macosx-4.1.06020-web-deploy-k9.dmg 3 Jan 2012, 11:06 AM
1 Pictures & RDC.2.1.1.ALl Share = 8 Feb 2013, 6:56 PM
» [ sex Copy “anyconnect-macosx-4.1.08020-web-deploy-k9.dmg" 1Jan 2001, 6:15 PM
Devices M cicar.com Today, 2:56 PM
Q AnyCon... = @ iToolsSetup_Eh  Show View Options 25 Nov 2015, 1:37 PM
Shared Tags...
catalina [ ] [ X N N ]
Tags

Reveal in Finder

[ NN . AnyConnect VPN 4.1.06020

anyconnect-
macosx-4.1.0...eploy-k9.pkg

Step 2 —follow the onscreen prompts to install the client

Screenshots of installation process are below.
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@ Introduction
License
Destination Select
Installation Type
Installation

Summary

NI
CISCO

Welcome to the AnyConnect Secure Mobility Client Installer

You will be guided through the steps necessary to install this
software.

Continue
e Install AnyConnect Secure Mobility Client
To continue installing the software you must agree to the terms of
the software license agreement.
N-
ind Click Agree to continue or click Disagree to cancel the installation and N
» Lie quit the Installer.
De
i and
Ing . . FLAT
Read License Disagree Agree ::ﬂ.i?:
Ing terms
— i o i s o). 1K
Su mmary precedance.

NIir
CISCO

REMOTE ACCESS CLIENT

In addition to the limitations. sat forth in the EULA on your access and use of the Softwars, You
agree to comply at all tmes with the terms and condions provided in this SEULA.
DOWHNLOADING, INSTALLING, OR USING THE SOFTWARE CONMSTITUTES ACCEPTANCE
OF THE AGREEMENT, AND ¥'OU ARE BINDING YOURSELF AND THE BUSINESS ENTITY
THAT ¥OU REPRESENT [COLLECTIVELY, *CUSTOMER") TO THE AGREEMENT. IF YOU DO
WOT AGREE TO ALL OF THE TERMS OF THE AGREEMENT, THEN CISCO 15 UNWILLING TO
LICEMSE THE SOFTWARE TO YOU AND (4} YOU MAY NOT DOWNLOAD, INSTALL OR USE
THE SOFTWARE, AND (B) YOU MAY RETURN THE SOFTWARE {INCLUDING ANY
UNOPENED CD PACKAGE AND ANY WRITTEN MATERIALS) FOR A FULL REFUND, OR, IF
THE SOFTWARE AND WRITTEM MATERIALS ARE SUPPLIED AS PART OF ANOTHER
PRODUCT, ¥OU MAY RETURN THE ENTIRE PRODUCT FOR A FULL REFUND. YOUR RIGHT
TO RETURM AND REFUND EXFIRES 30 DAYS AFTER PURCHASE FROM CISCO OR AN
AUTHORIZED CISCO RESELLER, AND APPLIES ONLY IF YOU ARE THE ORIGINAL END
USER PURCHASER.

For purposes of this SEULA, the product You have ordered or enabled is any of the following

Print... Save... Go Back Continue
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Introduction
License
Destination Select
Installation Type
Installation

Summary

NI
Cisco

Introduction
License
Destination Select
Installation Type
Installation

Summary

NI
CISCO

REMOTE ACCESS CLIENT

‘« Install AnyConnect Secure Mobility Client
Standard Install on “Macintosh HD"

This will take 14.4 MB of space on your computer.

Click Install to perform a standard installation of this software

on the disk “Macintosh HD"

Go Back

& Install AnyConnect Secure Mobility Client

The installation was completed successfully.

Install

The installation was successful.

The software was installed.
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CONNECT REMOTE ACCESS CLIENT

WINDOWS USERS
Step 1 - open the Cisco AnyConnect Mobility Client

From the Start menu, click All Programs, select and open the Cisco folder, then click Cisco AnyConnect Secure
Mobility Client folder. You'll see the Cisco AnyConnect Mobility Client. Double-click to run the client.

Step 2 — enter host details

You'll see the connect window.

Ready to connect.

203.36.4.200|

Click connect.

REMOTE ACCESS CLIENT 14



Contacting 203.36.4.200.

203.36.4.200 Connect

A pop-up message may appear. Follow the steps below to change settings and enable connection

i) Click ‘Change Settings’

fi Cisco AnyConnect Secure Mobility Client - E

Untrusted Server Blocked!

AnyConnect cannot verify server: 203.36.4.200

If this setting is changed, AnyConnect will no longer automatically
block connections to potentially malicious network devices.

" Change Setting... l\ | Keep Me Safe

i) Untick ‘Block connections to untrusted servers’

REMOTE ACCESS CLIENT
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(3

atfeanne
Cisco

AnyConnect Secure Mobility Client

Preferences | Statistics | Route Details | Firewall | Message History

Start VPN when AnyConnect is started
Minimize AnyConnect on VPN connect

Allow local (LAN) access when using VPN (if configured)

Block connections to untrusted servers

Step 3 - enter login credentials

Enter your login credentials and click OK. (See the Adding Remote Access Users section for details on resetting
your password.)

Flease enter your username and password.

Group: |vpn

Username: John.smith@example.com

Fassword: 1:1:1:1:1:1:1:1:1::::|

REMOTE ACCESS CLIENT
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Connected to 203.36.4.200.

203.36.4.200

00:04:41

MAC USERS
Step 1 - open AnyConnect Secure Mobility Client

Go to Applications on your Mac and select the Cisco AnyConnect Secure Mobility Client folder to open it.

[ NN ] [ Searching "This Mac”
L4 28 E oo ol =~ e~ (| O, anyconnect %]
Favorites Search: "Applications” (Save |[+]
& AlMyFiles | yame Kind Date Last Opened @
<7 iCloud Drive & Cisco AnyConnect Secure Mobility Client Application Today, 3:20 PM
@ AirDrop @ Uninstall AnyConnect Application Today, 3:20 PM
o [19 anyconnect Folder Today, 2:48 PM
?Gg SRRl AnyConnectLocalPolicy.xml XML Document Today, 2:48 PM
[ Desktop & anyconnect-macosx-4.1.06020-web-deploy-k9.dmg Disk Image Today, 2:45 PM
B BEITreniE ACManifestVPN.xml XML Document 24 Sep 2015, 4:24 AM
anyconnect_uninstall.sh Shell Script 24 Sep 2015, 4:24 AM
0 Downloads AnyConnectLocalPolicy.xsd Document 24 Sep 2015, 4:24 AM
H Movies AnyConnectProfile.xsd Document 24 Sep 2015, 4:24 AM
n Music @ OpenSource.html HTML 24 Sep 2015, 4:24 AM
iy vpn_uninstall.sh Shell Script 24 Sep 2015, 4:24 AM
IE Pictures vpndownloader.sh Shell Script 24 Sep 2015, 4:24 AM
. 4 PSL AnyConnect RTF Document 31 Mar 2015, 5:04 PM
vices
AnyConnectLocalPolicy.xsd Document 23 Sep 2011, 4:36 AM
£ AnyCon... VPNManifestClient.xm XML document 23 Sep 2011, 4:36 AM
Shared
catalina

You'll see the Cisco AnyConnect Secure Mobility Client on your dock.

Cisco AnyConnect Secure Mobility Client

10-con"ae@%zO8 ) mE=e

Step 2 — enter your SSL VPN address and click Connect
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AnyConnect et
Secure Mobility Client CISCO

/ @ VPN:

Ready to connect.

203.35.119.21 v | Connect

A pop-up message may appear. Select Connect Anyway to proceed.

ﬁ Security Warning: Untrusted Server Certificate!
AnyConnect cannot verify server: 203.35.119.21

/& Certificate does not match the server name.
I Certificate is from an untrusted source.

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Most users do not connect to untrusted servers unless the reason for the
error condition is known.

Connect Anyway Cancel Connection

Step 3 - enter your SSL VPN address and Connect and password
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Cisco AnyConnect | 203.35.119.21

% Please enter your username and password.
—

Group: | vpn

|zername: |John.smith@example.com

Password: |sesesssss |

DISCONNECT REMOTE ACCESS CLIENT

IMPORTANT NOTE: Please make sure that you disconnect from your session when it is no longer required as the

number of users that can be connected at one time in this trial is limited to 10.

WINDOWS USERS

Step 1 - click on Cisco AnyConnect VPN icon in your system tray

The AnyConnect VPN icon is the grey circle. The gold lock indicates it's connected.

"y Cisco AnyConnect Secure Mobility Client

——

‘Connected to 203.36.4.200.

203.36.4.200

00:04:41

When disconnected the client icon will remain in the system tray but without the gold lock.

REMOTE ACCESS CLIENT
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MAC USERS

To disconnect, simply open the AnyConnect client and click disconnect, or use the icon in the menu bar.

REMOTE ACCESS CLIENT

About Cisco AnyConnect

Show AnyConnect Window
Show Statistics Window

VPN
Disconnect

Quit Cisco AnyConnect
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