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Overview

This guide outlines how to buy and set up Internet VPN. It will
provide you with information on how to access, view and manage
your Internet VPN service through the Dynamic Network Portal,
how to set up your site devices and enable features such as remote

access and URL filtering.

How does it work?

Internet VPN provides a secure overlay on internet
connections to create a Virtual Private Network (VPN)
via a central hub in the Telstra cloud. This central hub is a

virtualised router called a Cloud Service Router (CSR) 1000y,

showcasing our advanced software defined, virtual network
function (SDN and NFV) technologies. This virtualised
network functions provides IPSec tunnelling to encrypt

and secure sharing of information between sites and
automatically configures the entire service for you over

the network.

An intuitive, online self-service portal lets you add/remove
sites, change your throughput speed or alter your service as
your business needs change with a click of a button.

You also have the option of adding other virtual network
functions, such as the Adaptive Security Appliance (ASAv)
that provides a virtual firewall and allow access for mobile
workers, and a Web Security Appliance (WSAv) for web URL
content filtering
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Buying internet VPN

Internet VPN can be bought through Telstra’s Dynamic
Network Portal. You can register for the Dynamic Network
Portal in the Cloud Services Store, which can be accessed
directly or via the Internet VPN page.

On our website, underneath Buy Online will take
you to “start your purchase” that will take you to the
Dynamic Network portal registration page on the
Cloud Services Store.

Buy online

When you purchase Intemet VPN you wil be taken through the following steps:

® @ ®

Login to Cloud Services Store Register for our portal Buy Internet VPN

Use your exsting Telsra credenials, o register | Register 1o get access 1o our self-seniice ‘Select and configure the right pian for your
as a new user Dyraic Network Portal to buy and nriage needs.
salutions.

Start purchase >

@ & o ®

Dynamic Network Portal ~ Speak to a specialist Talk to your Account Support
Executive
Find out more about ou new Speak to one of ou specialists Nt sure who ey are? Access Intenel VPN support
Dymamic Network portl. sbout hoIrame VP sanblp . 110535 757 content.
Find out more o Find out more
Request a call back
Things you need to know v
D3 you ot what you e on our webste?
e Home - Susnes & Eterpriss > Sobtons > Network Sekes > Netaoris > VPN > Intemet VO Voo Tt No

P I - B

Conactus Tt incissie Gl nfrmation Summaries
Fraasore Testra Gooal Terms otuse

Internet VPN page

If you've arrived directly to the Cloud Services Store
https:/buycloud.telstra.com/ you'll see tiles representing
every cloud service including Internet VPN. Scroll down
and select the Internet VPN tile to register.

‘ CLOUD SERVICES STORE

CLOUD SERVICES STORE

Amazon Web Services (AWS)

]
amazo

on
webservices™

‘Access global high-scale cloud
infrastructure and services through your
Telstra private nefwork, using Cloiid
Gateway for privatc and dedicated
connectivity to this and other cioud

phatforms

> Learn more

Cloud Gateway

T

Telstra's Cloud Gateway provides you with
private and dedicated connectivity to
mulliple cloud platiors. Take advantage
of our end-to-end service, including data
carriage. configuration and support

e T

Cloud Direct Connect™ Amazon
Web Services (AWS)

<

Using uplical or Ethernet conmectivily.
Cloua Uirect Connect ™ AWS provides a
point-to-point secure private connection to
AWS.

> Learn more

Cloud Services Store

sign up

Support | Portal >

Login

s your busincss outsidc Australia?

&

IBM Cloud

Bare-metal servers, physical and virtual
servers. Access a global network of
enferprise-grade infrastructure, including
nctworks, storage and sccurity. Manage
via online portal, moblle app or AP

T

> Learn more.

VMware vCloud® Air™
Disaster Recovery

vmware

Elastic solution to help protect your data
and maintain critical business solutions.
will il downline. Provides a sell-
serve cloud based failover environment for
dependable recovery

[ e ]

Internet VPN

<

Multisite internel connectivily Wiat's
Simple. manageable ana secure.

Rogister to purchasc ‘

> Learn more

Cloud Management Platform

RIGHTSCaLe

AN Integrated surte of (ools and functions
to provision, manage and govern hybrid
and muti-cloud environments. Aufomate
and deploy hybrid solutions using a singlc
gloal view

> Learn more.

VMware vCloud® Air™
Vinual Private cloud

vmware

Multi-tenant hybrid cloud service providing
performance and value. Extend your on
premmises infiastuclure smoolhly and cost-
effectively with familiar Viware tools.

[ e
Managed Backup

EMC

Back up your uri-site servers in Auslialia (o
leisira’s backup platiorm. Managed
Backup uses the latest deduplcation and
storage technologes, with rapid scaling
capabilty

> Leam more

Note that if you've arrived at the Cloud Services Store via the
website, you'll land directly on the Dynamic Network Portal
registration page and will not see tiles for all services.
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Step 1 - register for Telstra’s Dynamic Network Portal via
the Cloud Services Store

- If you're an existing Telstra customer, login with your Telstra ID
online credentials

orsonal | Small Bu ness & Enterprise  Heallh  Sporl & Enl

& cLouo seRvices sToRE

CLOUD SERVICES STORE

Login Register

Usemame Youl need Telstia online access (o purchiase and manage your
cloud services.

New to Telstra?
Password if your business s oulside Ausiralia, contactus (o fnd oul how to
register

T —
o Tees s e Tsin 8ecount f Yo compon
Business 0 fyou have one) B » o your company

Creatsaccount >
Are you a Telstra customer without online access?
. 4 o o
can regiser for Telsra anline actess
Forgatten your detalls?
Register or onine access

O log in with Azure Active Directory:

Has your work account been added? Find out more

Cloud Services Store log in screen

- If you don’t already have Telstra login details for the Cloud
Services Store, you need to click on the tabs on the right
to either create a new account if you are new to Telstra,
or register for online access as an existing customer.

REGISTER WITH TELSTRA ID et §

Hi J Smith,
Your username and password

Your email address will be your usemame and the one we use to contact you
Email address
J smith@example com o]

STRONG
Password

Tanks for egistering wit Telsia,

‘Your Telstra username is: J.Smith@example.com

You can now purchase cloud senvices fouah te Cloud

Senvices Siore including Cisco Cloud Senvices, SoftLayer
ye

platiom and Vhware vCloud®.

O, purchase Telska Cloud Infrastucture Virual Server
(Sharoa) troigh cloud lska com

........... ]
Need help?
Re-enter password Y00 have any concems aboutwhy youte recehing s
message or you dd nolegisier wih Telska,please contactus
........... via 27 Chat
Weaiso have 2 dedicaled Business 247 Chateam to asist
i Businass mgisraton
Your details Furtner mrormation
Hyou have any oler ueries you can gt suppartonine 24
hours, 7 days wihour Telska Help and Suppor senvce, or
Firstname contsctus on Tt of Eaceboo:
otin See you onine soon,
Lastname Gerd Schenkel
Executie Difctr, Telsva DigialSajes ang senvice
Smith
=}
Date of binth iz &
o1 [ o1 / 10 Ptk T AkbeCmes  7CW Ao

Plassa note that s ema 0 atorad ntdeston a0d s nabl o
e g

Telstra ID Registration

Once you've logged in, you'll need to complete the registration
form to access the Dynamic Network Portal. You'll then
receive an email with a link to the Dynamic Network Portal

to purchase your Internet VPN subscription.

Buying internet VPN

You are registering for

Internet VPN Changs selection

e —
o

Register

€D First. you need to register to use the Dynamic Network Portal in order to p Intemet VPN, Compl s
form for access to the portal.

) se the Dynamic Network Portal to configure and purchase Internet VPN.

Company details
This service will be billed under your Telstra account

Company Name
ABN: 123 4567 8910

Billina account

Registering for Internet VPN

You can now purchase Internet VPN through the Dynamic Network Portal

Regiser Contimation
Wecane o Tt Oy Herwork
Next steps e
T ———— v —
T e S s Oy o P ekl o
a 0w

Confirmation of registration
Step 2 - enter the Dynamic Network Portal

Once you have completed registration, enter Telstra’s
Dynamic Network Portal, which is a secure self-service
online portal that provides you with a simple way to select,
subscribe to and activate your service. It provides visibility to
all of your Internet VPN sites and helps you quickly make
changes as required. The portal also allows you to track the
status and performance of your sites/service package.

If you've logged out of your Telstra online account prior to
entering the Dynamic Network Portal, you'll be asked to log in
again. Use your Telstra online credentials to log in.

Once you have entered the Dynamic Network Portal, you'll
arrive at the Shop tab.
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Step 3 — select the Internet VPN tile

Select a service

inemet VPN

Lo

G .

Selecting services via Shop

Step 4 - select a package

Select package

ngerner VPN
Enhanced

I VPN ccmscton 0 yon v

ARG RIS

‘Select package’ screen

&%R)K]| ®

Buying internet VPN

Internet VPN is available in three packages:

—

.Internet VPN Essential - the Essential package provides
secure IPsec tunnel connections between your premises
and the Telstra CSR1000v virtual router. Your site-to-site
communications are carried over IPsec-based tunnels.
All site to site traffic traverse the hub i.e. CSR1000v but
site out to the Internet is via split tunnelling. This package
does not support remote access users.

2.Internet VPN Enhanced - the Enhanced package adds the
virtualised Cisco Adaptive Service Appliance (ASA) which
enables remote users to connect to the VPN service using
Secure Socket Layer (SSL) based tunnels. Your site-to-site
communications, site-to-remote user traffic to and from
the internet are carried over the IPsec-based tunnels.

3. Internet VPN Premium - the Premium package provides all
the features of the Enhanced package plus adding a Web
Security Appliance (WSA) in the Telstra cloud which
enables URL Filtering against a list of forbidden URLs.

The topology of the Premium package is shown below.

TELSTRA CLOUD

PUBLIC INTERNET

Internet VPN Premium topology
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Step 5 — tell us about your organisation

Internet VPN Premium

Tell us about your organisation

@ Your organisation profile

N
ste1 [10 Site 2 ste3

@ Anticipated growth

Company details panel
Fill out the fields that ask you to provide:

1. Number of sites that your organisation needs to connect,
and number of users at each site. Please note each site
requires a site device (see Step 9).

2. Anticipated growth in users — provide an approximate
estimate with a high, medium or low rating.

Step 6 — select the Internet VPN aggregate
throughput speed

You have a choice of T0Mbps, 50Mbps or 100Mbps. This is

the aggregate throughput speed of all traffic within the VPN.

Speeds may be constrained by the bandwidth of your
internet connection.

Internet VPN speed

10Mbps 50Mbps 100Mbps

[ &

Internet VPN Speed

Step 7 — select the number of remote access users
(Enhanced and Premium packages only)

Buying internet VPN

Remote user licenses are available in increments of 10.
These are Remote Access licenses for your employees who
need to work remotely (via PC, IPad, phone etc.) Whilst you
can purchase up to 750 named remote users licenses,

the maximum number of concurrent connections is

250 atatime.

Remote access users g

rerement 210 emrs 5 svslan o $150.00 ser nerement

Remote Access Users

Step 8 — select the security level of URL filtering
(Premium packages only for more information go to
the Web URL content filtering section, page 37)

The number of URLs blocked will change with the security
level setting. For some low- threat sites, the Low setting will
provide a warning but allow traffic through, whereas the High
setting will block the traffic.

URL filtering

Low Medium High
URL Filtering
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Step 9 - select site device and quantity to set up your sites

Select the site device(s) with which youd like to set up your
sites. Save your selection.

IMPORTANT NOTE: Ensure that your site device quantity
matches your number of sites.

Devices

Device Quantity Price

Site device catalogue
Step 10 — provide the delivery address

Specify where you'd like the site device to be delivered and
save the address.

Delivery address u

Device Address Subtotal

John Smith $95.00

P 4
Jane Smith $95.00

— 4

f— 4

Delivery address
Step 11 — review your order

Your order summary will appear on the right hand side.
Select Review order.

Buying internet VPN

Reviewing Order
Step 12 — review your order and purchase
« Review your order (NOTE: prices do not include GST)

 Key in a dealer code if you purchased your service through
a dealer or a dealer has assisted you

» Review the terms and conditions link at the bottom of the
Order Summary page

Qb
]
i i
i
i

Order Summary Screen

You'll receive an email confirmation with your order details.
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Buying internet VPN !
ying Services
Setting up your site soveo & — =
B . ‘We've received your Internet VPN order
Managing your service e, == Intermiet VPN
. o — Premium
Remote access administration orr sy st e
Remote access users e e 20

Number of sites 3 Event Logs.

Web URL content filtering

Number of remote users 30 Logged in as TLS O.

English »

Support s s AU doler ~

T T
Cisco 881 Integrated Service Router  Level 1, Brisbane, Australia 4000
Cisco 831 Integrated Service Router  Level 1, Melbourne, Australia 3000

Cisco 881 Integrated Service Router  Level 1, Sydney, Australia NSW

What do you need to do?

Letus g's incorrect.

Is ap: iping you set-up forward this email to him o
her.

See our Internet VPN knowledge artcles for more information about your service.

Wt happens next?
Order Confirmation Email
Your service will appear in Provisioning status under the

Services screen until set up is complete and your service
is activated.
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Overview
Buying internet VPN
Setting up your site

Managing your service
TL T After buying Internet VPN, a Cisco router will be shipped to each address you
emote access administration . . . ;
B provided so you can set up your sites. Below is an example of a router you'll
receive. This should arrive within two business days for metro locations and
Web URL content filtering up to five business days for regional locations (excluding Western Australia
Support (WA), where delivery can take up to five days for metro locations and two
S weeks for regional locations).

Remote access users

Step 2 - register your site device’s Serial Number (SN)
in the Dynamic Network Portal

The Serial Number (SN) is located at the back of your site
device above the power button.

Example of site device - CISCO ISR 881

Step 1 — check package contents

In addition to the router, your package should include a Example of Serial Number on CISCO 881 Router

netwark (Ethernet) cable and an AC power adaptor. To register and activate your device, log into the Dynamic

Network Portal (https:/symphony.telstra.com/)

Navigating to the Resources tab, you will see your Devices as
“unregistered”

Select the router and insert the serial number for the device
in the right hand side as shown in the screen and click
“Register”.

Resources @

Site devices Registration

AC power adapter
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Overview

Buying internet VPN Step 3 — plug the power cable into your Cisco router and Step 5 — connect the network (Ethernet) cable from the
S turn the site device on Cisco router to a free Ethernet port (LAN port) of your

Setting up your site existing internet service router/modem

Managing your service
Remote access administration

Remote access users

Web URL content filterin
€ Example of powering CISCO 881

SupEEE Check the LED on the front of the site device to ensure

it turns on.

Example of existing Internet Service Router/Modem

Once turned on and registered, the site device has the ability
to automatically “call home” and download the previously
selected configurations in the Dynamic Network portal
(e.g.no. of sites, aggregate throughput speed, remote access
users etc).

Step 4 - plug the network (ethernet) cable into the FE WAN
port on the CISCO Internet VPN device

r
FE WAN Port
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Buying internet VPN Step 6 — check your site device’s status
— on the Dynamic Network Portal Resources
Setting up your site

Your site device’s status Sonis . sous .
% You can view the transitional status of your site device in the = P | rr—"
Remote access administration Resources tab. Allow up to 30 minutes for your site device to - prse— Meoume o sy Ofce
R move from Provisioning to Provisioned to Up status.You can R . -
Remote access users view the status of your site devices in the All tab or the other Mange users @
Web URL content filtering status-specific tabs. e = = =

Event Logs

Support

Devices Logged in as TLS O.
English «
Sorvee v Sous & v AU dollar «

Contactus =

€5 Newiiiai Cisco 881 Cisco 881 Cisco 881 M
Integrated Integrated Integrated Resources tab - Internet VPN
oo ek iy iy Status All, e.g. Up
MWD B B oo You can edit the name of your site devices to something
A meaningful to your company, such as a location or office
im0 name. Simply select the site device you wish to edit and click
Egnt on the pencil icon at the top of the panel that slides in from
Sl the right. Type in your preferred name.

Resources @
Resources tab - Internet VPN . ;
Status All, e.g. Provisioning
e pisly = )
Devices -
Senvice: o & Stas & @ M/—\/\ !
Cisco 881 Cisco 881 Cisco 881
Integrated Integrated Integrated
P —— P — T —
o reter Soni R Sorts Aot
Manage users @
St @ & Provisioned Up -]
Bt Lo Edit site device name
Eogoedin == ) Smits Once all sites are active and the status is “Up”, your Internet
W VPN service will be ready for use. You will receive a
ot notification email advising that your service is active.

Resources tab - Internet VPN
Status All, e.g. Provisioned

You can track the status of each device to see where they are

at in the provisioning process
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Setting up your site Connect Internet VPN Router direct to PC Connect Internet VPN Router to WiFi Access Point
H A WiFi
Managing your service S Ethernet cable connection
R o & O -
.. . Y connection iFi
Remote access administration [ty o~ soe | (2 o @
Remote access users mcz‘:zia'znrmx[m:k ww;&rthzss USER DEVICE

Web URL content filtering S Fammacion” omnection
. After (x|

DHCP DHCP/Static IP
Support

@ WiFi
Ethernet cable Ethernet cable

CUSTOMER'S INTERNET USER DEVICE > > -
INTERNET ROUTER VPN ROUTER Y connection connection WiFi
After =
DHCP DHCP
CUSTOMER'S INTERNET WIFI ACCESS USER DEVICE
INTERNET ROUTER VPNROUTER POINT

Connect Internet VPN Router to Floor Switch

Ethernet cable Ethernet cable

Y connection connection
Before E
DHCP
CUSTOMER'S LAN FLOOR USER DEVICE
INTERNET ROUTER SWITCH
Ethernet cable Ethernet cable Ethernet cable
D connection connection connection
After =
DHCP DHCP/Static IP
CUSTOMER'S INTERNET LAN FLOOR USER DEVICE
INTERNET ROUTER VPN ROUTER SWITCH

Common office configurations for small/medium businesses

Ethernet cable @ Ethernet cable Ethernet cable @ Ethernet cable
EI connection connection A A connection connection A
DHCP/Static IP E DHCP DHCP/Static IP

&

USER DEVICE LAN FLOOR INTERNET CUSTOMER'S CUSTOMER'S INTERNET LAN FLOOR USER DEVICE
SWITCH VPN ROUTER INTERNET ROUTER INTERNET ROUTER VPN ROUTER SWITCH
DHCP DHCP

@ ® o

USER DEVICE WIFI ACCESS
POINT

WIFI ACCESS USER DEVICE

D-®

REMOTE
WORKER
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Step 8 — The default DHCP range provided by the Internet
VPN router LAN segment is 10.128.0.1/24. If you need a
change to this default LAN side IP/DHCP range, you can
request a change by following the steps below:

« Access the LAN side IP management template from
the Cloud Services Portal from the library inside the
Support tab.

« Complete the template by providing your LAN side
parameters.

« Copy the content of the output field into a support ticket in
the Cloud Services Portal (https:/mycloud.telstra.com) to
Service Central.

« The support ticket can be logged via the “Log an incident”
button.

« In the “Briefly describe your issue” section, mention “DHCP”
or “LAN side IP".

« In the “more information” section of your ticket, paste the
output field from the template you completed earlier.

« Submit your ticket and you will receive an email notification
once the change has been actioned.

o —_—_ $Z2é$hTae..

Device Information Device Information
Device seriaiNumber ] ] ;
1AN Settings LAN Settings
Subriet -] Subnet The Subnet that wil be applied 1o the CPE LAN side
subnet Range .. to (355,255 (258 P H—— o ——
— o Lo Adress The dres hat il e applie o the CPE LAl side
LaN P Address [ | e

S i
DHCP Settings f—

e PN serve
oGy [ B e g e )
ONSIPL [ ] optional, and cannot be DHCP Settings

used wih LAN 1Pvé Helper
oNs P2 .. b
Domain Name

I
excudedprange [N I N o OO

et
wnan

i . ons 1

Gopy treencre concents Cnge o was
of this field into your
ons P2 Wil be scvertised inthe DIICF ressonse 32 ons
sever 1P adress If 10t proviged will Gefault o the secondary.
Google DI servert 8544

L Disable DiCE:
ke, o el slong
Stacked-CBE CPE--SKI-CVEN32
your Subscription ID to. vomain tame Wil b€ 30VerTI20 Inthe UHLY response 35 e comain-name
Cloudservicessupport the cient snoulg use fnot provided il default o the
@online telstra comau internal patform name of theservice.

#you override the

Setting up your site

Your Internet VPN service is ready for use

Dear J,

‘Your Internet VPN service is active. All the service features at your site(s) should
now be available

Service details

SERVICE IDs

Subserpton 1D 1043400

What happens next?

You can access and manage your Infemet VPN service via the Dynamic Network Portal

‘See our formati your senvice

We're here to help

Ifyou have any questions, email us at cloudsenvicessuppori@onine felstra com au or call us
‘on 1800 620 345 and quote your subscription ID. We're available 2417

Best regards,

Telstrateam

Internet VPN service ready for use
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Managing your service

Accessing the Dynamic
Network Portal

You can access the Dynamic Network portal directly via
https:/symphony.telstra.com, via the Cloud Services Store
(https:/buycloud.telstra.com/) or via the Cloud Services
Portal (https:/mycloud.telstra.com)

As an existing Cloud Services user you can access
the Cloud Services Portal where you can:

« Access the Dynamic Network Portal
« Get support from Telstra

« Manage and purchase additional cloud services
such as Cloud Direct Connect services

« Add or remove Super Administrators

& cLoun services PoRTAL Select subscription: | Telstra Cloud Services:1643012[v] | Logout

Home | Dynamic Network | Support | Cloud Direct Connect™ | Users

Dynamic Network Cloud Direct Connect™ Quick links
Purchase and manage selected services Connect your existing Telstra IP
through the Dynamic Network Portal. netework service to a Softlayer (% Adduser >

platform, vCloud Air or Azure service.

Get:
kil . . O i i

> View services and usage

Cloud Services Store Latest news
Telstra’s range of cloud services continues to grow. SoftLayer
A i oo e

Cloud Services Portal Home Page

On the Support tab, you will find the User Guide and
knowledge articles to help you set up and manage your
Internet VPN service. You can also log incidents and seek
technical support. Refer to Support Section for more
information.

‘ CLOUD SERVICES PORTAL L Telstra :1643012[x] Logout

Support  Users  Dynamic Network | Home | Cloud Direct Connect™

SUPPORT
Library Request support General enquiries
Intemet VPN User Guide For fault reporting and technical support % Call 1800 620 345

We're available 24/7

. i
Intemet VPN knowiedge articles. £ Emailus

> Track your incidents
e KTe sricies For urgent requests call 1800 620 345
(option 1). We're available 24/7_

Support Page on Cloud Services Portal

On the Users tab, you are able to add, edit or remove roles.
A Super Administrator role provides full access

to all your company’s services. They will get full access
to the Dynamic Network Portal to browse, purchase and
manage the service.

t CLOUD SERVICES PORTAL Select subscrption: | Telstra Cloud Services:1643012[v] Logout

ADD USER

Email address * » Do you want to connect your company's Azure Active Directory?

umber for this user, or we'll store the phone number of your company's initial purchaser (61432098968

This user will get full access to the Dynamic Network Portal to browse, purchase and manage services.

m

Managing Users via the Cloud Services Portal


https://symphony.telstra.com
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Overview
Buying internet VPN
Setting up your site

Managing your service
S he D icN k i i i i
e e sty e eurservee  How £0 view your services
You can view your overall Internet VPN service from the

How to view your services !
Dynamic Network Portal

& cLovo services PoRTAL Selestsubscrption. | Telstra Cloud Serviees-1643012(%]  Logout

Support | Users  Dynamic Network  Home | Cloud Direct

How to modify your service i i
Step 1 — select Services from the left hand side menu

DYNAMIC NETWORK

How to unsubscribe from your service

Step 2 - select All to view all your services

Remote access administration . . .
e Step 3 - select the navigate icon on the bottom right
Remote access users Mg youe Dy Aot e g of your Internet VPN tile to see the map view
L e — e e R LSS e e services
Web URL content filtering S o
- LR > Buy now Senvice A v Staws A v
Support
o &
Configure, purchase and manage Dynamic Network services. Internet VPN,
e auw =[]
Ficing swict bty Where to manage your Dynamic Network services
Any changes you make to your Dynamic
Network service's configuration may alter Hide Table
pricing and billing.
B " = S loggedinas TISO
Timmﬁ:ﬁ:&"‘m:&iﬁis nEn Ve pricing m;‘:‘:ﬂ; English ~
portal, AU dollar
2 Nevwork Gonnect and Contactus «
‘Gancefling your service: ey

Logout

Choosing map view
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Map view

The following information is available in the map view:
1.Internet VPN service status per site

2. Internet VPN aggregate throughput speed (this is not the
Internet service speed)

3. Monthly usage

4. Usage history

5. Internet traffic

6.0n network traffic

7.Connected remote access users

Event Logs displays a record of what tasks your

administrator has carried out via the portal including service
ordering, cancellation, upgrade, etc. It also shows the system

events. The objective of this feature is to help you see what
activities are happening on the Internet VPN service, and to
provide information should you need to contact support.

To access the service history, click on the Event log button
in the bottom left hand corner.

Managing your service

Event Log

How to modify your service

You can modify your service anytime to meet your business
needs. You can add sites as your organisation expands,
upgrade your service to access features such as remote
access or URL Filtering and even downgrade your service
package if you require. The example below shows how to
upgrade from Internet VPN Essential to Internet VPN
Enhanced, including upgrading all features. The same
process applies for downgrading packages.

Step 1 - log into the Dynamic Network Portal

Select the service that you wish to modify and click on the
Modify button in the right hand corner. This will take you to
the “Modify Package” screen.

Select package

Modify Package
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Step 2 — make the required modification

The Modify package screen shows you the package you're
currently using and allows you to modify the existing package
or change it to a new one that suits your business needs.
Below is an example:

« You have an existing service with 2 sites and 10 users per
site. Modify to add 2 more sites, or 4 in total, with 20 users
each. (Note: Make sure you select a new site device per
additional site)

Tell us about your organisation

@ Vour orgarization profie

How many sites does your organisation havs?

[

@ Anticipated growth

(R RREERRRRRERREE

M

Modify Organization Details

« Increase the Internet VPN aggregate throughput speed to
100Mbps from 50Mbps

Internet VPN speed

10Mbps 50Mbps

7

Modify Internet VPN Speed

« Increase the number of remote users by 20. Note: While you
can purchase up to 750 named remote access licenses, you
can only have 250 concurrent users (i.e. 250 remote users
accessing the VPN at the same time)

Managing your service

Remote access users g

Remote Access Users

+ Modify the URL Filtering setting from medium to low

URL filtering

Low Medium High

v 9 0

$0.00 s0.00 $0.00

URL Filtering Settings

+ Go to Device Catalogue and add the two additional devices
by increasing the quantity to match the total number you
now have. Save selection.

Device Catalogue

Device Price Quantity

I
b
° le
9.0 le
Total 24
O

« Add New Address for the two new sites added to
your service.
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Delivery address u

Device Address Subtotal

John Smith £95.00

PN I 1.ic New Address ) Rl
RN I 1.c New Address ) ekl

Step 3 — review order

Arolling summary of your order including modifications will
appear on the right. Select Review Order for a detailed Order
Summary. Review Order Summary page to see a summary of
the existing features as well as new modifications.

This screen shows a detailed summary of your order. Accept
the terms and conditions and select Purchase.

Order summary

Managing your service

How to unsubscribe from
your service

Navigate to the Services tab and select the service from
which you wish to unsubscribe. Scroll to the bottom of the
Account options panel that opens on the right. Select the
‘Unsubscribe’ button. Make sure you acknowledge the terms
and conditions. Please note that unsubscribing will cancel
your service and that Early Termination Charges associated
with your service may apply. Please refer to the services
terms and conditions.

If you simply want to change/modify your service, see the
“How to modify your service” section (see page 16) instead of
unsubscribing.

NOTE: remember to allow a minimum of 30 minutes between
cancelling a service and adding a new one.

sevices

Unsubscribing from the service

Unsubscribe Service

¥ | accept the Terms and Conditions
= 5
Unsubscribe
S i

Confirm Unsubscribtion
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This section provides instructions for Internet VPN administrators to
add, suspend and remove remote users to your organisation’s Internet
VPN service. As an administrator of your company’s tenancy you can
Removing remote access users add and remove remote users through the Dynamic Network portal.

Resetting remote user password

Remote access administration

Adding remote access users

Remote access users

Web URL content filtering This information is relevant only to Internet VPN Enhanced Step 2 — add remote user
Support gg:;fteQc:;rrntEZ?Q?;JBE;?EQ?}?ZPN Essential service Select the + icon and add their email address in the field
U ’ provided. Make sure you Save the user to initiate user
authentication and account activation.
Ad d | n g re m Ote access U Se rS Services | Remote Users
Remote access users can only be added once the service @]@ ===

is active and Up in the services screen. - =

Step 1 — select remote user management for your Internet
VPN service

Navigate to the Services tab. Select the remote users icon
on your Internet VPN tile.

Services

Senice A v Staws 4 v

& senvices
Internet VPN
Premium
Inteet VPN

O

Up EQ

Manage users

Support @

EventLogs

Logged inas TLS O

English -
AU doliar ~
Contact us

Logout

Internet VPN Premium service
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Removing remote access users

Step 1 — select remote user management for your Internet
VPN service

Under the Services tab, select the remote users’icon.

Services

Service A1 v Staus 4 v

Internet VPN
Premium
Intemet VPN

Support @

Event Logs

Logged inas TLS O
English ~

AU dolar ~

Contact us «

Logout

Selecting remote user management

Remote access administration

Step 2 - remove remote user

Select the X icon and add their email address in the field
provided. Select Delete.

Serv '—'/'R’D,moi‘ ‘- ————— @@
SO —

st o [l
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Resetting remote user password

Step 1 - select remote user management for your Internet
VPN service

Under the Services tab, select the users icon.

Services
Senice A ¥ smus A v
& servces
Internet VPN
=3 Resources Premium
™ snop Intermet VPN
Manage users @ 6
-
Support @

Event Logs

Logged inas TLS O

English -
AU dollar ~
Contact us

Logout

Internet VPN Premium service
Step 2 - resetting remote user password

Select the reset password button. In the field provided, enter
the email address of the remote user whose password needs
to be reset. Select Ok

Services [ Remote Users @ Gl

@@ ==

manegasen 0 a

The remote user will receive an email to reset their password.

See the Activating remote access section in this guide for
what remote users need to do next.

Remote access administration
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Remote access users

This section provides instructions for remote users to activate their account, install, connect
and disconnect from Internet VPN using a Remote Access Client for Windows and Mac.

This information is relevant only to Internet VPN Enhanced
and Premium services. The Internet VPN Essential service
doesn’t offer the remote user feature.

Activating your remote access

Before you begin the process of activating your remote
access, your company’s Internet VPN administrator needs to
add you as a remote user.

Step 1 — confirm you’re a remote user

Once you've been added, you'll receive a notification that you're
now a remote user of your company’s Internet VPN service.

You're now a remote user of your organisation’s Internet VPN service
Dear john smith@example.com,

You've been added as a remote user to your organisation's Intemet VPN service.

New remote user details

Remote usemame: john smith@example com

SSL VPN address: [hitps://203.35.119.43]

‘What happens next?

Well send you an email requesting that you reset your password in order to activate your account

Any questions?

Pi your Internet VPN if you have any queries about remote
access.
Best regards,
Telstra team
T ication may contain al or fon of Telsira Corporation Limited (ABN 33

051775 556). f you are not an infended recipient, you must not keep, forward, copy, use, save or rely on this
communication, and any such action is unauthorised and prohibited. f you have received this communication in
error, please reply lo this email to nofify the sender of its incorrect delivery, and then delete both it and your reply.

™ and ® are trademarks and registered trademarks of Telstra Corporation Limited ABN 33 051 775 556.

New remote access user email

Step 2 — change your password to activate your account

You'll receive a second email requesting you reset your
password and activate your account. This email contains a
link to the password reset page.

Reset the remote access password to your organisation’s Internet VPN
Dear john smith@example com,

You can now reset the password for your Infemet VPN remote access:

Password reset link: https://symphony.telstra.com;44 7
token=9697F52CFF38948568 D 19B000F 7751765ED20C6144F 4CFF2F FCA4EF674C5TBT0R ype=RUR
userid= john smith@example com

This link is valid for. 1440

Link expiry date and time: 2016-09-03 004711

What happens next?

After changing your password, youll receive an email letting you know the status of your remote
access

Any questions?

If you miss your password reset window or have any queries about remote access, please contact
your organisation's Intemet VPN administrator.

Best regards,

Telstra team

Thi i contain or i Telstra Corporation Limited (ABN 33
051 775 556). I you are not an intended recipient, you must not keep, forward, copy, use, save or rely on this
communication, and any such action is unauthorised and prohibited. If you have received this communication in
error, please reply o this email to nolfy the sender of its incorrect delivery, and then delete both it and your reply.

™ and © are frademarks and registered Telstra Corporation Limited ABN 33 051 775 556.

Change password for Internet VPN remote access email
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If you miss resetting your password within the timeframe
required, you'll need to ask your Internet VPN administrator
to request a password reset on your behalf. This will initiate
another password reset email.

You'll need to follow the reset link and create a new password
with the recommended characteristics. Once the password is
reset, the account activation will begin.

IT'S HOW
WE CONNECT

Enter New Password

Confirm New Password

W Show Password

Password reset page

Password reset complete

Remote access users

When activation is complete, you'll receive an email
notification informing you that your remote access is active.
The email will also contain a link to the Remote Access
Client which you'll need to download and install in order

to remotely connect to your company’s network.

1T'S HOW
' WE CONNECT

Remote access to your organisation’s Internet VPN is now active
Dear john smith@example.com,

You can now access your organisation's Intemnet VPN service remotely.

Remote access details

Remote usemame: john.smith@example.com

SSL VPN address: [https://203.35.119.43]

What to do next?

Install the Remote Access Client, which you can dewnload from here. This will facilitate the
remote connection to your organisation’s network. See our Intemet VPN Remote Access Client

user guide for more information.

Once your client is set up, use your remote access details to log in to your organisation’s
Intemet VPN

Any questions?

Please contact your lion's Intemet VPN i if you have any queries about
remote access.

Best regards,

Telstra team

This may contain or of Telstra C tion Limited (ABN 33
051 775 556). If you are not an intended recipient, you must not keep, forward, ¢opy, use, save of rely on this
communication, and any such action is ised and prohibited. If this i in

error, please reply o this email to notify the sender of its incorrect delivery, and then delete both it and your
reply.

™ and © are trademarks and registered trademarks of Telstra Corporation Limited ABN 33 D51 775 556.

Remote access active email
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What’s a remote access client?

The Internet VPN Remote Access Client is software installed
on your computer or mobile devices (e.g. laptop, tablet,
phone) that tunnels all internet traffic through your
company’s VPN.

It allows installed applications to communicate as though
connected directly to the enterprise network.

Remote Access User will use an SSL Client to connect to the
Adaptive Security Virtual Appliance (ASAv). Traffic traversing
this SSL-based tunnel is encrypted and provides data
confidentiality.

Download remote access client
Android Devices

For Android devices, you can download the AnyConnect
Remote Access Client via the Google Play Store.

Step 1 - go to the Google Play Store and search for
AnyConnect.

Once you have found the application, select Install.

G 48l 91% M 11:04 AM
Cisco Q
» /Connect
AnyConnect
~  AnyConnect K]
Cisco Systems, Inc. & needs access to

Device & app history

INSTALL

Photos/Media/Files

Wi-Fi connection
information

Downloads 65132 Business Similar Device ID & call
information
For Android 4.0+ and later devices.
Connect to your network with
AnyConnect.

READ MORE

AnyConnect Client via Play Store

Remote access users

Step 2 — open the installed application and read the End
User License Agreement.

AnyConnect

Supplemental End User License
Agreement for AnyConnect® Secure
Mobility Client v4.x and other VPN-related
Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License
Agreement (SEULA) contains additional
terms and conditions for the Software
Product licensed under the End User
License Agreement (EULA) between You
(You as used herein means You and the
business entity you represent) and Cisco
i the ). Capitali
terms used in this SEULA but not defined
will have the meanings assigned to them
in the EULA. To the extent that there is a
conflict between the terms and conditions
of the EULA and this SEULA, the terms
and conditions of this SEULA will take
precedence. In addition to the limitations
set forth in the EULA on your access and
use of the Software, You agree to comply
at all times with the terms and conditions
provided in this SEULA. DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE
CONSTITUTES ACCEPTANCE OF THE

Cancel OK

End User License Agreement

Apple Devices

For Apple devices, you can download
AnyConnect Remote Access Client via the App Store.

Step 1 — go to Apple’s App Store, search for Cisco
AnyConnect and select Get



Welcome to the internet VPN user guide
Overview

Buying internet VPN

Setting up your site

Managing your service
Remote access administration
Remote access users
Activating remote access

What’s a remote access client?
Download remote access client
Connect remote access client
Disconnect remote access client
Web URL content filtering
Support

ee0e0 Telstra 4G 2:56 pm 9 92% 54
Q_ cisco anyconnect (x]
| . Cisco AnyConnect *GET
Cisco Systems, Inc.
AnyConnect
GV\R\'UAL PRIVATE NETWORK:
AnyConnect VPN ®
‘Connections US VPN Cluster

Details Disconnected

sl
cisco

AnyConnect Remote Client via [Tunes o App Store

Remote access users

Step 2 - open the software and enable capabilities by
clicking OK

eeeeo Telstra 4G 2:56 pm

4 cisco anyconnect

Cisco AnyConnect
Cisco Systems, Inc.

Cisco AnyConnect Secure
Mobility Client extends the
Virtual Private Network (VPN)
capabilities of your device.

Do you want to enable this
software?

s Don't Allow

Enable Remote Client

Computer: Windows and Mac

Once your remote user account is active, we will email you a
link to download the Internet VPN Remote Access Client to
your computer. These operating systems support the Remote
Access Client:

» Microsoft Windows 7, 8,8.1 and 10
« Mac OS X 10.8 and later

Select the file that suits your computer’s operating system.
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Welcome to the internet VPN user guide

Overview

Buying internet VPN Tektacon Peora Sl Business Health  Spot 8 Enertainrent

e ——————— ‘ Business & Enterprise: Industies ~  Solutions - Support -~ Sef Servee Sacnoeom Q

Setting up your site -—

— e Welcome to Cisco
Managing your service Support AnyConnect Secure

_— e're here tc help, 24x7 Mobility Client Setup
Remote access administration Suppat e VPN Hroedge e ¢ emet VPN ot s Clent Wizard

Remote access users Search knowledge base - The Setup Wizard will install Cisco AnyConnect Secure

Mobility Client on your computer. Click Next to

Activating remote access continue or Cancel to exit the Setup Wizard,

What’s a remote access client? % B B'?S @ () 8@ 8

Bitirg, Aczount Mosility Networks  Collaboraton& Cloud Senvees  Security Contact nteretof

Download remote access client GPymerts & Sanices Corferencing ¥ Things

Connect remote access client

Disconnect remote access client

Internet VPN Remote Access Client

Web URL content filtering e <Back | Next> | [ cancel
O 0 0 0 0 0 0 Labels: anyeanrect ineet vpn rerote access dient
Support ‘:::t:::am Clent p/r:a@/r You nstallon your compatat It gves you access toyeur business aoplicarions by tunnalling all
Forinstractions on how to set up, connact and disconnact your rembte access client, refer to the Remote Accass Client section o7 yaur Jser End-User Li Agree: " k
Descriotion Guide B o
Please read the following license agreement carefully s 2.
Download Remote Access Clisnt. @'—:“-tf'
Fo Supplemental End User License Agreement
i for AnyConnect® Secure Mobility Client v4.x
s (Y and other VPN-related Software
Telstra support page with Remote Access Client IMPORTANT: READ CAREFULLY
. This Supplemental End User License Agreement ("SEULAT) contains
Windows Users additional terms and conditions for the Software Product licensed under the _
Step 1 — Run the downloaded file | © raccept the terms in the License Agreement |
Select the downloaded AnyConnect file in your browser to B Uhichei E e RS e e B R S
begin installing the program. Advanced Installer

<Back |[ Mext> | [ Cancel

Step 2 - follow the onscreen prompts to install the client

See screenshots below. Please note that depending on your
browser and operating system, you may receive prompts for
permission to install and proceed.
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Ready to Install
The Setup Wizard is ready to begin the Typical installation

'aﬁt._

(B All My Files
Click “Install” to begin the installation. If you want to review or change any of your & iCioud Drive £ Prelox 2.0 Open Witn b
installation settings, dick "Back™. Click "Cancel” to exit the wizard. @ airorop ® Mevericka s Move o Trash 22 May 2015, 359 PM
Appiications. & vpnsetupdmg 31Mar 2015, 11:08 AM
il & NetworkConna  GetInfo 15 Apr 2015, 5:44 PM
B 0eskion  , p ponerpom | Rename 25 Var 2013, 1121 AM
[ Documents & expanderinsuy  COMPrEss * 14 ploy-Kedmg” ) 25 Mar 2013, 116 AM
| Ooowniosss ! K 10DisC.. | 5 var 2013, 108 AM
" = NTOLTiRepor  Duplicate 8Feb 2013, 353 PM
Elvoies 4 fcan Vake Alas $den 2012, N0 AV
1 e Quick Look I 7 31an201, 108 AM
8 Pictures & ROC.21.1 ALl Share 2 8 Fab 2013, 6:56 PM
> S o e BT 14an 2001, 615 PM
A Copy “anyconnect-macosx-4.1.06020-web-deploy-k9.dmg’ il
Q AnyCon... = o [ToolsSetup EN  Show View Options 25 Nov 2015, 1:37 PM
S Tags...
8 catlina eeceecoe
Togs
il in Finder
ece = AnyConnect VPN 4.1.06020

Advanced Installer

Remote access users

Mac Users
Step 1 - open the downloaded package

ene 18 Downloads
<[ A - CE DS R Q search 1
e ome oo Modtd 5 S| e owehod

[ <Back N mstal | [ Cancel

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Click the Finish button to exit the Setup Wizard,

[oos o] "o ]

onnect-
macosx-4.10...eploy-k9.pkg

Step 2 — follow the onscreen prompts to install the client

The screenshots below show the installation process.
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Previous Next

« Introduction

5

W [nstall A
Welcome to the AnyConnect Secure Mobility Client Installer
You will be guided through the steps necessary to install this

iare.
License

Destination Select
Installation Type
Installation

Summary

afra]r,
Cisco

2.8.C ‘@ Install AnyConnect Secure Mobility Client

To continue installing the software you must agree to the terms of [
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation and
quit the Installer.

e
T

5

.iﬂ_ﬂ_ﬂD_
3

i3

Read License Disaq_lee Agree

tH

Summary Erecednce.

. YOU 3

TO RETURN ANO REFUND EXPIRES 30 DAYS AFTER PURCHASE FROM CISCO OR AN

thiatht AUTHORIZED CISCO RESELLER, AND APPLIES ONLY IF YOU ARE THE ORIGINAL END
! ' ' USER PURCHASER.

CISCO For purpases of this SEULA, the product You have ondered or anstied s any of the following

Print... Save... Go Back Continue

Remote access users

[ X w Install AnyConnect Secure Mobility Client -
Standard Install on “Macintosh HD"
o Lot This will take 14.4 MB of space on your computer,
» License Click Install to perform a standard installation of this software
oon the disk "Macintosh HD".

# Destination Select
« Installation Type

Installation

Summary

aifian]n,

Cisco
Gosick
20 ‘@ Install AnyConnect Secure Mobility Client )
Thei ion was d fully

# Introduction
» License
» Destination Select
» Installation Type
® Installation The installation was successful.
© Summary The software was installed.

A O I

Cisco

Close
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Connect remote access client
Android Devices

Step 1 — open the installed software and select
Add New VPN Connection

Here you will need to enter your SSL VPN Server Address
which you should have received via email.

z\ Advanced Preference

Add New VPN Connection...

Server Address

203.35.119.47]

Cancel

Add New VPN Connection
Step 2 — you'll be presented with a Security Warning.

You can go to Change Settings and uncheck
Block Untrusted Servers.

Remote access users

= a@

A Untrusted VPN Server!

AnyConnect cannot verify the identity of the
server:

203.35.119.47

Connecting to this server could result in a
severe security compromise!

Security Risks Explained

AnyConnect is configured to block untrusted
servers by default. Most users choose to keep
this setting.

If this setting is changed, AnyConnect will no
longer automatically block connections to
potentially malicious network devices.

Change Advanced Settings

z\ Settings

ide Icon
Hide the AnyConnect icon in status barwhen (¥
idle

ADVANCED SETTINGS

External Control

Disabled (default) - Outside applications will not be
able to control AnyConnect. Changing this setting

Block Untrusted Servers
Do not allow connections to servers with O
untrusted certificates.

VPN FIPS Mode
Enable Federal Information Processing Standard
for VPN

OCSP Revocation O
Enable certificate revocation checking for VPN

Strict Certificate Trust 0O
Enable strict certificate trust checking for VPN

Please modify Advanced Settings only when instructed by your
system administrator.

1.Go back to the Server Address and select On to establish

a connection.

a VIRTUAL PRIVATE NETWORK

AnyConnect VPN
Disconnected

Connection
203.35.119.47

Details...

afaln
cisco

Connecting Remote Client

Connecting... please wait
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2.You may be presented with another security warning
requiring you to accept the certificate. Click Continue

to proceed.

Cisco AnyConnect

AnyConnect

Security Warning: Untrusted Certificate

AnyConnect cannot verify the identity of
203.35.119.47. Would you like to continue
anyway?

Please enter your username and password.
Group:

vpn 4
Username:

john.smith@example.com

Password:

Remote access users

A Certificate does not match the server

name. [] Show password(s).

Web URL content filtering

A Certificate is from an untrusted
source.

Most users do not connect to untrusted
servers unless the reason for the error
condition is known.

Support

Cancel Connect

Cancel Details Continue

Remote User Authentication

Remote Client Certificate

3. Enter your username and password and select Connect.
This is your email address and the password you created
when you were added as a remote user to your company’s
VPN. If you have forgotten your password, contact your
company’s Internet VPN administrator to reset your
password.
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Apple Device

1.Open the installed software and select
Add VPN Connection.

@ App Store sesec 4G 3:21pm

@ App Store sesec 4G 3:21pm

Cancel Add VPN Connection

< AnyConnect VPN Connections

Add VPN Connection... Description
Server Address
Advanced
Lol | Ok
QIWIEJRITEYJURI JOQP

A o [+ (i) 123 | © s ‘4o

Home. Settings Diagnostics About —

Add VPN Connection

2.Add a description and server address. Here you will need to
enter your SSL VPN Server Address which you should have
received via email. Save your details.

Remote access users

esees Telstra 4G 3:53 pm

Cancel Add VPN Connection

Description Telstra Corporation Ltd VPN
Server Address  203.35.119.144]

Advanced

203.35.119.144

11234561789 ]0

3.Connect to the new VPN added. You may be presented
with a warning about the server. Go to Change Settings
and disable Block Untrusted Servers.
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4:01pm

2 pm

Untrusted Server Settings

External Control Disabled >

Block Untrusted Servers .

sks Explained

VPN FIPS Mode @

Please modify Settings only when instructed by your system
administrator.

Keep Me Safe Change Settings ﬁ a u o

Home Settings Diagnostics About

Certificate Warning

4.You can now connect to the VPN Connection.
Select Continue to proceed.

2 pm

AnyConnect

& VIRTUAL PRIVATE NETWORK
AnyConnect VPN S
Connections Telstra Corporation Ltd VPN

Details Disconnected

Untrusted Server

AnyGonnect cannot verify the identity
of Telstra Corporation Ltd VPN. Would
you like 1o continue anyway?

Cancel

Details

Continue

i
cisco

fh o] [ +] i)

Home. Settings Diagnostics About

Connecting Remote Client

Remote access users

5. Enter your username and password to authenticate. Your
username is your email address. If you have forgotten your
password, contact your company’s Internet VPN
administrator to reset it.

esee0 Telstra 4G 4:03 pm 7 92% w-

Cancel Authentication Connect

Please enter your username and password.
Group: vpn
Username:

Password: ssceccces

1123|4516 ]7]8|9]0

Remote Client Authentication



Remote access users

Welcome to the internet VPN user guide
Overview

Buying internet VPN Windows Users
Setting up your site Step 1 - open the Cisco AnyConnect Mobility Client

From the Start menu, click All Programs, select and open the
_— Cisco folder, then click Cisco AnyConnect Secure Mobility Contacting 203.35.119.144,
Remote access administration Client folder. You'll see the Cisco AnyConnect Mobility Client.
= Double-click to run the client.

Managing your service

| 203.35,119. 144 B | I Connect I

Remote access users

Step 2 - enter host details
Activating remote access

You'll see the connect window.

What’s a remote access client?

Download remote access client A pop-up message may appear. Follow the steps below to

Connect remote access client change settings and enable connection.

Disconnect remote access client i) Select Change Settings

Web URL content filtering
Support

AnyConnect cannot veri

rver may result in a

Ready to connect.

203.35.119.144

ii) Untick Block connections to untrusted servers

Select Connect.
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What’s a remote access client?
Download remote access client
Connect remote access client
Disconnect remote access client
Web URL content filtering
Support

'::Iu's'::!::' AnyConnect Secure Mobility Client

[ Start VPN when AnyConnect is started

V| Manimize AmyConnect on VPR connect

low local (LAN) access when using VPN (if configured)

|| Block connections to untrusted servers

Step 3 — enter login credentials

Enter your login credentials and click OK. See the Activating
Remote Access section for details on resetting your
password.

Please enter your username and password.

Grow: [ven 3

Username:  John.smith@example.com

Password; | sessseses] |

Remote access users

nnected to 203.35.119.144

| 203.36.4.200

Mac Users
Step 1 — open AnyConnect Secure Mobility Client

Go to Applications on your Mac and select the Cisco
AnyConnect Secure Mobility Client folder to open it.

e0e Soarehing “This Mac*
7 s Bo o mel % 0| o Q anyconnect )
Favertes Search: “Applications” (Sove ) (%
B Anwmy Files
& icioud Drive re Mobily Ci Appicaion oday, 3.7
@ nitorop ® Uninstal AnyComnect Appication Todsy, 320 PM
anyconneet Foldet Todsy, 248 PM
A Avp AnyConnectLocalPalicy.xml XML Document Today, 2:48 PM
[ Desktop & anyconnect-macosx-4.1.08020-web-deploy-k9.dmg Diskimage Today, 245 PM
B et ACManifestVPN i XMLDocumen 24 5ep 2015, 424 AM
anyeonnact_uninstallsh Shel Seipt 24 50p 2015, 426 AM
(O Downlosds AnyConnectLocalPolicy.xsd Document 24 Sep 2015, 4:28 AV
H movies AnyConnectPrafiiexsd Document 24'56p 2015, 424 AM
n o OpenSource.nimi HTML 26 500 2015, 426 AM
s on_uninstallsn Shel Serpt 26 5ep 2015, 4226 AM
@ Pictures verdowniosder.sh Shet eript 26 Sep 2015, 426 AW
+ PSL AnyConnect RTF Document 31 Mar 2015, 5:04 PM
yC
Peden AnyConnestiocalPalcyxsd Cocument 23 5ep 20T, 4:36 AM
B Anvcon... = VeNManies Cient i XL document 23 560 201, :36 AM
shared
B catalina

You'll see the Cisco AnyConnect Secure Mobility Client
on your dock.

[ cisco AnyConnect Secure Wity Clent |

10-a0% " ae® O T mE=mE
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Wh a remote access client?
Download remote access client
Connect remote access client
Disconnect remote access client
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Support

Step 2 — enter your SSL VPN address and click Connect

AnyConnect )i
Secure Mobility Client CISCO

’_'ol VPN:

Ready to connect.

| ST 1=

E - B

A pop-up message may appear. Select Connect Anyway
to proceed.

‘ Security Warning: Untrusted Server Certificate!
AnyConnect cannot verify server: 203.35.119.21

J‘_ Certificate does not match the server name.
L. Certificate is from an untrusted source.

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Most users do not connect to untrusted servers unless the reason for the
error condition is known.

Connect Anyway Cancel Connection

Step 3 —enter your SSLVPN address and Connect and
password

Cisco AnyConnect | 203.35.119.21

E Please enter your username and password.

Group: | vpn

Username:  john.smithi@exampls.com

Password: | ssesesses [

Remote access users

Disconnect remote access client
Android Devices

Step 1 — go to AnyConnect Client application on your
mobile device

Open the application.

Step 2 — from the AnyConnect Remote Client home page,
disconnect AnyConnect VPN

6\ AnyConnect

e VIRTUAL PRIVATE NETWORK

AnyConnect VPN m

Disconnected

Connection
No connection

Details...

alualn
cisco

Disconnect Remote Client on Apple Devices



Remote access users
Welcome to the internet VPN user guide

Overview
Buying internet VPN Apple Devices Step 2 - from the Cisco AnyConnect Client screen,

Setting up your site Step 1 — go to AnyConnect Client application on your device elect Disconnect

Managing your service Open the application.

Step 2 - from the AnyConnect Remote Client home page,

Remote access administration disconnect AnyConnect VPN

Remote access users Connected to 203.36.4.200.

ee0 Telstra 4G 4:03 pm

AnyConnect

| 203.36.4.200

Activating remote access

ﬂ VIRTUAL PRIVATE NETWORK

What'’s a remote access client? | AnyConnect VPN C

Download remote access client Connections Telstra Corporation Ltd VPN

Connect remote access client Details Disconnected 2

Disconnelumm— When disconnected the client icon will remain in the system
tray but without the gold lock.

Web URL content filtering

_— OO S T

Support « » o

Mac Users

To disconnect, simply open the AnyConnect client and click
Disconnect, or use the icon in the menu bar.
M mm

fh 1 - +] g .

Dis::‘remect R:;:(\)te Ct?ent o)n Appl‘e [l)evices AbDUt Ci 5CO Ar‘l’fCOﬂ nE:t
Windows Users Show AnyConnect Window
Step 1 - click on Cisco AnyConnect VPN icon Show Statistics Window

in your system tray

The AnyConnect VPN icon is the grey circle. VPN

The gold lock indicates it’'s connected. Di —

Quit Cisco AnyConnect
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Web URL
content filtering

This section provides information about the URL Filtering capability that is available
as part of the Internet VPN Premium package.

Service configurations

There are three security configurations that can be enabled.
The number of URLs blocked will change with the security level setting.

« Deny: blocks access to the URL

« Monitor: warn/ continue to the URL

« Scan:everything else

Low security configuration

Config Category Description
Deny Hacking Discussing ways to bypass the security of websites, software, and computers.
Child abuse Worldwide illegal child sexual abuse content. Without exception, Telstra and Cisco block child abuse
Deny . . ;
content content for all customers, and for legal reasons keeps no logs. This category is never displayed.
Websites promoting hatred, intolerance or discrimination on the basis of social group, colour, religion,
Deny Hate speech sexual orientation, disability, class, ethnicity, nationality, age, gender, gender identity; sites promoting
racism, sexism, racist theology, hate music; neo-Nazi organisations, supremacism, Holocaust denial.
Promoting crime such as stealing, fraud, illegally accessing telephone networks, computer viruses;
Illegal ) . ) - . -
Deny activities terrorism, bombs, and anarchy; websites depicting murder and suicide as well as explaining ways to
commit them.
Providing the ability to download software or other materials, serial numbers, key generators, and tools
Illegal ) T . o
Deny for bypassing software protection in violation of copyright agreements. Torrents are classified as
downloads « ) M
peer file transfer”.
Content directed at adults but not necessarily pornographic. May include adult clubs such as strip clubs,
Monitor Adult swingers clubs, escort services, strippers; general information about sex, non-pornographic in nature like
genital piercing, adult products or greeting cards; information about sex not in the context of health
or disease.
Monitor gll:;::;fn?nd Promoting cheating and selling written work, such as term papers, for plagiarism.
Monitor Illegal drugs Information about recreational drugs, drug paraphernalia, drug purchase and manufacture.




Web URL content filtering
Welcome to the internet VPN user guide

Overview
Buying internet VPN Medium security configuration
Setting up your site o
Config Category Description
Managing your service
T ——— Deny Hacking Discussing ways to bypass the security of websites, software, and computers.
RemotalREbss users Den Child abuse Worldwide illegal child sexual abuse content. Without exception Telstra and Cisco block child abuse
el Y content content for all customers and for legal reasons keeps no logs. This category is never displayed.

Web UREE@ntent filtering Websites promoting hatred, intolerance or discrimination on the basis of social group, colour, religion,

Deny Hate speech sexual orientation, disability, class, ethnicity, nationality, age, gender, gender identity; sites promoting

Service configurations ) : ) . ) e ) .
racism, sexism, racist theology, hate music; neo-Nazi organisations, supremacism, Holocaust denial.

Support
R Promoting crime such as stealing, fraud, illegally accessing telephone networks; computer viruses;
Illegal : ) ) - . o
Deny activities terrorism, bombs, and anarchy; websites depicting murder and suicide as well as explaining ways to
commit them.
Providing the ability to download software or other materials, serial numbers, key generators, and tools
Illegal ) T . o
Deny downloads for bypassing software protection in violation of copyright agreements. Torrents are classified as

“peer file transfer”

Directed at adults, but not necessarily pornographic. May include adult clubs (strip clubs, swingers clubs,
Deny Adult escort services, strippers); general information about sex, non-pornographic in nature such as genital
piercing, adult products or greeting cards; information about sex not in the context of health or disease.

Cheating and

Deny plagiarism

Promoting cheating and selling written work, such as term papers, for plagiarism.

Deny Illegal drugs Information about recreational drugs, drug paraphernalia, drug purchase and manufacture.

Alcohol as a pleasurable activity; beer and wine making, cocktail recipes; liquor sellers, wineries, vineyards,
Monitor Alcohol breweries, alcohol distributors. Alcohol addiction is classified as “health and nutrition”. Bars and
restaurants are classified as “dining and drinking.”

Details or discussion of film, music and bands; television; celebrities and fan websites; entertainment

Monitor Entertainment news; celebrity gossip; entertainment venues. Compare with the “arts” category.
Monitor Sports and All sports, professional and amateur; recreational activities; fishing; fantasy sports; public parks;
recreation amusement parks; water parks; theme parks; zoos and aquariums; spas.
Sexually explicit text or depictions. Includes explicit anime and cartoons; general explicit depictions;
Monitor Pornography other fetish material; explicit chat rooms; sex simulators; strip poker; adult movies; lewd art; web-based
explicit email.
Monitor Social ) Social networking
networking
Monitor Sex education Factual websites dealing with sex; sexual health; contraception; pregnancy.
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Web URL content filtering

Config Category Description
Monitor Dating Dating, online personals, matrimonial agencies.
Material of a sexually violent or criminal nature; violence and violent behavior; tasteless, often gory
Monitor Extreme photographs, such as autopsy photos; photos of crime scenes, crime and accident victims; excessive
obscene material; shock websites.
Casinos and online gambling; bookmakers and odds; gambling advice; competitive racing in a gambling
Monitor Gamblin context; sports booking; sports gambling; services for spread betting on stocks and shares. Websites
g dealing with gambling addiction are classified as “health and nutrition.” Government-run lotteries are
classified as “lotteries”.
Monitor Eggiijxual Nudism and nudity; naturism; nudist camps; artistic nudes.

High security configuration

Config Category Description
Deny Hacking Discussing ways to bypass the security of websites, software, and computers.
Den Child abuse Worldwide illegal child sexual abuse content. Without exception, Telstra and Cisco block child abuse
Y content content for all customers, and for legal reasons keeps no logs. This category is never displayed.
Websites promoting hatred, intolerance, or discrimination on the basis of social group, color, religion,
Deny Hate speech sexual orientation, disability, class, ethnicity, nationality, age, gender, gender identity; sites promoting
racism; sexism; racist theology; hate music; neo-Nazi organisations; supremacism; Holocaust denial.
Promoting crime, such as stealing, fraud, illegally accessing telephone networks; computer viruses;
Illegal : . . - . o
Deny activities terrorism, bombs, and anarchy; websites depicting murder and suicide as well as explaining ways to
commit them.
llezal Providing the ability to download software or other materials, serial numbers, key generators, and tools for
Deny 8 bypassing software protection in violation of copyright agreements. Torrents are classified as “peer file
downloads
transfer”.
Directed at adults, but not necessarily pornographic. May include adult clubs (strip clubs, swingers clubs,
Deny Adult escort services, strippers); general information about sex, non-pornographic in nature; genital piercing;
adult products or greeting cards; information about sex not in the context of health or disease.
Cheating and . . . . L
Deny plagiarism Promoting cheating and selling written work, such as term papers, for plagiarism.
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Overview
Buying internet VPN
Config Category Description
Setting up your site
Deny Illegal drugs Information about recreational drugs, drug paraphernalia, drug purchase and manufacture.

Managing your service

Alcohol as a pleasurable activity; beer and wine making, cocktail recipes; liquor sellers, wineries, vineyards,
Deny Alcohol breweries, alcohol distributors. Alcohol addiction is classified as “health and nutrition.” Bars and
restaurants are classified as “dining and drinking.”

Remote access administration

Remote access users

Web URL content filtering Deny Entertainment Details or dis'cussior? of films; music and bands;televisionl; celebrities and fan websites; entertainment
SR 0 0 020202020200 news; celebrity gossip; entertainment venues. Compare with the “arts” category.
Service configurations ] - . . ]
Den Sports and All sports, professional and amateur; recreational activities; fishing; fantasy sports; public parks;
Support Y recreation amusement parks; water parks; theme parks; zoos and aquariums; spas.
Sexually explicit text or depictions. Includes explicit anime and cartoons; general explicit depictions; other
Deny Pornography fetish material; explicit chat rooms; sex simulators; strip poker; adult movies; lewd art; web-based explicit
email.
Social . )
Deny networking Social networking.
Deny Sex education Factual websites dealing with sex; sexual health; contraception; pregnancy.
Deny Dating Dating, online personals, matrimonial agencies.

Material of a sexually violent or criminal nature; violence and violent behaviour; tasteless, often gory
Deny Extreme photographs, such as autopsy photos; photos of crime scenes, crime and accident victims; excessive
obscene material; shock websites.

Casinos and online gambling; bookmakers and odds; gambling advice; competitive racing in a gambling
context; sports booking; sports gambling; services for spread betting on stocks and shares. Websites

Deny Gambling dealing with gambling addiction are classified as “health and nutrition” Government-run lotteries are
classified as “lotteries”
Deny Esgijxual Nudism and nudity; naturism; nudist camps; artistic nudes.
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Overview
Buying internet VPN
Setting up your site

Managing your service
If your service isn't working, first check if the site device’s serial number has been

Remote access administration . . . . . .
entered correctly in the portal under Devices, and if the site device lights are on.

Remote access users

Web URL content filtering If your service is still isn’t working, click on the Support link You can log an incident or if your issue is urgent,
Support from the Dynamic Network Portal, which will take you to the contact your Managed Service Desk via email at
Cloud Services Portal support page. cloudservicessupport@online.telstra.com.au or call
1800 620 345 and quote your subscription ID.
Senvices We're available 24/7.
B MWN S v Please have the following information ready when
P you contact us:
6: 2 » What has changed since the last time it worked?

« Has the service worked before? Or is this a new service?

» What is the problem related to? For example, site device set
up or remote access

« Subscription ID - you can find this in the Dynamic Network
section of the Cloud Services Portal. See below.

« Site Device Serial Number (SN) — you can find this on the
back of your site device(s)

Support Link via Dynamic Network Portal

( CLOUD SERVICES PORTAL ‘Select subscription: | Telstra Cloud Services:1643012[V] Logout

( CLOUD SERVICES PORTAL Telstra Gl 1643012[%]  Logout
Support Users Dynamic Network: Home Cloud Direct Connect™
Intomet VPN Manage
S U PPU RT Plan: Premium Bandwidth: 50Mb/s
Subscription ID: 1643013 Device: 1
Library Request support General enquiries Plan: Enhanced
Intemet VPN User Guide For fault reporting and technical support % Call 1800 620 345
‘We're available 24/7
gy i ‘ % Email
Intemet VPN knowledge articles AR . . .
> Track your incidents Dynamic Network Page in Cloud Services Portal

Fekta Koiedds A cles For urgent requests call 1800 620 345

(option 1). We're available 24/7.

Support Page in Cloud Services Portal



mailto:cloudservicessupport%40online.telstra.com.au?subject=

Support
Welcome to the internet VPN user guide

Overview

Buying internet VPN

U tOG AN INCIDENT
Setting up your site

Telstra Service Connect = Log an incident
Managing your service

— (1) If your issue is urgent or high priority, please call your Managed Service Desk on 1800 620 345
Remote access administration

Remote access users

. | This incident is affecting
Web URL content filtering b_More information

Support

| Briefly describe your issue:
|A major site at 400 George Street, Sydney is dowm. My service iption ID is 1642400

| What impact is this issue having?
This is inny ing mudtiple le e

| Product or Service:

| Technology or Models :
Telstra Internet VPN Subscription v

Select the affected item:

(I

Optional Information

| Additional inf tion or steps to reproduce the issue:

¥ More information

EH

Device at ...

Attach a file (eg. screenshot) Attach
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