
WEB PROTECTION  
AND OPTIMISATION  
SERVICE

It’s essential to ensure these websites are protected from  
criminal activity that could slow response times, or limit availability. 
Your customer experience can also be improved by automatically 
ensuring content is accessed from servers that are nearest to  
the end-user.

How we can help

We can assist you to design, develop and deploy a Web Protection 
and Optimisation solution suitable for your organisation, improving 
both content delivery and security of your web assets.

With this service, we can route your web traffic through the cloud,  
to detect and block malicious traffic and denial of service attempts, 
while optimising legitimate traffic through load balancing and 
cached delivery methods. 

We can also provide ongoing management of your new web 
protection solution. Our experts will proactively monitor your web 
assets for service impacting security issues, then raise tickets for 
escalation through the Telstra Security Services (TSS) portal which 
you will have visibility of. 

Your organisation’s websites may be crucial to provide products  
and services to your customers. So you need to fully secure your  
web assets, without compromising your business-critical online  
user experience and website availability. 

Key benefits

• Malicious traffic is blocked quickly and effectively.

• Accelerates legitimate traffic for maximum 
responsiveness.

• Optimises server according to geographic location  
of the end-user.

• Choose from Self Managed or Telstra-managed 
service.



What you do What we do What you get

Provide required business and technical 
information, as requested by our experts. 

We’ll work closely with your key stakeholders, 
which includes: 

• assigning a consultant to assess your  
needs and tailor your solution

• designing, building and implementing  
your service

• monitoring your service and act on  
security events.

• Comprehensive website security services, 
including:
 - defence against application layer attacks 
such as SQL injection, cross-site scripting 
(XSS), remote file inclusion and illegal 
resource access

 - protection from volumetric and application 
level attacks

 - further layers of authentication to login pages 
or sensitive areas of any web application.

• Optimisation of your website performance, 
including:
 - identification of frequently used resources, 
so they can be accessed directly from servers 
close to the user 

 - balanced distribution of traffic loads 
between web servers, to streamline the 
response to end user requests.

• Highly customisable service that can include 
further software; system design, operation and 
management as required.
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Security Consulting services and more

We focus on measurable outcomes and business process 
enhancements, and can offer you the most complete range  
of end-to-end lifecycle Security Consulting services, including: 

• Risk and Health Assessment

• Strategy and Planning 

• Architecture, Roadmap and Compliance 

• Business Continuity and Resilience.

This industry-leading range is just part of a much bigger  
picture. We can also help you across a broad portfolio of  
consulting services, covering multiple aligned domains.  
These include Cloud, Networks, Collaboration, Contact Centres  
and many others. Our team will take into consideration your 
business strategy, and your wider technology environment.  
Telstra offers you the best of all worlds – highly skilled people  
and a rich portfolio of services, delivered on our world-class  
mobile and fixed networks. 

For more information on Security Services visit  
telstra.com.au/content/dam/tcom/business-enterprise/ 
security-services/pdf/security-consulting-capability-statement.pdf 

Engagement process

RECOMMENDANALYSEASSESSDISCOVER

The spectrum device and ™ and ® are trademarks and registered trademarks of Telstra Corporation Limited, ABN 33 051 775 556.

 contact your Telstra account executive 
  telstra.com.au/business-enterprise/solutions/security-services/ 

security-consulting

Telstra delivers end-to-end value
As a leading service provider, we’re ideally positioned to meet your end-to-end ICT requirements – through access to skilled professionals, cutting-edge 
capabilities and proven methodologies. No wonder we provide our cross-domain experience and ICT solutions to 200 of the top 500 global companies.

Experience Specialised Best practice End-to-end

Consulting Services
• We have over 900 people,  

Australia-wide.

• Our consultants are qualified  
with all major certifications  
and accreditations.

• You get the very best help in 
understanding, managing and 
reducing business risk. 

Professional Services
• We provide industry-specific  

and domain-specific expertise.

• We give you access to guidance  
and technical design from a deep 
pool of specialised talent.

• You get solutions tailored 
specifically to your business 
requirements.

Project Services
• All work is aligned with  

major quality and performance 
standards.

• We’ll ensure you get ICT project 
planning using best practice 
methodologies, governance  
and processes.

• Your projects are delivered  
on time, and on budget.

Integration and Managed Services
• You’ll get peace of mind from  

start to finish.

• We make sure that both simple  
and complex services will be  
truly integrated from end-to-end.

• You get the best chance of 
achieving true business 
transformation.
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