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of Australian organisations 
surveyed detected a business 
interrupting security breach 
during an average month

Ransomware and  
phishing continue to rise 
in Australia – in 2015 
phishing increased by 

In 2015, the number of mobile 
malware instances increased  
by almost 50 per cent in the  
first quarter alone.

Organisations that 
attribute responsibility 
to C-level or business 
line managers and 
conduct frequent  
cyber security  
briefings are better 
positioned to handle 
security incidents.

23.7%
29%

Connectivity comes with tremendous benefits –  
but it also comes with risks that you need to manage

• Successful businesses already manage complex risks today.  
However as the technology required to run your business evolves,  
so does the volume and complexity of threats against it. 
Telstra Security helps business to effectively manage risk 
and enable business growth in the world of cyber

• By working with an organisation with a strong partner-network,   
one that oversees and protects the largest network in Australia,  
you can accelerate your journey to building a smarter, stronger 
and more effective cyber-security posture.

• Called a ‘hothouse of talent’ by the Australian Financial Review, 
Telstra is at the forefront of cyber-security. Leverage our knowledge 
and expertise, and help keep global cyber-threats in check.

Managing risk in  
a connected world

Telstra Cyber Security Report 2016
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Telstra understands that cyber security is complex and there is not a 
single solution that will combat all security challenges. It’s not just the 
technology, but the people using it. That’s why we developed the Five 
Knows of Cyber Security. Ask yourself each of the five questions below 
to see if your business is at risk.

Know the value of your data
You need to know what value it has, not just for your organisation and customers  
but also the value to those who may wish to steal it. All data has value to someone.

Know who has access to your data
You need to know who has access both within an organisation and externally, 
like who has ‘super use’ admin rights in your organisation and within your trusted 
partners and vendors.

Know where your data is
You need to know where your data is stored. Is it with a service provider? Have they 
provided your data to other third parties? Is it onshore, off-shore or in the cloud?

Know who is protecting your data
You need to know who is protecting your valuable data. What operational security 
processes are in place? Where are they? Can you contact them if you need to?

Know how well your data is protected
You need to know what your security professionals are doing to protect your 
data 24/7. Is your data being adequately protected by your employees, business 
partners and third-party vendors who have access to it?

Are you 
at risk?
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Our four pillars of cyber-security provide a  
solid foundation on which to build confidence  
in an ever-changing threat landscape.

Advise 
Consulting 

Expert resources to help you assess and mitigate risk.

We can work with you to design customised solutions 
built specifically to suit your digital environment.  
With our expert resources, which include over 30  
senior security consultants, and extensive consulting 
capabilities, including acquisitions like Bridgepoint, 
we can assess your high-level security posture while 
managing and mitigating business security risk.

Protect
Managed Services

Safeguarding your assets with our  
extensive range of managed solutions.

Let us help you build digital trust with your customers, with 
the backing of our extensive range of security services and 
solutions. Strengthen your security posture, proactively 
manage incidents, and extend the security capabilities 
within your organisation. We have comprehensive offerings 
across all verticals, from one-off infrastructure services to 
fully managed outsourced environments – all designed to 
deliver seamless business outcomes.

Design
Professional Services

Customised solutions built specifically  
for your environment.

Telstra has over 40 senior security personnel,  
here to help you shape a broader strategic response 
to cyber risk. We can understand your current 
capability and build appropriate strategies, 
architectures, solutions and services for your 
environment, as well as managing deployment.

Analyse
Intelligence and Analytics

Know your adversary with deep insights  
into the threat landscape.

Our security solutions and services are underpinned by 
world-class security operations capabilities, providing  
you a broader and deeper view of the threat landscape.  
In a single year, Telstra investigates over 3,500 major security 
events, with over 3,000 security services under management 
at any given time.  Our T4-certified Security Operations 
Centre gives organisations the confidence to transform their 
business processes through digital technology.

How we help protect  
you from cyber-threats
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World-class security 
operations

Including the Telstra 
Security Operations 
Centre and our Global 
Operations Centre – 
overseeing our  
entire network.

Security intelligence 
with end-to-end 
visibility

With an end-to-end 
view of our own vast 
network, giving us a 
more expansive view 
of the entire threat 
landscape to counter 
emerging threats.

24/7 proactive 
monitoring

So we can detect most 
issues before they 
become issues – and 
act just as rapidly.

More partners,  
more protection

With Telstra, you’re 
connected to a 
larger team of expert 
partners, who stand 
with you against 
online threats across 
the board.

We’re committed to helping you  
build digital trust with your customers  
through delivery and operational excellence.

What sets 
us apart?

Comprehensive 
solutions

Trusted 
advisors

Security 
facilities 

and people

Integrated 
security 
services

Systems  
tools

Security 
portals and 
dashboards

People

S
ystems Pro

ce
ss

Security  
operational  
intelligence

Security accreditation  
and compliance

We have the skills and expertise 
to help you attain ISO 27001 
certification, giving you the 
confidence to realise and optimise 
opportunities in the digital age.
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For more information 
talk to your Account Executive

 telstra.com/enterprisesecurity
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