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The internet presents a world of social 
connectivity, economic growth and 
endless opportunities to innovate.  
These endless opportunities are  
brought to life when combined with the 
ubiquitous nature of cloud computing, 
mobility and apps. 

This rapid rate of technology evolution  
has fundamentally changed the nature  
of telecommunications service  
providers such as Telstra. As traditional 
business models are being disrupted 
by digital entrants to the market, the 
role of the telco has moved to becoming 
a business partner in accelerating 
digital adoption and collaboration 
between employees, suppliers, and most 
importantly customers.

There are some, however, that use this 
rapidly changing technology landscape  
to do harm. These can be individuals, 
issue-motivated groups, cyber criminals 
and nation states. All of these groups 
present a cyber threat. 

The cyber threat is not new. Cybercrime 
is just crime. Cyber espionage is just 
espionage. Cyber hacktivism is just 
activism and protest. So while the threat 
itself isn’t new, cyberspace allows crime, 
espionage and protest to happen at a pace 
and scale that is unprecedented. 

People have long understood the  
physical threat. Cyber threat is intangible, 
and cyberspace is young. Collectively, 
people are yet to understand the 
intangible nature of the threat. Unless an 
individual or organisation has suffered a 
significant breach, it is often not clearly 
understood and not yet embedded in our 
corporate DNA.

The cyber threat is significant and a 
matter of global importance. It can affect 
individuals or organisations, including 
businesses and governments. For 
organisations, the loss of valuable data, 
such as intellectual property or sensitive 
commercial information can severely 
damage reputations and impact their 
ability to achieve business objectives.

This report aims to share our knowledge 
and insights about the cyber security 
risks Australian organisations face. 
It also offers useful guidance on how 
organisations can better detect and 
mitigate this risk. 

There is no single security product or 
technical solution to make the cyber 
threat disappear. However, our key 
message is for Australian organisations 
to recognise the rapidly changing digital 
landscape and business dependency on 
data; know the value of your data, where 
it is, who has access and who is watching 
it; and your ability to respond should that 
data be compromised.

It is our hope that this information  
will improve awareness about the  
nature of the cyber threat and help  
your organisation in making vital cyber 
security decisions to reduce the cyber 
security threat.

Mike Burgess,

Chief Information Security Officer 
Telstra Corporation Limited

John Ieraci, 

Director Security Practice 
Telstra Corporation Limited
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*Note: Others include training, 
construction, wholesale, professional 
services, media, security, legal, distribution, 
pharmaceutical, charity, travel, agriculture, 
hospitality, non-government healthcare, 
engineering, and energy storage.

WHAT IS YOUR ROLE OF RESPONSIBILITY 
WITHIN YOUR ORGANISATION?

WHAT INDUSTRY BEST REFLECTS  
YOUR ORGANISATION’S BUSINESS?

HOW MANY EMPLOYEES WORK  
WITHIN YOUR ORGANISATION?

METHODOLOGY

The report draws on analysis of  
security event data gathered from  
Telstra infrastructure, security products 
and third-party security partners.  
In addition, Telstra engaged a research  
firm to interview professionals  
responsible for making IT security 
decisions within their organisations.

Telstra engaged with Frost and Sullivan to 
understand the security market dynamics, 
particularly the drivers, restraints 
and adoption trends facing Australian 
organisations. The research firm’s 
telephone interviews and online surveys 
harvested more than 350 responses.

C-level executives including Chief 
Executive Officers, Chief Financial 
Officers, Chief Information Security 
Officers and Chief Security Officers 
accounted for 38% of respondents.  
The remainder were in IT security 
managerial roles. 

Just over 40% of respondents  
worked for organisations employing  
more than 500 people. 

Over 70% of respondents worked  
for organisations with more than  
250 employees. 

Executives from the Oil and Gas, 
Government and Public Sector, 
Manufacturing, Logistics and Transport, 
and Mining industries accounted for  
40% of those surveyed.

The survey results carry a sampling  
error of +/- 5%.

25.3% IT & Security (management)

23.8%  IT & Security (operations,  
 administrators, other)

21.6%  CEO/CFO/COO

17%  CTO/CIO/CSO/ CISO

8.1% IT Governance, Risk &  
 Compliance

4.7% IT Security  
 Architecture & Design

23.4% IT & Technology

19.7% Mfg, Logistics & Transport,   
 Resources & Utilities

15.3% Government & Public Sector 
 (Education, Health, etc)

13.8% Retail & Consumer

11.9%  Others*

10.9%  Banking, Financial Services  
 and Insurance (BFSI)

2.8%  Oil & Gas

2.2% Mining

40.9% More than 500 employees

30.6% 200 to 500 employees

28.4% 50 to 250 employees

0.0% Less than 50 employees

Telstra’s Cyber Security Report 2014 is the company’s  
first annual survey aimed at uncovering the pressures and challenges 
facing IT security professionals and the organisations they protect. 
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2007 may seem like just another year,  
but for your business – and every  
other – it was massively significant.

Why?

Because that was the year in which the 
first smartphone launched. In just seven 
years since, everything has changed. You 
and your customers now interact in a 
myriad of ways that didn’t exist a decade 
ago, from almost anywhere on Earth.

More changes of that magnitude  
are on the way. 

The impact of those changes will be 
profound, but they’ll bring with them  
new security challenges that every 
Australian organisation will need to 
face. Doing so will often require new 
approaches and ideas.

One thing that won’t change is that 
security is a business imperative.  
Every organisation must realise that 
security risks are risks to their operation 
and often their survival.

Understanding the security landscape  
and the exposures it creates must be built 
in to your business model and strategies.

Start formulating your plans by defining 
the information that matters most, then 
prioritising its protection.

Don’t do this out of fear: do it because 
good preparation creates competitive 
advantage. Prepare well, by educating 
everyone in your organisation about the 
risks they can control, and the actions 
that can make a difference by protecting 
operations and your brand.

Telstra’s research detected a tricky 
balancing act going on inside  
Australian business. Most feel  
unready to respond to a security  
incident, but also feel they have the right 
level of security and are uncomfortable 
increasing their security budgets.

These findings are a typical business 
challenge: it is hard to know just when 
extra investment in capability will pay off. 
It’s harder still to shift compliance-related 
efforts into value-adders.

Make better informed decisions about 
security spend in your organisation  
by keeping abreast of the threat 
environment. We suspect it won’t take long 
before it becomes easy to find some extra 
security investment!

OVERVIEW OF REPORT

OVERVIEW STATE AND APPROACH  
OF SECURITY IMPACT OF SECURITY
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Technology becomes more important to 
business every day. But the technologies 
that currently make the biggest difference 
– like Cloud Computing, Big Data and 
Mobility – also increase your exposure to 
security incidents.

Criminals know this and work to develop 
sophisticated attacks aimed at enriching 
themselves by hurting your balance sheet 
and your reputation.

This report shows that criminals  
often succeed: 41% of respondents 
reported having a security incident  
in the last three years.

Don’t give in: develop policies, implement 
tools, conduct audits and subject your 
organisation to outside scrutiny to ensure 
you can make the most of new technology, 
instead of being left behind out of fear.

As information technology is now  
the key tool for doing business,  
knowledge about how to secure it is  
now one of the key skills that is required  
of business leaders.

That’s a big change. Not long ago technical 
expertise was the main qualifier for 
security leadership.

Community and financial stakeholders 
now expect better leadership on security 
and demand it starts at the top and 
persists at all stages of planning and 
execution to prevent financial loss or other 
damage to organisations.

Leaders must rise to the challenge and 
change corporate culture to ensure 
security investments are considered 
early, often, and at the highest levels of 
an organisation. They must then ensure 
security investments deliver what the 
business needs including assurances of 
safe operations, and brand protection.

This is a new style of leadership but 
also one that will deliver the alignment 
between security investments and 
business objectives that 80% of 
respondents to this research said  
they expect.

As we noted at the start of this section,  
in only seven years the smartphone has 
changed the world in profound and  
wide-reaching ways.

Expect that pace of change to continue, 
but realise the positive changes will be 
accompanied by new threats to the way 
you do business.

The tools and practices you used to defend 
your business before the iPhone needed 
to change once smartphones became 
ubiquitous. And the tools and practices 
you develop now will also need to change 
to meet the challenges of the future.

SECURITY THREATS A NEW APPROACH TO SECURITY
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 “AS THE WORLD IS INCREASINGLY 
 INTERCONNECTED, EVERYONE 
 SHARES THE RESPONSIBILITY  
 OF SECURING CYBERSPACE.”
Newton Lee, Counterterrorism and Cybersecurity:  
Total Information Awareness
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THE SECURITY 
THREAT 
 LANDSCAPE 
 IN AUSTRALIA 
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Computer hacking was once primarily 
a pastime for mischievous technology 
enthusiasts. Occasionally, one or two 
that were particularly determined to 
embarrass law enforcement authorities 
or companies would achieve celebrity 
status, and were the subjects of several 
Hollywood biopics.

However, hacking is less about fame these 
days, as criminal elements have since 
recognised the potential for financial gain 
from malicious attacks on IT systems and 
networks. Even some nation states appear 
to recognise the potential to weaponise 
malware, while the world’s intelligence 
forces quietly engage in cyber warfare 
around the clock.

Those criminals are highly organised  
and exploit a range of methods for  
gaining entry to an organisation’s IT 
systems, often unleashed in sophisticated 
and sustained attacks, rather than a 
single incident. These multi-phase attacks 
have come to be known as “advanced 
persistent threats” (APTs).

They can include traditional attacks via 
rootkits (which take over administration 
rights on a computer) and zero-day 
vulnerabilities (previously unknown 
weaknesses in computer applications), 
which are constantly refined to avoid 
detection – but by far the most persistent 
threat is phishing. 

Phishing attacks often begin with an 
authentic-looking email from a trusted 
organisation or person, which manipulates 
the recipient to unthinkingly access a 
malicious link. As an opening salvo, an 
innocuous email carrying a malware 
payload can be remarkably effective.

Executives like Chief Financial Officers 
(CFOs) who have access to sensitive 
information might be targeted with  
an email about their hobby.

For example,criminals may learn about 
the hobby from holiday snaps posted to 
social networks: shots of a CFO skiing 
make an email about new skis a good 
start. Once the CFO clicks the email, it 
downloads malware to his or her PC. That 
malware may have a simple purpose: to 
learn the password and user ID the CFO 
uses to log in to the general ledger.

A few days after the end of the company’s 
next quarter, criminals will quietly  
log in to the general ledger and copy  
quarterly results and then sell that  
data to unscrupulous investors  
looking for an edge.

Once an executive PC is compromised 
it could become a launching pad to 
spread malware inside an organisation, 
siphoning processing power from dozens 
or hundreds of business PCs put to work 
on criminal activities. 

Those activities could include distributed 
denial of service (DDoS) attacks that  
flood their targets with so much traffic 
they crash. Anyone who has struggled 
to log into a ticketing website at the 
appointed ‘on sale’ time will be familiar 
with the downside of sudden and massive 
spikes in (albeit legitimate) traffic to a 
single website. Now picture that kind 
of flood of traffic being unleashed by 
a vast army or botnet of compromised 
computers as an offensive weapon 
against your corporation’s website or 
online service provider. 

Criminal gangs aren’t the only groups 
organising their members into attack 
squads to take down corporate targets. 
Some social and political activists now 
channel their protest efforts online and 
these so-called ‘hacktivists’ see their 
digital campaigns as a legitimate form  
of social protest.

For instance, iDefense, Verisign Inc’s 
Cyber Threat Intelligence business, 
recently noted in a report that allegations 
of corruption and environmental 
recklessness spurred hacktivist activity 
against Brazil’s government. Similarly, it 
reported that disillusionment with the oil 
and finance industries’ labour practices 
led to cyber-attacks against governments  
and businesses in Saudi Arabia and  
the United Arab Emirates.

Australia’s public and private 
infrastructure has also been attacked 
by hacktivists. In 2009, cyber attackers 
defaced the website of the Federal 
Government’s classification board in 
protest to plans to introduce internet 
filtering legislation. In 2012, hacktivists 
stole and published data held by 
an Australian telecommunications 
organisation to protest proposed new 
national security laws. 

In short, modern cyber attackers 
are frequently well resourced, highly 
organised and determined. This is 
becoming evident by the increasing 
sophistication of their attacks. 

Taking all these factors into consideration 
some believe we’ve entered an era where  
cyber crime will be more commonplace.

The cyber security outlook for Australian organisations, 
and indeed all organisations around the world, has never 
been more challenging. 

   Cyber Security Report 2014  09



01
CHARACTERISING THE 
STATE AND APPROACH  
OF SECURITY  
IN AUSTRALIAN 
ORGANISATIONS TODAY

• Check to see if your security 
posture aligns with your business 
needs. For example, have you 
designed security to protect 
entire business processes, or  
just the pieces of infrastructure  
that deliver them?

Defining policies that govern  
cyber security best practices is 
essential to the health and well 
being of your organisation. 

The majority (more than 80%) 
of surveyed organisations 
report an alignment between 
their security posture and their 
business objectives. In turn, by 
viewing security from a business 
perspective, security practitioners 
are increasingly forced to 
operationalise the business impact 
arising from security threats.

Respondents from smaller 
organisations indicate a higher 
business and security alignment, 
while mid-sized organisations 
indicate a lower alignment 
(particularly in the area of corporate 
security infrastructure, technology 
and controls).

Actions

ALIGNMENT OF SECURITY  
AND BUSINESS FUNCTIONS

The central role the internet has come 
to play in our daily lives means more 
Australians are now aware of digital 
issues than any before. 

What were once considered esoteric 
topics of interest to a handful of specialist 
publications are now firmly on the 
mainstream media agenda. 

This is particularly true of IT security 
stories. Incidents of malicious hacking, 
massive data leaks and theft, and 
electronic fraud regularly make headlines 
because today’s technology makes 
everyone a target. Public policy has 
tracked this shift, leading to robust debate 
about digital security and louder calls for 
tougher legislation. 

For instance, in 2007 the United  
Kingdom’s Information Commissioner, 
Richard Thomas CBE, forced senior 
executives of banks to take personal 
responsibility for enforceable 
undertakings after a series of high-profile 
security breaches. In Australia the federal 
privacy regulator has been given powers, 
for the first time, to fine companies up to 
$1.7 million for privacy breaches. 

And in the US in early 2014 Target CEO 
Gregg Steinhafel stepped down after 
hackers managed to steal private  
financial and personal details of  
70 million people held in the  
corporation’s databases in late 2013. 

It’s perhaps not surprising then that 
Australian organisations are starting to 

conduct their affairs in a manner more 
cognisant of data security. For instance, 
our security research revealed that CEOs, 
CFOs and COOs are now involved in the 
final stages of deciding on IT security 
spending in 84% of the companies we 
surveyed. In a further 71% of cases CTOs 
and CIOs are involved in those decisions. 
This is because IT security breaches are 
having a greater impact on business 
continuity and reputation.

As a further indication of the growing 
concern over data security, 50% of 
organisations we surveyed said that  
they start thinking about it in the early 
phases of new IT projects. Still, that  
leaves a lot of organisations that are 
treating it as an afterthought.

There has also been a major shift  
in the way that organisations think  
about IT security. Traditionally, IT  
security professionals have adopted  
a credo that made prevention their sole 
aim. In recent years this has shifted 
to accommodate the reality that IT 
security systems are imperfect and to let 
remediation in to the discussion. Almost 
70% of organisations we surveyed agreed 
that there was no such thing as foolproof 
IT security and that detection was just as 
important as prevention.

That has led to the adoption of holistic 
approaches to tackling IT security.  
Organisations are no longer asking if they 
will be attacked but when — and what 
they and their service provider can do.
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UNDERSTANDING ALIGNMENT 
OF SECURITY POSTURE  
WITH BUSINESS NEEDS

1.1

84
%

83
%

78
%

81
%

87
%

85
%

79
%

78
%

50 to 250 employees

250 to 500 employees

More than 500 
employees

Corporate security IT process and incident reporting

Corporate security resourcing and staff

Corporate security infrastructure technology and controls

Corporate security governance and policy

Not aligned

Rarely aligns

Somewhat aligns

Completely aligns

Actions

% OF RESPONDENTS 
AGREEING AND  
STRONGLY AGREEING

3%

3%

2%

5%

12%
15%

15%
16%

60%

58%

61%

59%

24%
23%

22%
20%

SECURITY POSTURE ALIGNMENT WITH THE ORGANISATION’S BUSINESS OBJECTIVES

• Review security 
processes, controls, 
policies and governance 
to ensure your regime 
delivers the outcomes 
your business needs.

87
%

Corporate security 
IT processes and 

incident response

78
%

87
%

80
%

Corporate security 
resourcing  
and staff

Corporate security 
infrastructure 

technology and controls 

Corporate security 
governance  
and policy

85%

80%

75%

70%

ALIGNMENT OF SECURITY  
AND BUSINESS FUNCTIONS

   Cyber Security Report 2014  11



Cyber security policies are for everyone 
within your organisation and they need to be 
well documented and coordinated.

• Ensure that your employees read your 
policies and that they acknowledge and 
understand them. This helps enforce the 
importance of these policies and protects 
your organisation against liabilities.

• Make sure your partners and those with 
whom you share information have the 
right policies and procedures in place to 
adequately safeguard your information.

•  Review staff security awareness regularly 
and re-tune educational efforts accordingly

Most organisations rated their security 
controls and policies as effective but 
needing improvement, especially in the 
areas of corporate governance, risk and 
compliance, and end device controls.

However, greater focus is needed 
when implementing security controls 
specifically for an organisation’s 
strategies in the following areas:

• Mobile devices

• Employee security education and 
awareness training

• Incident management and response

• Social media

Very effective (proactive 
to most threats) 

Effective (but needs 
improvement)

Somewhat effective 
(reactive to threats) Do not adequately address

Corporate data usage and policies

Corporate governance,  
risk and compliance strategy 

Network security controls

Cloud or data centre strategy

Employee education and  
awareness training

Incident management  
response and remediation

Social media strategy

End device controls

Wireless or mobile devices strategy

HOW DO YOU RATE YOUR ORGANISATION’S OVERALL IMPLEMENTATION OF SECURITY CONTROLS  
AND POLICIES TO HELP PROTECT AGAINST POTENTIAL THREATS IN THE FOLLOWING AREAS?

Actions

Actions

27%
SOMEWHAT 

AWARE

31%
VERY AWARE

12%
NEUTRAL

24%
SOMEWHAT 
UNAWARE

6%
NOT AWARE  

AT ALL

• Update your current policies and 
strategies to ensure they cover 
particularly social media, mobile 
devices, and employee security 
education and awareness training.

HOW AWARE ARE EMPLOYEES WITHIN YOUR ORGANISATION  
OF YOUR ORGANISATION’S SECURITY POLICIES?

6%29% 45% 20%

3%29%48%19%

6%28%46%19%

11%31%40%18%

18% 41% 35% 6%

17% 49% 29% 5% 

16% 47% 29% 8% 

15% 39% 38% 8% 

14% 44% 34% 7% 

31% of organisations believe that their employees were 
aware of their organisation’s security policies but 69% are 
still not entirely across their organisation’s security policies.
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HOW DO YOU RATE YOUR ORGANISATION’S OVERALL IMPLEMENTATION OF SECURITY CONTROLS  
AND POLICIES TO HELP PROTECT AGAINST POTENTIAL THREATS IN THE FOLLOWING AREAS?

HOW AWARE ARE EMPLOYEES WITHIN YOUR ORGANISATION  
OF YOUR ORGANISATION’S SECURITY POLICIES?

HOW EFFECTIVE ARE IT SECURITY SERVICES IN ACHIEVING  
BENEFITS TO YOUR ORGANISATION IN THE FOLLOWING AREAS?

13% 47% 33% 7%

12% 40% 36% 11%

26% 44% 25% 5%

23% 43% 31% 3%

22% 42% 29% 7%

20% 49% 26% 5%

20% 48% 28% 4%

19% 43% 32% 6%

18% 42% 34% 7%

BUSINESS AGILITY

CORPORATE GOVERNANCE

OPERATIONAL EFFICIENCY

NEW BUSINESS INITIATIVES

EMPLOYEE PRODUCTIVITY

CUSTOMER CONFIDENCE

RISK REDUCTION

COMPLIANCE

COST REDUCTION

Reasonably effective

Slightly effective

Not at all effective

Very effective

• Map your IT security services to 
your risk profile. Fill in any gaps.

Actions

This is at the core of building a corporate culture 
that values cyber security. Your cyber security 
programs, training, tools, and procedures do not 
belong just to one individual or department; they 
are the responsibility of everybody.
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Final signoff 

Final purchase decision

Shortlist Solutions

Evaluate Solutions

Identity needs

Not involved at this stage

CEO/CFO/COO

CTO/CIO or IT director/CSO/CISO

Compliance/Risk director

Department heads/line of business execs

IT managers/IT administrators

Security service providers

End users

External consultants/system integrators

Distributors

ROLE/INVOLVEMENT IN SECURITY DECISION MAKING 

• Give senior executives and business 
leaders responsibilities for security and 
promote better collaboration.

Action

1.2
UNDERSTANDING SECURITY  
APPROACHES AND ATTITUDES BY 
AUSTRALIAN ORGANISATIONS

Adopting a top-down approach
Cyber security has evolved from a 
technical issue to an agenda item in 
the boardroom. Executives need to be 
prepared to understand cyber security 
issues and prevent them from evolving 
into full-scale problems. And this seems to 
be happening.

With IT security incidents having a  
greater impact on business continuity  
and reputation of an organisation,  
C-level executives are being held more 
accountable for the security decisions  
within organisations.

Among the organisations surveyed,  
it was reported that 84% of CEOs/CFOs 
and COOs, and 71% of CTOs and CIOs  
are getting involved in the final stages  
of decision making of IT security  
services spending.

The roles of C-level executives and 
compliance and risk directors are seen  
as having the greatest influence over  
IT security spending.

8%15%21%12%33%51%

11%18%41%18%32%13%

12%22%41%20%19%12%

5%28%53%29%28%12%

13%26%35%27%13%9%

21%31%23%20%13%9%

12%12%38%28%15%8%

29%24%21%18%12%7%

7%14%33%22%41%30%
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ROLE/INVOLVEMENT IN SECURITY DECISION MAKING 

Organisations are no longer passing  
the responsibility of a security breach 
on to the IT department. With threats 
becoming more real and affecting 
organisations beyond IT systems, the next 
generation of CEOs are becoming more 
security conscious and have hands-on 
experience related to the security posture 
of their organisations.

However, some respondents from  
the study indicate that C-level  
executives were not involved in the 
security related decisions mainly due  
to the lack of direction from the business 
and that they did not appear ready to 
handle a security breach.

REPORTING IT SECURITY INCIDENTS

• Ensure senior  
leaders are always 
informed of significant 
security incidents.

• Consider creating an 
executive-level dashboard 
of security performance 
measures that will help 
them make informed 
decision better.

• Invest in special training 
for executives to 
inform how they should 
incorporate cyber security 
considerations into their 
decision-making processes.

Action 1%

of surveyed organisations 
reported only the most severe 
IT security incidents to C-level 
business executives

of the organisations escalated 
prioritised IT security incidents  
to C-level business executives

of the organisations who did not report security incidents to C-level 
executives felt they were not ready to handle the security breaches

Others

14%

54%
31%
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IN WHICH PHASE OF A PROJECT 
IS SECURITY CONSIDERED?

8% AT THE END OF THE PROJECT

2% DO NOT KNOW 

13% AS REQUIRED 

9% IN RESPONSE TO THE PROBLEM 

20% AT THE BEGINNING OF A NEW PROJECT

• Consider security at the beginning of EVERY 
project, and in all other phases too.

Security considerations
Just under half of Australian organisations typically 
first consider IT security services at the beginning or 
during the design phase of the project. 

While this indicates a healthy mindset towards 
IT security among Australian organisations, more 
can be done to further reduce the propensity for 
organisations to treat IT security as an afterthought.

Action

37% of IT security policies are set 
directly by organisations, 4% are 
set by service providers alone, and 
59% are set by a combination of the 
organisation and service providers.

37%

27%
DURING THE 

DESIGN PHASE  
OF A PROJECT 

21%
DURING THE BUILD 

OR IMPLEMENTATION 
OF A PROJECT

16   Cyber Security Report 2014



IN WHICH PHASE OF A PROJECT 
IS SECURITY CONSIDERED?

WHEN ARE IT SECURITY SERVICES TYPICALLY FIRST 
CONSIDERED WITHIN YOUR ORGANISATION?

of respondents in the Banking, Financial 
Services and Insurance industries first 
considered IT security implications 
during the design phase of the project.

67%

BANKING, FINANCIAL SERVICES AND INSURANCE

IT&T
RETAIL & CONSUMER

MANUFACTURING, LOGISTICS & UTILITIES
OIL & GAS

MINING
OTHERS

GOVERNMENT & PUBLIC SECTOR

2% 1%
During the design phase of a project

At the beginning of a new project 

During build or implementation of a project

As required

In response to the problem

At the end of the project or initiative

Do not know

67%

11%

11%

11%

34%

29%

9%

3%

20%

3%
3%

34%

25%

16%

16%

7%

33%

16%

5%

21%

21%

5%

22%

16%

6%

8%

33%

8%

6%

20%

20%

8%

13%

23%

15%

14%

29%

14%

29%

14%

18%

21%

13%

18%

21%

8%

• Align security to a framework or industry 
good practice; such as ISO 27001 or 
from a creditable organisation like the 
SANS institute. Consider periodic health 
checks as an informal audit of yourself 
or review of your progress during various 
phases of initiatives.

Action
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21%

43%

29%

5%

28%

40%

24%

7%

WHAT WAS THE USUAL RESPONSE  
OF YOUR ORGANISATION TOWARDS  
THE SECURITY INCIDENT?

• Develop a plan that delivers swift and 
comprehensive response to incidents.

• Ensure that you have a means to test 
the effectiveness of your incident 
response plan regularly

Action

Rethinking security – It is no 
longer just about prevention
Attitudes towards security  
are changing, with organisations 
acknowledging that there is  
no foolproof IT security 
framework. The remediation 
required after a security breach 
is also a major concern.

• Move to a risk-based approach. 
Focus your resources and 
investments on what really matters. 
Review your investment decisions. 
Evaluate your capability against 
Protect, Detect and Respond.

Action

Very concerned about 
the remediation action 
required in the event 
of a security breach.

There is no such thing 
as a 100% foolproof IT 
security. Visibility of a 
breach is important.

2%1%

IT security is all  
about preventing 

security incidents. 

Security audit was done immediately 
and resolution was enforced effectively.

Preventative response only.  
No urgent action needed.

Unprepared for the incident and  
urgent action undertaken.

Delayed response to the incident,  
but effective action was taken.

28%
STRONGLY 

AGREE

21%
STRONGLY 

AGREE

26.0%

20.6%

9.9%

43.5%

Strongly disagree

Somewhat disagree

Neutral

Somewhat agree

Strongly agree12%

38%

18%

19%

13%

SENTIMENTS FOR PREVENTION, DETECTION AND REMEDIATION
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If you are the victim of a hacking or cyber 
security incident, consider implementing 
the following checklist that will help protect 
you and your organisation’s interests.

1. Don’t panic. Make sure you gain  
control of the situation.

2. Inform appropriate staff that can  
assist with the incident.

3. Confirm that in fact you have  
been compromised.

4. Verify and lock down all  
your external links.

5. Reset all passwords to systems that may 
have been exposed or compromised.

6. Perform a scan of your environment to 
identify possible suspects or incidents.

7. Assess the damage.

8. Make appropriate notifications.

9. Find out why it happened and who did it.

10. Adjust your defences.

Action

SENTIMENTS FOR PREVENTION, DETECTION AND REMEDIATION

36%
OF ORGANISATIONS 
WERE UNPREPARED FOR A 
SECURITY INCIDENT. THEY 
EITHER HAD A DELAYED 
RESPONSE OR HAD TO 
UNDERTAKE URGENT 
MEASURES TO COMBAT 
THE SECURITY INCIDENT
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HOW MUCH DO YOU AGREE WITH THE FOLLOWING STATEMENTS?

• Ask yourself how you would respond 
to these statements. Make sure you 
adopt a clear strategy for mitigating 
threats suited to your organisation 
and ensure others are aware of this.

Actions

I AM MORE 
INTERESTED IN 
PREVENTING  
ATTACKS THAN 
DETECTING THEM

I AM CONCERNED 
ABOUT THE 
REMEDIATION 
ACTION THAT MY 
ORGANISATION 
SHOULD TAKE IN 
THE EVENT OF A 
SECURITY BREACH 

45% OF  
ORGANISATIONS
Are more concerned with 
prevention than detection

I AM MORE 
CONCERNED ABOUT 
HAVING POLICIES 
AND PROCEDURES 
IN PLACE FIRST 
THAN REMEDIATION 
OF ATTACKS  
WHEN THEY  
ARE DETECTED

I AM CONCERNED 
ABOUT THE 
THREATS THAT 
I DON’T KNOW 

I AM MORE 
CONCERNED ABOUT 
GETTING 80% OF 
KNOWN THREATS 
UNDER CONTROL 
THAN 20% OF 
UNKNOWN THREATS 

2% 2% 2% 4%4%
4%

10% 8%

20%
22% 33%

24% 24%

29%

45%

39% 22% 22%25%

27%

25%

43% 43%

22%

39% OF 
ORGANISATIONS 
are concerned about the 
remediation action that their 
organisation should take in an 
event of a security breach

> STRONGLY AGREE > SOMEWHAT AGREE > NEUTRAL > SOMEWHAT DISAGREE > STRONGLY DISAGREE

LEGEND
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Australian enterprises are 
increasingly looking at a holistic 
approach to resolving security 
issues – similar to the general 
approach to public health.

1. Prevention – improving overall 
health/security and boosting 
immunity/defences

2. Detection – monitoring  
health regularly to be  
alerted early to any risks

3. Remediation – rapidly  
responding to negative  
health/security incidences.

Organisations are now seeking 
greater assurances from security 
service providers in the event 
of a security incident. 

Given the nature of attacks, they 
are no longer asking if they will be 
attacked, but rather they are asking 
when the attack may happen and 
what actions they should take 
to minimise the impact of any 
single security incident.

THE NEW SECURITY PARADIGM 

PREVENTION DETECTION REMEDIATION

HOW MUCH DO YOU AGREE WITH THE FOLLOWING STATEMENTS?

CUREDIAGNOSIS

THE HEALTHCARE PARADIGM

VACCINATION
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WHAT ARE THE FACTORS DRIVING  
YOUR ORGANISATION’S IT SECURITY  
BUDGET SPENDING? (OVERALL)

Cost and speed of deployment 
are the most common reasons 
for outsourcing IT Security.

Likewise, cost, regulatory 
compliance and internal 
policies and processes are the 
main drivers for the adoption of 
IT security services. 

Cost is the primary driver 
for small and medium-
scale organisations (50-500 
employees) followed by internal 
policies and processes. 

Large organisations see 
regulatory compliances and  
an organisation’s reputation  
as more of a driver than smaller 
organisations.

• Prioritise outcomes, not cost,  
when planning security budgets.

1.3
UNDERSTANDING OUTSOURCING 
STRATEGIES AND IT SECURITY BUDGETS

Actions

WHAT ARE THE FACTORS DRIVING YOUR ORGANISATION’S  
IT SECURITY BUDGET SPENDING? (BUSINESS SEGMENT)

70

60

50

40

30

20

10

0

REGULATORY 
COMPLIANCE

41%
INTERNAL 

POLICIES AND 
PROCESSES

38%
BUSINESS 

TRANSFORMATION

31%

BUSINESS 
CONTINUITY

28% ORGANISATION’S 
REPUTATION

28%

OTHER IT 
SOLUTIONS AND 

SERVICES

8%

OTHERS
0%

COST
62%
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WHAT ARE THE FACTORS DRIVING YOUR ORGANISATION’S  
IT SECURITY BUDGET SPENDING? (BUSINESS SEGMENT)

> COST
> REGULATORY COMPLIANCE
> INTERNAL POLICIES AND PROCESSES
> BUSINESS TRANSFORMATION
> ORGANISATION’S REPUTATION
> BUSINESS CONTINUITY
> OTHER IT SOLUTIONS AND SERVICES
> OTHERS

• Consider the cost of a major security 
incident versus the cost of increased 
security investment. Then, compare your 
security spend to your insurance spend.  
Are you giving the same weighting to 
different risks? 

Actions

Note the chart calculations are based 
on multiple responses per respondent.  
The total may not add up to 100%

 50 TO 500 EMPLOYEES

 MORE THAN 500 EMPLOYEES

60%
49%

34%
31%
31%
28%

11%
1%

64%
35%

41%
25%

31%
28%

6%
0%
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IT security spending is likely to remain 
the same for 61% of organisations. 
The spending is more likely to increase 
for large organisations (more than 500 
employees); and the increase in IT security 
spending is likely to be driven by business 
expansion and greater threat exposure.

Any decrease in IT security spending is 
likely to be driven by budget constraints 
and moving from platform products to 
less expensive IT security services. 

Actions

OVER THE NEXT 12 MONTHS, WILL YOUR ORGANISATION’S IT SPENDING INCREASE?

IN
CR

EA
SE

DECREASE

REM
AIN ABOUT THE SAME

11%
28%
61%

TREND FOR IT SECURITY SPENDING (OVERALL)

LACK OF AWARENESS OF POLICIES 61%

LESS REGULATED AND SLOW IT POLICIES 61%

FASTER TIME TO DEPLOY SOLUTIONS AND SERVICES 57%

FAMILIARITY OF SOLUTIONS AND SERVICES 51%

VENDORS ADOPTING ‘GO DIRECTLY TO THE USER’ SALES POLICY 39%

TO OBTAIN BETTER PRICING 35%

FASTER TECHNOLOGY SUPPORT 33%

OTHERS 14%

SHADOW IT
As business models of organisations continue 
to change, shadow IT is becoming a greater 
issue within organisations for IT procurement 
decisions. This in turn increases the vulnerability 
of the organisation. Service providers can help 
enterprises curb this problem through end-to-
end integrated services.

Actions

MAIN REASONS FOR SHADOW IT ISSUES

Shadow IT is hardware, software 
or IT solutions that are not 
supported by an organisation’s IT 
department. The term often 
carries a negative connotation 
because it implies the IT 
department has not approved the 
technology or doesn’t even know 
that employees are using it.

• Consider new products or services 
periodically as they may provide 
cost benefits in a number of ways 
that include security infrastructure 
consolidation. Make sure your IT 
security spending delivers you the  
best outcomes.

• Seek to understand what problems shadow 
IT is trying to solve within your organisation. 
Then work to facilitate supporting a 
solution. The benefits are worth it.

*The chart calculations are 
based on multiple responses 
per respondent
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DRIVERS
Close to a third of respondents 
indicate that business 
transformation was a key driver  
in adoption of IT security services.

As enterprises embark on business 
transformation projects, the  
“one-size-fits-all” security solution 
mentality is no longer valid as  
they turn to technology to  
re-invent their business models. 
Solutions need to be flexible 
and reasonably fit into an 
organisation’s business objectives.

Actions

OVER THE NEXT 12 MONTHS, WILL YOUR ORGANISATION’S IT SPENDING INCREASE?

DRIVERS FOR ADOPTION OF IT SECURITY SERVICES

AREAS OF IT SECURITY INVESTMENT OVER THE NEXT 12 TO 18 MONTHS

OTHER IT SOLUTIONS 
AND SERVICES 8%

BUSINESS 
CONTINUITY 28%

BUSINESS 
TRANSFORMATION 31%

INTERNAL POLICIES 
AND PROCESSES 38%

REGULATORY 
COMPLIANCE 41%

COST 62%

ORGANISATION’S 
REPUTATION 28%

OTHERS 0%

MAIN REASONS FOR SHADOW IT ISSUES

• Make sure that you are 
correctly aligning the 
adoption of IT security 
services to suit your 
business objectives.

5%

24%

50%

18%

4%

3%

28%

44%

19%

6%

3%

30%

43%

15%

9%

2%

28%

47%

18%

5%

2%

29%

50%

17%

3%

2%

28%

49%

18%

3%

2%

32%

42%

19%

6%

2%

29%

46%

18%

5%

2%

28%

47%

19%

5%

Endpoint 
security

Identity 
and access 

management

Cloud  
security

Governance 
risk and 

compliance

Employee 
security 

awareness 
training

Data  
security

Wireless 
security

Network or 
perimeter 
security

Content 
security

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

Strongly 
agree

Somewhat 
agree

Neutral

Somewhat 
disagree

Strongly 
disagree
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45%
42%

10%

20%

30%

40%

32%

2%

• Assess the cost of employing security  
staff compared to engaging service  
providers. Remember to include the need  
for constant training in your employment 
costs. Ponder also the value that comes  
with outside perspectives.

Cost and data sovereignty are key drivers to 
outsource IT security to a third party services 
vendor for the Oil & Gas industry. The IT & 
Technology and Manufacturing & Logistics 
industries cited speed of deployment as 
important criteria for selecting third-party 
security service providers. 

Actions

 O
TH

ER
S

 L
AC

K 
OF

 IT
 S

KI
LL

S

 S
PE

ED
 O

F 
DE

PL
OY

M
EN

T

 D
AT

A 
SO

VE
RE

IG
NT

Y

 C
OS

T

63%

WHAT WERE THE DRIVERS FOR YOUR ORGANISATION TO OUTSOURCE  
IT SECURITY TO A THIRD-PARTY SERVICES VENDOR?

Note: Others in legend include prefer 
all-in-one expert, separation of 
functionalities, did not outsource, 
and network connectivity speed.

*The chart calculations are based on 
multiple responses per respondent; 
the total may not add up to 100% 
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WHAT WERE THE DRIVERS FOR YOUR ORGANISATION TO OUTSOURCE  
IT SECURITY TO A THIRD-PARTY SERVICES VENDOR?

MORE THAN 500 
EMPLOYEES

250 TO 500 
EMPLOYEES

50 TO 250 
EMPLOYEES

32% 20% 25% 22% 1%

29% 24% 1%20%26%

31% 23% 3%17%26%

31% 31% 23%15%

35% 24% 1%13%28%

35% 29% 24% 12%

39% 23% 18%20%

• Review the cost of  
employing security staff.

WHAT WERE THE DRIVERS FOR YOUR ORGANISATION TO OUTSOURCE 
IT SECURITY TO A THIRD-PARTY SERVICES VENDOR?

Note: Others in the vertical industries include training, construction, wholesale, professional 
services, media, security, legal, distribution, pharmaceutical, charity, education, travel, 
agriculture, hospitality, non-government healthcare, engineering and energy storage. 

Mid-size organisations, with 250 to 500 
employees, cite lack of IT skills as the 
main driver to outsource IT security. 
Large organisations with more than 500 
employees consider data sovereignty  
as a primary driver. 

• Build security capacity with your 
security education plan and look to 
outsource non-core functions.

Actions

Actions

44% 17% 19% 19% 2%

PERCENTAGE OF RESPONDENTS

14%

86%31%

33%24% 34%
42%

24% 30%
46%

29% 32% 40%

BANKING FINANCIAL 
SERVICES AND INSURANCE 

RETAIL AND CONSUMER 

OIL AND GAS 

IT AND TECHNOLOGY 

MINING 

MANUFACTURING  
TRANSPORT AND LOGISTICS 

GOVERNMENT AND PUBLIC 
SECTOR 

OTHERS

Cost Data sovereignty  Speed of deployment Lack of IT skills Others

37%

Note: Others in legend include organisations 
that prefer all-in-one expert, separation 
of functionalities, did not outsource, and 
network connectivity speed.
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Actions

Government  
spying 

16% 6% 43% 8% 27%

Virus  
outbreak 

49% 4% 4%16%27%

Network  
outage 

Denial of  
legitimate access 

22% 12% 16%27% 24%

Human  
error 

20% 39% 6% 8%27%

Theft of  
company data 

22%18% 20% 22% 20%

Others 8% 2% 8% 10%4%

Ready Somewhat ready Neutral Somewhat not ready Not ready at all

33% 10% 14%18%25%

1.4
UNDERSTANDING TECHNOLOGY 
 ADOPTION AND ASSOCIATED 
SECURITY RISKS

DENIAL OF LEGITIMATE ACCESS 

THEFT OF COMPANY DATA 

NETWORK OUTAGE 

HUMAN ERROR 

VIRUS OUTBREAK 

GOVERNMENT SPYING 

OTHERS 

51%
61%

45%
43%
25%
12%
31%

• Focus your defence 
and education 
efforts on the 
areas you feel you 
address least well.

HOW WOULD YOU RATE YOUR LEVEL OF READINESS IN HANDLING EXPOSURE  
TO ANY OF THE FOLLOWING THREATS AS A RESULT OF ADOPTING CLOUD?

WHAT DO YOU SEE AS THE MAIN CONCERN WITH EMPLOYEES  
USING THEIR OWN DEVICES AT WORK?

Note: Others include lack of governance, decreased system performance as a 
result of cloud, general lack of security and costs associated with bandwidth.

Others Include: Lack of 
governance, decreased 
system performance 
of cloud, general 
lack of security and 
costs associated  
with bandwidth.

WHICH OF THE FOLLOWING DO YOU SEE AS POTENTIAL THREATS WITHIN  
YOUR ORGANISATION AS A RESULT OF ADOPTING CLOUD SERVICES?
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Actions

29% Exposing the company  
infrastructure to malware

21% Lack of company  
data protection

18% Lack of control and visibility

8% Impact of lost or  
stolen devices

8% Difficulty in enforcing  
employee compliance

8% None of the above

6% Difficulty in providing  
IT support to personal devices 

2% Loss of access or control/  
management of devices

29% of organisations feel 
that employees using 
their own devices at work 
exposes the company 
infrastructure to malware, 
and 21% are concerned 
with lack of data protection.

Although 61% of the 
respondents cite theft 
of company data as a 
potential threat, still 42% of 
respondents believe their 
organisations are not ready to   
respond to theft of company 
data stored in the cloud.

Actions

HOW WOULD YOU RATE YOUR LEVEL OF READINESS IN HANDLING EXPOSURE  
TO ANY OF THE FOLLOWING THREATS AS A RESULT OF ADOPTING CLOUD?

WHAT DO YOU SEE AS THE MAIN CONCERN WITH EMPLOYEES  
USING THEIR OWN DEVICES AT WORK?

• Identify the risks associated 
with adoption of cloud 
services and work with the 
provider to address these 
via solutions or processes. 
Seek independent advice  
if required.

• Consider mobile device 
management products and 
services, an emerging class 
of product that improves the 
security and manageability 
of mobile devices.

WHICH OF THE FOLLOWING DO YOU SEE AS POTENTIAL THREATS WITHIN  
YOUR ORGANISATION AS A RESULT OF ADOPTING CLOUD SERVICES?
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THREAT FREQUENCY:

Understanding the impact of security 
breaches on organisations and the 
economy has traditionally been  
something of a dark art. That’s not 
just because it includes intangibles 
such as brand and reputation damage. 
Traditionally, organisations have been 
reluctant to reveal security breaches  
for a number of reasons, some of them 
quite legitimate. 

Several governments around the  
world, including Australia’s, have 
considered introducing laws to make  
it mandatory for data breaches to  
be reported to consumers.

We have attempted in this report to  
offer a practical assessment of the  
impact that security breaches are  
having on Australian organisations. 

We found that nearly a quarter of all the 
organisations we surveyed had suffered 
some kind of business interruption due 
to an IT security breach during the last 
12 months. When that time frame was 
stretched to five years the figure climbed 
to nearly 60%. Furthermore, 41% of 
organisations reported that they had 
detected a major security breach in the 
last three years. When broken down by 
industry, IT and telecommunications, oil 
and gas, and government emerged as the 
sectors that had most frequently detected 
major breaches over that time frame.

However, even those figures tend to 
understate the scale of the challenge 
with which organisations are grappling. 
The majority of Australian organisations 
we surveyed reported that they detected 
some sort of attempt to breach their IT 
security on a weekly or monthly basis. 
Notably, every mining company we 
surveyed said such incidents were a 
weekly or monthly occurrence. In the case 
of the oil and gas industry, and the retail 
sector, 75% and 67% reported detecting 
incidents just as frequently.

Perhaps one of the most concerning 
of the survey’s findings is that of those 
organisations that had experienced some 
kind of breach in the last three years, 15% 
didn’t know how it happened.

In cases where the organisations did 
know the source of the incident, email-
borne viruses were by far the most 
common, accounting for 45% of them. 
The survey also revealed that the incident 
was 3 times more likely to be caused 
by a malicious employee (27%) than an 
external cyber attacker (9%). However, 
38% of organisations reported that 
their most recent attack was due to 
cyber-crime, with viruses accounting for 
31%, suggesting malicious hackers are 
becoming more active.

As a sign of growing public interest in 
digital security, the organisations we 
surveyed perceived reputational damage 
(22%) as the greatest business risk  
they faced due to security breaches, 
alongside productivity loss (22%) and 
financial loss (21%). Loss of sensitive  
data wasn’t far behind at 20%.

However, there is a disconnection between 
the perception and real world experience. 
When those organisations that had 
experienced a breach were asked which 
areas of their business suffered the 
greatest impact, 42% pointed to their  
IT systems and critical infrastructure. 

Business process and continuity came  
in second with over 19% of organisations 
nominating it as the most disrupted 
ahead of sensitive data loss as third 
(14.5%). About 5% experienced significant 
financial losses due to the breach.

Understandably, levels of anxiety across 
the board are high. Among organisations 
that both have and have not experienced a 
security incident, over 80% perceived their 
readiness to respond to and mitigate an  
IT security breach as inadequate.

02
 THE IMPACT  
OF SECURITY  
ON AUSTRALIAN 
ORGANISATIONS

Major security incidents hit 
4 out of 10 organisations: 
41% of respondents have 
had a major security 
incident in the last 3 years, 
with the hardest-hit 
organisations operating in 
the IT & Technology, 
Government & Public Sector 
and the Oil & Gas industries.
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THREAT FREQUENCY: FREQUENCY OF ORGANISATIONS RESPONDING TO OR DETECTING MAJOR IT SECURITY INCIDENTS

2.1
IMPACT OF SECURITY 
INCIDENCES 

Daily

35

30

25

20

15

10

5

0
Weekly Monthly Quarterly Half-yearly Yearly

THREAT FREQUENCY IS HIGH: 
Most Australian organisations detect 
IT security incidents weekly or monthly. 
Telstra’s research found that the most 
vulnerable organisations are operating in 
the IT, Public Sector, Oil & Gas, Finance 
industries. 24% of the respondents 
encountered a business interruption as 
a result of an IT security incident.

Within the last 5 years33%

Within the last year24%

Never33%
Within the last month8%
Within the last week2%
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HAS YOUR ORGANISATION RESPONDED TO OR DETECTED  
A MAJOR IT SECURITY INCIDENT IN THE LAST 3 YEARS?

BY INDUSTRY

OVERALL

41% 59%
YES

NO

51%IT&T

47%Govt & Public Sector

44%Oil & Gas

43%Banking, Financial Services & Insurance

37%Manufacturing, Utilities, Logistics & Transport

27%Retail & Consumer

14%Mining

39%Others
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HAS YOUR ORGANISATION RESPONDED TO OR DETECTED  
A MAJOR IT SECURITY INCIDENT IN THE LAST 3 YEARS?

UNKNOWN THREATS RAISE 
THE MOST CONCERN: 

65% of organisations  
are concerned about 

threats that they do not 
know about which may have 
penetrated their organisation.

DO YOU KNOW OR ARE YOU ABLE TO ESTIMATE THE  
LIKELY SOURCE OF A SECURITY INCIDENT?

INTERNAL RISKS  
ARE HIGH: 

48% of organisations  
 estimated that 

the likely source of 
the security incident 
was internal to the 
organisation, while 15% 
of the respondents did 
not know the source of 
their security incident.

48% 3%15%
INTERNAL TO THE 
ORGANISATION

33%
EXTERNAL TO THE 
ORGANISATION

BUSINESS PARTNERS 
OR SUPPLIERS

UNKNOWN 
SOURCE

I AM CONCERNED ABOUT THE THREATS  
THAT I DON’T KNOW ABOUT

STRONGLY 
AGREE

NEUTRAL SOMEWHAT 
DISAGREE

STRONGLY 
DISAGREE

SOMEWHAT 
AGREE

43%

22% 24% 10% 2%
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28%  > 5 minutes < 30 minutes
28%  > 30 minutes < 2 hours
12%  > 2 hours < 5 hours
12%  < 1 minute
11%  > 1 minute < 5 minutes
7%  > 24 hours
2%  > 5 hours < 24 hours

The main causes of IT security 
incidents in organisations reported 
over the past three years were:

1. Cyber criminals

2. Virus outbreaks

3. Loss of employee devices.

Most of these IT security incidents 
cause a maximum downtime between 
30 minutes and two hours, meaning 
serious losses to productivity.

ORGANISATIONS THAT HAD A SECURITY INCIDENT

WHAT WAS THE CAUSE OF THE 
LATEST SECURITY INCIDENT AT 
YOUR ORGANISATION?

HOW LONG 
DID YOUR 

ORGANISATION 
EXPERIENCE 
DOWNTIME

APT: Advanced 
Persistent Threats

35% Cyber criminals

31% Virus outbreak

27% Loss of employees’ end devices

26% Identity and access management issues

24% Employee actions - human error

22% BYOD end device breach

19% Naïve end users

16% Malicious employee actions

13% DDoS attack

9% Foreign gov’ts

5% APT

3% Others
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Security strategy should 
be assessed more frequently:

Organisations that had a security  
incident were most likely to assess  
their security strategy either  
quarterly or monthly. 

35% of the organisations that did not have security 
incidents did not assess their security strategy 

37% out of those remaining who did assess their 
security strategy performed annual IT security 

checks internally, such as preventative maintenance  
checks for hardware and software deployments.

37%
28%

23%
11%
2%

ORGANISATIONS THAT DID NOT HAVE A SECURITY INCIDENT

Yearly

38% Quarterly

Half-yearly

34% Monthly

Quarterly

15% Half-yearly

Monthly

11% Yearly

Others

2% Others

35% 
DO NOT 
ASSESS 

SECURITY 
STRATEGY

65% ASSESS 
SECURITY STRATEGY

Actions
• Audit your organisation’s security strategy 

and policies at least quarterly, when you 
make major system or configuration changes, 
when you introduce new products or 
capabilities, and after major adverse events.

ORGANISATIONS THAT HAD A SECURITY INCIDENT ORGANISATIONS THAT HAD A SECURITY INCIDENT
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Business continuity

IT or business processes

Loss of sensitive data

Financial loss

Reputation loss

IT systems or critical infrastructure

Loss of sensitive data

Financial loss

Reputation loss

Others

IT or business processes

Business continuity

IT systems or critical infrastructure

>
>
>
>

>
>
>

14.5%
4.6%
3.1%

0.8%

15.3%

19.8%

42%

Knowledge is power: when an organisation 
views security incidents as critical 
business risks, it’s more committed to 
building its knowledge of threats, assets 
and adversaries – and therefore more 
likely to be able to manage new threats. 
While some security incidents may not 
always be preventable, better knowledge 
of the risks can help manage new threats 
to acceptable levels.

• 19% of organisations ranked business 
continuity the second most affected area 
due to a security incident.

• 42% of organisations ranked IT  
systems as the most affected  
area due to a security incident. 

RANK THE IMPACTS OF YOUR ORGANISATION THAT  
WERE AFFECTED DUE TO THE SECURITY INCIDENT

RANK THE IMPACTS OF YOUR ORGANISATION THAT 
WERE AFFECTED DUE TO THE SECURITY INCIDENT

IMPORTANCE OF SECURITY ON 
BUSINESS FUNCTIONS FROM MOST 
CRITICAL TO LEAST CRITICAL

IT SYSTEMS

BUSINESS 
CONTINUITY

IT OR BUSINESS 
PROCESSES

LOSS OF 
SENSITIVE 

DATA

FINANCIAL 
LOSS

5%

8%

11%

8%

24%

11%

10%

11%

16%

31%

11%

15%

12%

31%

15%

14%

33%

17%

14%

13%

17%

15%

33%

17%

15%

42%

20%

15%

15%

43%21%15%10%5%5%

3%

• Critical infrastructure, business 
continuity and IT & business processes 
were the most severely affected by 
security incidents in organisations 
during the past three years.

Most affected > < Least affected1 2 3 4 5 6

The need to protect critical 
infrastructure is intensifying: 42% 
of surveyed organisations ranked 
critical infrastructure as the function 

most affected by a security incident. 
As a result, security practitioners are 
under more pressure to understand all 
operational aspects of an enterprise.
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RANK THE IMPACTS OF YOUR ORGANISATION THAT  
WERE AFFECTED DUE TO THE SECURITY INCIDENT

ABILITY TO MANAGE  
A SECURITY BREACH

According to the respondents, the 
greatest obstacles to improving 
the overall effectiveness of an 
organisation’s security capability 
are shortage of in-house skills 
and expertise, and waiting on 
senior management approval.

ORGANISATIONS THAT HAD A SECURITY INCIDENT

ORGANISATIONS THAT DID NOT HAVE A SECURITY INCIDENT

REASONS FOR NOT BEING READY

REASONS FOR NOT BEING READY

Lack of resources

Unskilled employees

Lack of knowledge

Shadow IT issues

REPUTATION 
LOSS

OTHERS

Lack of understanding from 
higher executives

Lack of resources

Reliance on off-the-shelf products

Lack of relevant processes

Lack of knowledge

Budget constraints

Lack of monitoring

Head-in-the-sand attitude to security risks

Lack of responsiveness to evolving threats

Actions
There is a lot that organisations can 
do in the case of a security incident. 
It is important to plan ahead.

Your best defense against an 
incident is not only to defend 
against it but also to prepare for 
what to do if you do get hacked.

You can minimise the impact of 
security incidents by doing the 
following before hand:

• Back up your information and  
if possible store it off-site.

• Maintain a current view of normal 
traffic activity in your organisation 
so you can quickly identity 
abnormal behaviour.

• Create a “Disaster Recovery  
and Business Continuity  
Plan” specifically for cyber 
security incidents.

• Identify and train key resources to 
execute your cyber security plans.
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24%
EXTERNAL 
THREATS TO THE 
ORGANISATION

45% 27%

4%

1ST 2ND 3RD 4TH 5TH

BOTH INTERNAL 
AND EXTERNAL 
PERPETRATORS

INTERNAL THREATS 
WITHIN THE 
ORGANISATION

BUSINESS 
PARTNERS OR 
SUPPLIERS

RANK THE FOLLOWING IN TERMS OF THE MOST IMPACT A  
SECURITY INCIDENT WOULD HAVE ON YOUR ORGANISATION

Business reputation  
is most at risk: 45%  
of respondents report 
that regardless of 
where an IT security 
threat originates – 
from internal or 
external perpetrators 
– the biggest issue  
is reputational loss, 
followed by 
productivity loss.

Reputational 
loss

Loss of  
sensitive data

Breakdown in 
critical 

infrastructure

Productivity 
loss

Financial  
loss

2.2
IMPACT OF  
SECURITY 
THREATS
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Very capable Somewhat capable Neutral Somewhat incapable Not capable at all

Cyber-criminals taking control of your 
organisation’s systems

Data hack of sensitive information

Attack by IT perpetrators

Conduct risk assessment of enterprise systems

Loss of employees’ personal devices

Doing a deep dive into the security code analysis

24%

22%

22%

18%

18%

8%

41%

33%

35%

41%

35%

22%

22%

27%

35%

16%

22%

25%

10%

8%

8%

16%

8%

22%

4%

10%

10%

18%

24%

Most organisations are not ready to manage a 
security breach: Australian enterprises display 
a high level of confidence towards their 
in-house capabilities to deal with security 
incidents effectively. 

While a large percentage of respondents (43%) 
felt they had a reasonable level of capability to 
handle most IT security incidents confidently, 
the majority of organisations felt that they 
needed further assistance and perceived 
themselves as “Not Ready” to respond to 
and mitigate a security breach, regardless of 
whether or not they had a security incident. 

ORGANISATIONS READINESS TO PROTECT AGAINST THREATS

SOMEWHAT 
CAPABLE

NEUTRAL SOMEWHAT 
INCAPABLE

NOT CAPABLE 
AT ALL

VERY  
CAPABLE

43% 39% 12% 4% 2%
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45% 
Virus attack due to opening 

of rogue emails by employees 
causing deletion of data/

corruption of critical data/
drastic decrease in network 
performance/ breakdown in 

critical infrastructure

18% 

27% 
Internal breaches caused by 

malicious employees who 
intentionally did not comply 

with IT security rules

NATURE OF THE MOST 
RECENT INTERNET 
SECURITY INCIDENT 
ON RESPONDENT’S 
ORGANISATION

Sality is a collection of 
malicious software that is 
polymorphic; i.e., it 
possesses the ability to 
mutate every time it is 
executed, which means  

its code is more difficult  
to detect at the firewall.

One respondent from the 
Retail and Consumer sector 
reported that an attack of 
the Sality Virus “impacted 

point of sale services for  
our company and some 
shops had to be closed for  
24 hours, which hurt our  
bottom line.” 

VIRUS / MALWARE ATTACKS

9% 
Cyber criminals

Malware attack

Approximately a third of organisations 
have experienced a security incident 
in the past year and 45% of the 
respondents had a security incident 
due to opening rogue emails. Rogue 
emails caused deletion or corruption 
of critical data or a significant 
impact to performance of the critical 
infrastructure.

All though the security landscape is 
littered with sophisticated attacks, 
organisations need to be wary that 
traditional web and email attacks are 
still a significant part of threats affecting 
most organisations (large and small). 

• Make sure you have 
traditional security defenses 
in place before moving to 
more sophisticated controls.

Actions

THREAT OF VIRUSES MUTATING
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OTHERS
7%

The lack of security skill-sets among 
surveyed enterprises emerged as a  
major weakness, which suggests  
greater need for professional IT security 
services to close the gap. More than  
half (59%) of surveyed organisations 
see the need for professional IT security 
services in the next 6-12 months. 

The IT security services in  
highest demand are:

1. Risk management 

2. Security auditing and compliance

3. Security code analysis

4. Simulation (pre-emptive modelling) 

5. SIEM and analytics 

Business leaders are no longer passing 
the buck of security breaches onto the  
IT department. With threats becoming 
more real and affecting organisations 
beyond IT systems, the next generation 
of CEOs are becoming more security 
conscious and have hands-on experience 
related to the security governance  
within their organisations.

However, some respondents from the 
study indicate that C-level executives 
were not involved in the security-related 
decisions. The lack of direction from the 
business leaders significantly affected 
the ability of an organisation to handle  
a security breach.

There was also a strong correlation 
between the reporting structure of  
a security breach and the level of 
readiness of an organisation to  
counter a security incident: 37% of  
the organisations that did not report 
breaches to the C-level executives felt 
they were not ready to handle the threats. 
On a positive note, 54% of surveyed 
organisations prioritised the incidents 
and reported the most severe IT security 
incidents to C-level business executives 
and 31% escalated all the IT security 
incidents to C-level business executives.

2.3
IMPACT OF ORGANISATIONAL 
RESOURCES

WHAT DO YOU CONSIDER TO BE THE 3 GREATEST OBSTACLES TO IMPROVING THE OVERALL 
EFFECTIVENESS OF YOUR ORGANISATION’S INFORMATION SECURITY CAPABILITY?

NEW TRENDS IN 
BUSINESS MODELS

10%
INEFFECTIVE 
SECURITY 
STRATEGY

16%

NEW TRENDS IN 
TECHNOLOGY

20%

SENIOR MANAGER 
APPROVAL

20%SHORTAGE OF  
IN-HOUSE SKILLS 
AND EXPERTISE

27%

SIEM: Security Information 
and Event Management

VIRUS / MALWARE ATTACKS
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DO YOU SEE A NEED FOR PROFESSIONAL IT SECURITY SERVICES  
IN YOUR ORGANISATION IN THE NEXT 6-12 MONTHS?

8%

10%

12%

14%

6%

4%

2%

14
%

13
%

12
%

11
%

10
%

20%
20%

NO

NOT SURE

60%
YES

10
%

10
%

8%

7%

4%
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DO YOU SEE A NEED FOR PROFESSIONAL IT SECURITY SERVICES  
IN YOUR ORGANISATION IN THE NEXT 6-12 MONTHS?

“CYBERSPACE IS A 24 HOUR  
A DAY WORLD, ONE IN WHICH 
OLD ASSUMPTIONS ABOUT 
GEOGRAPHIC BOUNDARIES AND 
TIME ZONES ARE OBSOLETE.  
THIS IS ONE OF THE GREAT 
BENEFITS OF MODERN 
TECHNOLOGY - CYBERSPACE  
IS ALWAYS OPEN FOR 
BUSINESS. BUT THIS ALSO 
BRINGS GREAT CHALLENGES 
TO THOSE WHO GUARD OUR 
ELECTRONIC BORDERS.”
Senator the Hon John Faulkner  
Minister for Defence 
Australia
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Malware, including viruses and trojans, 
continues to have a prized place in the 
arsenals of attackers. It’s finding its way 
across the web at phenomenal rates and 
started skyrocketing in Australia in 2012. 

Prior to 2012 there were approximately 
6,000 Australian hosted web domains 
carrying malware. By the end of 2012  
there were about 114,000.

By the end of 2013 anti-virus specialist 
Intel Security was reporting 470,000 
suspicious web addresses hosted in 
Australia. Early in 2014 it reported 
that 91% of them were worthy of being 
classified “maximum risk”.

Cyber attackers most commonly use 
malware (overwhelmingly trojans) to 
take control of a machine, or multiples of 
them, to generate some sort of financial 
gain. That could be by directly using 
the machine to conduct fraudulent 
transactions or by profiting from control of 
it to conduct other malicious activities.

As it can be profit driven, it’s spawned a 
sophisticated cottage industry to serve 
cyber-crime groups and political activists. 
Malware kits have become just like any 
other online commodity.

In recognition that the world is becoming 
increasingly mobile, and that more and 
more commerce is being conducted on-
the-move, there’s now evidence linking 
malware growth to that of smartphones 
and tablets. And malware is increasingly 
targeting such devices.

Disturbingly, Australia is second only to 
the USA in rankings of the top countries 
hosting malicious files.

• Adopt malware detection and remediation  
tools and keep these regularly updated.

• Consider mixing on-premises and cloud  
tools, to build defence in depth.

• Protect all devices your organisation uses, including 
mobile end points and other BYOD devices.

• Consider security tools that segment mobile and BYOD 
devices into distinct environments, one for personal and 
one for business use, to add an extra layer of protection. Malware Phishing Spam Other

 Before 2012 6,035 7,034 5,053 836

 Added in 2012 114,130 3,765 508 211

 Added in 2013 11,523 6,557 342 186

 Added in 2014 (H1) 1,576 2,429 385 49

3.1
MALWARE AND 
PHISHING THREATS

03
 SECURITY 
THREATS AND 
TRENDS

NEWLY ADDED .AU HOSTED MALICIOUS DOMAINS

Australia is second to  
the USA for top 
countries for hosted 
malicious files and 
fourth for the top 
countries hosting 
malicious websites

Actions

Source: Checkpoint 
Software Technologies
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Malware Phishing Spam Other

 Before 2012 6,035 7,034 5,053 836

 Added in 2012 114,130 3,765 508 211

 Added in 2013 11,523 6,557 342 186

 Added in 2014 (H1) 1,576 2,429 385 49

Financial institutions are among the main worldwide targets 
using Australian URLs, including banking corporations, 
credit card organisations and online trading companies.

Popular phishing 
attacks hosted  

in Australia

Prevalent  
years

Attack  
mechanism

HTML/Phishing. 
PayPal.G Trojan

2012, 2013, 
and Q1-2014

Attempts to steal personal 
information (for example 
PayPal login information) 
by pretending to be a page 
belonging to a legitimate 
account provider but 
sending the details to a 
malicious or compromised 
website instead.

Mal/Phish-A 2013 and 
2014

Mal/Phish-A is a phishing 
web page, usually sent 
as a spam attachment or 
seen on the internet.

Source: Intel Security

AU New 
URLs

Associated 
domains

Q1-2012 53,952 36,081

Q2-2012 107,385 58,023

Q3-2012 68,299 30,425

Q4-2012 36,857 5,205

Q1-2013 44,345 10,975

Q2-2013 10,368 2,058

Q3-2013 48,393 3,295

Q4-2013 40,192 1,871

Q1-2014 5,235 2,098

Q2-2014 14,686 2,075

NEWLY ADDED .AU HOSTED MALICIOUS DOMAINS

PHISHING IS THE FASTEST GROWING METHOD FOR MALWARE DELIVERY HOSTED IN AUSTRALIA

Source:  
Intel Security

Total

4,439
18,608

118,614
18,958

2012 saw a surge in new malware domains  
whosted in Australia before tapering off in 2013.
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Trojan Horse

Unknown

Virus

Other malware

Adware

Commercial system monitor

Dialer

22.28%
1.71%

0.01%
0.29%Phishing URL

61.69%
12.71%
1.22%
0.08%
0.01% System monitor

FAMILY TYPE EVENTS SYSTEMS 
AFFECTED

WILD THREAT 
LEVEL

DAMAGE 
LEVEL

Zeus/Zbot Trojan-
Spy 4,200,653 Microsoft® Windows Medium High

ZeroAccess Trojan 1,883,162 Microsoft Windows High Medium

Flashback Trojan 97,755 Mac OS X Low Medium

Conficker Worm 46,726 Microsoft Windows Medium Medium

Cutwail Trojan 3,243 Microsoft Windows Low Low

Smokeloader Trojan 1,735 Microsoft Windows Low Medium

Xpaj Virus 1,446 Microsoft Windows Medium Low

Torpig Trojan-
Horse 1,421 Microsoft Windows Low Low

Brontok Worm 1,347 Microsoft Windows Low Medium

Sality Virus 281 Microsoft Windows Medium Medium

• Use dedicated email security tools that 
detect and repel phishing emails.

• Educate your team about phishing, and 
test their knowledge periodically.

• Implement data loss prevention  
and other tools that prevent 
documents from leaving your  
business unless authorised. Doing 
so can serve as a useful last line of 
defence against phishing.

Thousands of malware 
botnets exist in the world 
today. The following table 
presents the most prominent 
botnets found within Australia.

THREATS MOST COMMONLY DETECTED IN EMAIL

(Jan – Jun 2014)

TROJAN TYPE MALWARE IS MOST COMMONLY FOUND IN AUSTRALIA 

Source: Checkpoint Software Technologies

Actions

Actions
• Adopt layered  

malware protection.

• Protect all devices your 
organisation uses.

• Invest in advanced malware 
technologies that can help to 
prevent zero-day threats.

• Educate your team about 
malware, the behaviours that 
help it spread and actions 
that can be taken to stop it 
infecting or spreading within 
an organisation.
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3.2
WEB AND 
APPLICATION 
VULNERABILITIES

Weak web security is making it easier 
for attackers to distribute malware. 
Web applications have allowed for 
more sophisticated online services but 
they have increased the vulnerability 
of servers to a staggering extent. 

In many cases this has allowed cyber 
criminals to use legitimate websites 
to distribute malware and the visitor 
is often unaware it has happened. 
These rather dramatically named 
‘drive-by downloads’ are of particular 
concern because they can be used in 
a targeted manner to capture specific 
groups of web users.

• Application layer vulnerabilities are 
the most susceptible to attacks by 
criminals in Australia 

• Web server related vulnerabilities 
occupy the top 3 types of internet 
vulnerabilities detected in the 
Australian web ecosystem in the 
last 12 months

• A large portion of these 
vulnerabilities can be easily fixed by 
applying the correct configuration or 
software patching.

THREATS MOST COMMONLY DETECTED IN EMAIL

TROJAN TYPE MALWARE IS MOST COMMONLY FOUND IN AUSTRALIA 

Vulnerability 
Type Description

Top 10 
Australian 
Ranking*

Top 10  
World  

Ranking

Development
Web Server 
Uses Plain-Text 
Form Based 
Authentication

1 7

Configuration
Syntax Error In 
Web Application 
Indicates Attack 
Vector

2 1

Configuration
SSL Server Has 
SSLv2 Enabled 
Vulnerability

3 4

Vulnerability
X.509 Certificate 
MD5 Signature 
Collision 
Vulnerability

4 6

Configuration

Apache 
Mod_Rewrite 
Off-By-One 
Buffer Overflow 
Vulnerability

5 5

Configuration TCP Source Port 
Pass Firewall 6 N/A

Configuration
Mail Server 
Accepts 
Plaintext 
Credentials

7 10

Development

SSL Server 
Allows 
Anonymous 
Authentication 
Vulnerability

8 9

Configuration
Reflected 
Cross-Site 
Scripting (XSS) 
Vulnerabilities

9 8

Configuration
SSL Server 
Supports Weak 
Encryption 
Vulnerability

10 2

Vulnerability UDP Source Port 
Pass Firewall 11 N/A

Development
Web Server 
Predictable 
Session ID 
Vulnerability

12 3

*Most common vulnerabilities detected. Source: 
Qualys Australia vs Worldwide Top Dozen Internet 
Facing Vulnerabilities Last 12 months (2013)

AUSTRALIA VS WORLDWIDE TOP DOZEN INTERNET 
FACING VULNERABILITIES LAST 12 MONTHS (2013)

Actions

• Make security of web applications 
a consideration in the very 
earliest stages of design, to stop 
yourself becoming a source of web 
application problems.

• Subscribe to security intelligence 
services that bring you rapid news of 
security issues you need to address.

• Install security tools on users’ 
devices that detect and repel 
drive-by downloads.

• Adopt the most secure log-on 
process offered by the web 
applications you use. Never rely  
on passwords alone. Use two-
factor authentication or other  
tools to make it harder to access 
web applications. The small 
productivity impact will be 
outweighed by avoiding  
security incidents.

• Consider application level security 
controls to protect your internet 
facing applications.
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Actions

3.3
 CONTENT SECURITY  
(WEB/EMAIL) THREATS

It’s possible that some IT security  
experts might go as far as to argue  
that email is a necessary evil.

It’s a near universal means of 
communication but inherently vulnerable 
to human foibles, making it a weak point  
in every organisation’s digital armour.

The unwary use it in a robotic fashion  
and the semi-wary remain vulnerable 
to those skilled in digital subterfuge 
(so-called social engineering). So it’s no 
surprise that it’s a common infiltration 
point for malware and a major source of 
potential reputation damage.

Telstra partner Firstwave, a cloud email 
and web security specialist, blocked 470 
million threatening emails passing over 
its clients’ networks in 2013. By the end of 
that year, Firstwave also saw a 59% rise in 
the number of emails containing viruses 
that were able to penetrate first layer 
defences, but were subsequently captured 
at more advanced second layer defences.

Sexually harassing, discriminatory and 
bullying emails can be equally damaging. 
Of the emails Firstwave blocked, over 
900,000 inbound and outbound emails 
contained compromising content such as 
profanities and offensive images.

Throughout 2013, Firstwave detected 
30,000 attempts to send credit card 
information over email in breach of 
finance industry security standards.

Phishing attacks are by far the 
largest form of attack method used 
to compromise individuals and 
organisations. Phishing attackers attempt 
to trick individuals into divulging sensitive 
information such as passwords by sending 
them emails that purportedly come from 
an organisation they trust.

Most phishing attacks are directed 
against banks and other online  
financial institutions.

They’ve become popular among  
attackers because the means of 
conducting them can be downloaded  
as a kit and faults in human perception 
make victims easy to deceive. 

The number of phishing domains  
hosted in Australia is on track to  
almost double this year1.

• Scan all incoming and  
outgoing email and web  
traffic to your business to  
check for malicious content.

• Use a mix of on-premises  
and hosted tools to create  
layered defences.

• Deploy data loss prevention tools 
to avoid sensitive information 
leaving your organisation.

• Ensure security staff have access 
to intelligence sources that offer 
timely information on security 
incidents and remediation advice.

• Don’t just agree to service level 
agreements offered to you by 
your cloud provider. Consult with 
your provider and ensure they 
are offering you the right level of 
security for your organisation.

• Create a security dialogue  
with your cloud service  
provider: set-and-forget  
should not be an option.

• Ensure that you can deploy and 
have visibility fo security controls 
within your cloud environment 
that offer you the best protection 
for your applications and 
sensitive data.

Actions

1 Source: Intel Security
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Cloud computing certainly has its 
benefits, particularly the ability to reduce 
investment in on-premises data centres. 
However, like all cloud environments, 
particular attention needs to be made to 
security controls protecting these given 
the criticality of data usually housed 
within these environments. 

One of the common mistakes 
organisations make is to take an 
existing web application and simply 
deploy it in a cloud environment without 
first considering what new attack 
vectors it may be exposed to. Attacks 
on data centres and cloud services 
are progressively becoming more 
sophisticated and in particular  
targeting application exploits.  
Attackers are leveraging the fact that 
applications are often vulnerable as  
new exploits are discovered.

3.4
HOSTED APPLICATION 
THREATS

Attack Name Attack Description Attack Type

HTTP POST  
Filename Winini

This signature detects HTTP POST commands that  
reference any filename that matches “*/win.ini”

Unauthorised  
Access Attempt

HTTP Windows 
Executable

This signature detects attempts by an attacker to embed  
an executable command (.EXE) in Web (HTTP) traffic

Protocol  
Signature

BrightStor  
Uniagent Overflow

This signature detects an overflow to a  
vulnerable BrightStor operation code

Unauthorised  
Access Attempt

HTTP Cross  
Site Scripting

This is a generic Cross Site Scripting (XSS) event  
that triggers when a Cross Site Scripting attack is  
detected within a request such as HTTP or SIP

Unauthorised  
Access Attempt

HTTP URL  
Many Slashes

This signature detects an HTTP request containing greater  
than 200 slashes “/”, which could indicate an attacker’s 
attempt to increase the load on an Apache httpd server

Denial of  
Service

HTTP URL  
Backslash Dot Dot

This signature looks for backslash-dot-dot- backslash  
encoded as hexadecimal in the raw URL (%5c%2e%2e%5c)

Unauthorised  
Access Attempt

SSL Challenge 
Length Overflow

This signature detects a specially-crafted SSL packet  
in which the challenge length indicates an overflow

Unauthorised  
Access Attempt

HTTP Cisco IOS 
Admin Access

Cisco IOS HTTP server could allow  
unauthorised administrative access

Unauthorised  
Access Attempt

HTTP repeated 
character

This signature detects an HTTP GET request containing  
a character repeated in the argument more than  
pam.name.maxrepeatedchar (default 100). Such sequences  
could indicate an attacker’s attempt to overflow a buffer

Suspicious  
Activity

HTTP  
htaccess

This signature detects HTTP GET  
requests for the .htaccess file

Unauthorised  
Access Attempt

HTTP BAT  
execute

This signature detects an HTTP GET request  
for a batch file that appears to be an attempt  
to execute commands on the server

Unauthorised  
Access Attempt

Actions
Application security can be  
complicated, but by first considering  
the following points, you can  
significantly reduce the risk:

1. Patching and updating your application 
and associated 3rd party software avoids 
you failing victim to commonly known 
vulnerabilities.

2. Never trust user input. Verify user 
input by specifying correct syntax and 
always encode output back to the user.

3. Make sure you implement the proper 
authentication and authorisation 
mechanisms. These should be checked 
on every page or service request, not just 
at initial login. Ideally, any administrative 

functions are run through a separate 
application, so if a malicious user does 
compromise an account, the most 
they can get is a single user’s data, not 
administrator access.

4. Another important consideration is 
data encryption. Ensure that sensitive 
information is encrypted so if it does get 
compromised, the data is not useful to an 
attacker without going to extraordinary 
lengths to try and decrypt it.

5. In addition to deploying traditional 
network centric security infrastructure, 
look towards also deploying application 
level security controls that specifically 
focus at mitigating attacks at that layer.
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PRESENCE OF CLOUD AND DATA  
CENTRE SECURITY CONTROLS

Web & Email 
security

Secure Remote 
Access

3.5
DISTRIBUTED DENIAL 
OF SERVICE ATTACKS

While most cyber attacks are 
motivated by profit some have 
more sophisticated aims. As 
already discussed, cyber attacks 
are frequently used for political 
protests and activism. Malware 
provides these attackers with a rich 
source of compromised machines to 
perform DDoS attacks on private and 
government computing infrastructure.

The earliest DDoS attacks about 
15 years ago could throw relatively 
humble amounts of excess internet 
traffic at targets, measured in 
megabits. Today’s attackers can 
assemble botnet armies capable of 
overwhelming targets with over 100 
gigabits of traffic.

• Engage with DDoS prevention 
specialists, as such providers’ 
expertise goes well beyond that of 
security generalists.

• Design combined DDoS responses 
from your security, operations, 
customer service and leadership 
teams. If a DDoS strikes, all will 
have a role to play and need to know 
that role. Without a co-ordinated 
response, customers will not feel 
your organisation has any control  
of the situation.

• Include a DDoS incident response 
in business continuity plans, so you 
can identify resources to turn to in a 
crisis. Test these plans regularly.

• Consider protecting against both 
volumetric and application level 
DDoS threats.

Actions

Identity  
and Access 

Management

57%

35%
18%

82%
63%

80%
75%

75%
Network  
Firewalls

Application  
Firewall

Intrusion  
Prevention  

Systems (IPS)
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04
Combating the many and 
varied security threats faced 
by an organisation requires 
a comprehensive and 
multi-pronged approach. 
The types of potential 
threats must be understood 
and tools and processes put 
in place to combat them. 
Ongoing monitoring can then 
help ensure these measures 
remain effective. Critical 
components of a robust 
security plan include:

3.SECURITY AWARENESS 
AND TRAINING  
OF EMPLOYEES 

1.SECURITY 
GOVERNANCE

5.THREAT  
PROTECTION

2.ORGANISATION 
SECURITY POLICIES 

4.COMPLIANCE

6.SECURITY 
INTELLIGENCE

7. PROFESSIONAL 
ASSISTANCE

A HOLISTIC APPROACH 
TO SECURITY FOR 
ORGANISATIONS
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4.1
SECURITY 
GOVERNANCE

Security is important, but your security efforts won’t be 
effective without a governance program to define and 
monitor your security-related activities.

CEOs and CIOs therefore need to give security  
governance the same priority and resources as your other 
risk management activities. Senior management must be 
involved to ensure security governance starts at and  
comes from the top. IT teams must become aware of IT 
governance standards that can be brought to bear in 
security-specific processes.

Together with your IT team, develop a governance plan to 
focus your security efforts and monitor their effectiveness. 
Map that plan to the compliance requirements your 
organisation faces. 

Create and constantly measure performance indicators 
so the governance effort is ongoing, not just a dusty 
document your team can forget.

A good security governance plan will include:

• A security strategy that considers overall goals, plus 
sub-plans for different business units

• Plans for individual systems and business processes

• Policies and procedures for your people and your IT team.

Make someone accountable for security governance.  
Until it is someone’s job to manage your security efforts,  
it won’t receive the focus it deserves. 

Define processes to ensure your security plans are 
followed, and assign clear roles for those tasked with 
implementing those plans.

Leave no room for excuses about security being someone 
else’s job by ensuring your team members know their 
responsibilities and roles so they can act independently 
when required, in concert with colleagues when required  
and in accord with policy at all times.

HOW MANAGERS CAN IMPLEMENT  
SECURITY GOVERNANCE:

HOW ICT PROFESSIONALS CAN  
IMPLEMENT SECURITY GOVERNANCE:

• Consult publicly available resources like the Australian 
Government Security Policy Framework (www.
protectivesecurity.gov.au/governance)

• Involve risk managers in the creation of a security 
governance plan: their expertise will help to define 
what you need to consider, and the measurements  
that make for effective governance

• Make security governance a  
formal part of managers’ role

• Measure your team’s performance against  
the security governance model.

• Inform management of IT governance models  
and work to bring the practices they outline  
into security governance models

• Lead by example by following  
security policies to the letter

• Build dashboards and other tools that inform  
you – and your colleagues – about incidents  
that contribute to governance efforts.

THE CHALLENGE

   Cyber Security Report 2014  53



To secure your organisation, you need policies that 
explain acceptable behaviour when your people are 
using technology and outline the risks these policies 
reduce. Such policies are important because they 
ensure that your people understand risky behaviour,  
can identify external risks, and avoid both. 

Effective leaders prioritise policy development  
efforts and ensure they include an ongoing education 
program and monitoring effort. The latter two elements 
are critical because the security landscape changes 
quickly and procrastination increases the risk of an 
unpleasant incident.

Education programs work best when they tap into 
personal concerns. To understand why, consider that 
workplace safety is easy for anyone to understand 
because anyone can be injured at work. Because IT 
security can be seen as something incomprehensible, 
your team may not feel they have a personal stake in  
the security issues your organisation faces. 

Be the one that turns them around: explain that  
actions like clicking on an email attachment  
from a stranger can have a cost.

Include items like physical access to buildings, mobile 
device use and social network use in your policies, so 
that your team members know what’s expected of them 
whenever they use technology. 

Reinforce the need for security regularly and keep 
explaining the policies. People become complacent 
about things over time. Keep educating your team about 
security risks and the best practices for managing them.

THE CHALLENGE
HOW MANAGERS CAN DEVELOP  
SECURITY POLICIES:

HOW ICT PROFESSIONALS  
CAN DEVELOP ICT POLICIES:

4.2
ORGANISATION 
SECURITY POLICIES

• Consult ICT professionals to gather  
information on the risks you face

• Add a chapter on security to your policy manual 
and make security the first chapter

• Implement regular security training sessions

• Test your team’s behaviours and knowledge

• Report on progress so your organisation can 
understand its security readiness.

• Become your organisation’s security news service. Your 
expertise in ICT and likely engagement with specialist 
news sources means you learn about things before 
anyone else in your organisation. Share that knowledge

• Share information on current team member behaviour 
that could change to improve security

• Lead by example. No matter how tempting it is  
to make exceptions for IT staff, ensure your  
work and your team use best practice.
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People are the biggest risk to any organisation,  
because no matter how much you spend on security  
tools and how closely you govern their use, all it takes is  
one act of recklessness to open a hole a criminal can exploit.

Irresponsible acts are much less likely if your  
team is trained about security risks.

Training can’t be a one-off or one-size-fits-all. Instead, plan 
campaigns that communicate the importance of security 
and the specific challenges your organisation faces, based 
on different roles and responsibilities.

A seminar in one month, followed by a security drill in 
another, and a poster campaign in lifts and kitchens later in 
the year can all communicate the same material, but do so in 
different ways. Repetition aids retention of the message, so 
don’t be afraid to use the same messages more than once.

Whatever you teach, focus on two elements:

1. The positive outcomes of good security;

2. Actions your team members can take to  
improve their own security practices.

Build security awareness into your management regimes  
by testing for security knowledge, both when you hire  
people and when you review performance.

HOW MANAGERS CAN LEAD SECURITY 
AWARENESS TRAINING EFFORTS:

HOW ICT PROFESSIONALS CAN PARTICIPATE 
IN SECURITY AWARENESS TRAINING:

4.3
SECURITY AWARENESS AND 
TRAINING OF EMPLOYEES

• Make security knowledge a key performance indicator

• Lead by example and attend security training events

• Tap publicly available resources like the Securing  
the Human program (www.securingthehuman.org) 
and Australian government guidance to develop  
your training plans.

• Become your organisation’s security news  
service. Your expertise in ICT and likely  
engagement with specialist news sources means 
you learn about things before anyone else in your 
organisation and, by feeding that information into 
training plans, you will add value

• Consider obtaining an adult education qualification: 
doing so will equip you to train colleagues on security

• Open your door to all colleagues: they should feel  
the IT team will always offer helpful advice

• Analyse security tools to learn what staff  
behaviour could be addressed in future training 
programs. Share that analysis with colleagues in 
management and human resources.

THE CHALLENGE
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Organisations must comply with rules set by tax 
authorities, corporate regulators or stock market 
operators, and be able to show that they comply  
with those rules. Many organisations now also ask 
that you are verifiably secure, to comply with either 
regulations or policy.

Legal security requirements come in many forms. 
Australia’s Privacy Act, for example, sets rules about 
the ways you can collect and use personal information. 
The Act also dictates how the records you keep about 
customers and staff can be shared with third parties.

Some organisations are now imposing similar 
requirements on their partners.

The credit card industry, for example, offers a standard 
for security storage of credit card numbers and 
expects even small organisations to be aware of 
and to adopt those standards. Trading partners can 
sometimes offer security regimes they insist must be 
in place before they will do business with you online.

These requirements mean that you  
need to be aware of two things:

1. How security affects your existing  
compliance requirements;

2. New compliance requirements that  
define how you secure your business. 

Remember that compliance is not a set-and-forget 
affair. You need to monitor this all the time.

Make yourself aware of the compliance obligations 
your organisation faces, rearrange your business 
processes so they reflect your obligations and then 
audit your behaviours to ensure you comply.

HOW MANAGERS CAN 
ENSURE COMPLIANCE:

HOW ICT PROFESSIONALS 
CAN ENSURE COMPLIANCE:

4.4
COMPLIANCE

• Lead an effort to catalogue your organisation’s 
compliance requirements

• Design business processes to ensure  
they build in compliance

• Audit business processes to ensure compliant 
practices continue to be undertaken

• Consider the security implications of 
compliance requirements, especially with 
regards to data storage and access.

• Make yourself aware of your organisation’s compliance 
requirements and design applications and processes 
to ensure compliance

• Consider compliance a business outcome that  
must be achieved, not an extra chore

• Adopt tools like data loss prevention to ensure 
sensitive information cannot escape your organisation.

THE CHALLENGE
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Effective security needs to be embedded into your 
organisation to perceive the likelihood of threats  
it cannot always see, and intervene before the threat 
becomes a reality.

An assessment of the assets you need to protect is the best 
way to develop that understanding. Such assessments 
work best when they grade threats and assign each an 
appropriate level of protection. As an example, your core 
financial systems and customer databases are absolutely 
critical, because without them you can’t do business. You’ll 
need to keep an eye on them every day. Assets like the 
phones you give your team need different treatment.

Once you know what to protect, and how much protection 
each asset deserves, consider the threats to their 
continued operation and availability.

Go through this process until you have a list of the things 
you must protect, the level of protection they warrant and 
the defences appropriate to each asset.

There’s no right answer here but the outcome you want is 
interlocking and overlapping systems that let you sense 
when something is awry, to address it in a timely manner.

HOW MANAGERS CAN ENHANCE 
THREAT PROTECTION:

HOW ICT PROFESSIONALS CAN 
ENHANCE THREAT PROTECTION:

4.5
THREAT PROTECTION

• Bring risk management and IT people together 
to create a thorough understanding of risks  
the business must combat

• Seek impact assessments on the impact of systems 
becoming unavailable. Such assessments will highlight 
the depth of protection different assets require

• Lead by example. Be prepared to deal with extra 
layers of protection technologies even if they feel  
like productivity impairments.

• Create dashboards that report on the status  
of your defences. If possible, share those  
dashboards with managers so they can  
understand the need for constant vigilance

• Consider defence-in-depth strategies that layer 
different technologies to strengthen protection

• Consolidate defence elements whenever possible. 
For example, if you run several applications, control 
access with a directory or single-sign-on solution 
rather than running multiple authentication tools

• Use security intelligence services to keep you 
updated on threats you need to protect against.

THE CHALLENGE
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Criminals continue to try and find new ways they can 
break into businesses.

If you look at popular software and hardware vendors’, 
you’ll see that hardly a day passes on which you don’t 
learn of a new security vulnerability or problem. If you’re 
not watching these closely, you won’t be aware of the 
ever-changing threat landscape and will be ill-equipped 
to plan a defence.

Whatever industry you are in it makes sense to stay 
abreast of news that affects your current and future 
operations. Security affects every industry and every 
aspect of your operations. Making a habit of checking 
a reliable, frequently updated source of information 
about security problems, new threats and best practice 
responses is therefore a sensible defence.

Your ICT team or trusted advisors should be able to 
help, because it is their business to seek out these 
information sources and security threat data feeds. 

Not keeping abreast of developments in security 
intelligence may lead to significant security exposures.

HOW MANAGERS CAN USE 
SECURITY INTELLIGENCE:

HOW ICT PROFESSIONALS CAN USE 
SECURITY INTELLIGENCE:

• Subscribe to security alerts for a piece of software 
or device on which you can rely. Paying attention 
to those updates will help you to understand the 
scale of the problem everyone faces

• Work with your IT team and task them to advise 
you of emerging threats

• Convene meetings to review intelligence with a 
view to updating security policies.

• Subscribe to vendors’ security mailing lists

• Secure funding for subscriptions to third-party 
security information, such as that published by 
Computer Emergency Response Teams

• Become your organisation’s security conscience, by 
summarising incoming information for managers

• Develop a method to map news of security problems 
to business processes, to help prioritise responses.

4.6
SECURITY 
INTELLIGENCE

THE CHALLENGE
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Many organisations hire accountants to do their  
financial books and lawyers to write contracts.  
They may also employ specialists in the fields of  
human resources, marketing and other disciplines.

Leaders realise that these specialists are important  
sources of expertise and perspective. Security  
professionals bring the same knowledge and fresh  
eyes to the critical risk that is IT security.

Don’t assume your IT people can do this alone. That’s  
not an insult to them; rather, it gives them recognition  
that security is a very specialised field.

It’s also a field in which failure is not an option.

Expect your engagement with security people to be 
slightly unusual. Good security people need to be able  
to look at things from all sorts of odd perspectives. 

Prepare for some scary moments because working 
with security professionals can mean things like allowing 
“White Hat” hackers act like criminals and make extensive 
and earnest attempts to penetrate your organisation. 

Listen to the warnings you’re given by security 
professionals, because they’re aware of the very worst the 
internet has to offer. Respect the paranoia that can create.

HOW MANAGERS CAN USE 
PROFESSIONAL ASSISTANCE: 

HOW ICT PROFESSIONALS CAN USE 
PROFESSIONAL ASSISTANCE:

4.7
PROFESSIONAL 
ASSISTANCE

• Recognise that security professionals are specialists on 
par with lawyers, accountants and invest accordingly 

• Ask security professionals to map their findings to 
business outcomes

• Seek multiple opinions: just as many organisations 
change auditors regularly, consider using different 
sources of security advice at different times to 
benefit from different perspectives.

• Improve your own security skills by studying industry 
certifications or courses at tertiary institutions

• Insist on security experts being present  
when you work with IT service providers

• Engage security professionals to review  
project designs and plans

• Subscribe to security intelligence  
services created by professionals.

THE CHALLENGE
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CONCLUSION

The security threat landscape continues 
to evolve at an alarmingly rapid rate. Each 
day, new threats emerge with the potential 
to cause significant disruption and loss to 
organisations of all sizes. Threats range 
in type from hacking and viral attacks 
to nefarious activities undertaken by 
insiders. Maintaining effective protection 
against these threats is not an easy task.

Ensuring an organisation has the 
appropriate security processes and 
tools in place requires direction from 
the top. Board and senior executives 
must instill a culture of security within 
their organisation and allow it to be 
communicated clearly to all employees. 
Organisations must also recognise  
that it is increasingly difficult, if not 
impossible, to have all the required 
security skills in house. Effective use  
of external experts and resources is a  
key component in a security plan.

Organisations are now trying to find 
a balance between embracing the 
advantages technology can deliver and the 
task of providing vital systems and data 
remain secure. It’s a balance not easy to 
achieve and maintain in an ever-changing 
threat environment.

Key elements of this security challenge 
organisations must consider include:

• The people challenge: Humans remain 
the weakest link in any security chain

• The process challenge: Devising an 
effective and flexible security framework

• The technology challenge: The different 
types of attacks and methods used.

By having a comprehensive security 
framework, senior managers can be  
more confident their organisation will 
be able to withstand even the most 
challenging of threats.

Combating the many and varied security 
challenges faced by organisations requires a 
comprehensive and multi-pronged approach.
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We can assist your organisation to 
meet your increasingly sophisticated 
security requirements. 

For more information, contact your 
Telstra Account Executive or visit:  
www.telstra.com.au/business-
enterprise/security-services/

For More InformationConsultancy Services
• Telstra assists organisations of  

all industries and sizes, in  
Australia and globally, to identify, 
understand and better manage  
their technology and security risks  
within business risk targets.

• We leverage our own experience and 
capabilities in managing security risks 
across large and small organisation, 
network, cloud and mobile environments.

• We provide a range of services  
such as security assessments (incl. 
testing), security strategies, security 
compliance management, security 
architectures and roadmap, ICT 
resilience management and security 
intelligence amongst others.

• Telstra’s teams of security experts  
have also been involved in the  
design, build and management  
of some of the largest and most  
complex networks in the region.

• This real-world experience means  
we understand the challenges faced  
by organisations and are well placed  
to provide advice and guidance on 
current security-related issues.

ABOUT TELSTRA  
SECURITY SERVICES
Managed Security Solutions
• As more security technologies are 

deployed within organisations, their 
monitoring and management becomes 
increasingly complex. To assist with this, 
Telstra can provide a suite of Managed 
Security Services that can supplement 
an organisation’s internal capabilities.

• An integral part of this offering is the 
Telstra Security Operations Centre 
(TSOC), a dedicated monitoring facility 
that operates 24 hours a day, 365 days  
a year to detect malicious activity and 
help ensure ICT resources are  
not compromised.

• The TSOC, a government classified  
(T4) facility, provides an integrated 
approach to security for customers. 
Monitoring activities are fully  
integrated with Telstra’s Global 
Operations Centre (GOC) which  
provides service monitoring across  
the Telstra core infrastructure. 

• By providing security monitoring across 
both customer and Telstra’s core networks, 
the Security Response Centre team is able 
to pre-empt threats and escalate major 
issues Telstra’s Computer Emergency 
Response Team (T-CERT) as required.
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