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How we can help

Our Endpoint Protection consultancy offers a range of services and 
technologies to suit the importance of your data and the complexity 
of potential threats. These range from giving you advice about the 
right mix of software for your business – to detailed solution design 
development, or a fully managed service.

If you choose our fully managed service, you’ll also need our Security 
Incident Event Management (SIEM) service. SIEM provides you with 
an analysis of any security incidents, resulting recommendations, 
and fine-tuning of your security policies. It’s a process that drives 
constant improvements to your networks, security and efficiency. 

For your business, any device with a network connection is a potential entry point for a security breach.  
Such ‘endpoint’ devices may include your company laptops, tablets and mobile phones. Some threats come 
from known sources, and can be defended by signature-based defences. However, more sophisticated 
attacks are less likely to be detected. Such attacks need to be countered with specialised techniques.

Key benefits

This service protects your network against malicious 
activity when your employees are:

• Working remotely using laptops, mobile phones, 
tablets and wireless devices

• Using their personal devices to perform business 
tasks (BYOD)

• Accessing your corporate network or software  
from computers located offsite

• Accessing or storing your business data on  
remote servers

Endpoint Protection can help your business be more 
agile. It also enables you to offer your employees a 
more flexible, secure working environment.



What you do What we do What you get

You’ll need to provide us with:

• Any business and technical information our 
consultant requires.

• Confirmation of your design goals.

• Risk register and any risk profiles assessment 
and treatment plans. 

Depending on your business requirements,  
we can deliver any combination of the  
following engagement levels:

• Endpoint Protection Software  
We can offer you a wide range of applications 
for the prevention and detection of endpoint 
security issues, selected from best-of-breed 
providers.

• Design, develop and deploy  
Our expert consultants will work closely with 
your team, and our approach will be carefully 
tailored to your business objectives.

• Operation and management  
We can operate and manage your services  
to quality assured standards.

• Highly customised service according  
to your needs, which can include:
 - Software purchases as required
 - Design, development and deployment in 
close consultation with your stakeholders

 - Ongoing operation and management of 
security applications and services.

• Enhanced peace of mind for your organisation – 
knowing your endpoint devices are being 
protected from malicious activity including:
 - Servers
 - Remote desktops
 - Laptops and wireless devices
 - Phones, tablets and other mobile devices.

• Confidence that your overall network is secure 
from perimeter threats. 
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Engagement process

RECOMMENDANALYSEASSESSDISCOVER

Security Consulting services and more

We focus on measurable outcomes and business process 
enhancements, and can offer you the most complete range  
of end-to-end lifecycle Security Consulting services, including: 
• Risk and Health Assessment
• Strategy and Planning 
• Architecture, Roadmap and Compliance 
• Business Continuity and Resilience 

This industry-leading range is just part of a much bigger picture.  
We can also help you across a broad portfolio of consulting services, 
covering multiple aligned domains. These include Cloud, Networks, 
Collaboration, Contact Centres and many others. Our team will  
take into consideration your business strategy, and your wider 
technology environment. Telstra offers you the best of all worlds – 
highly skilled people and a rich portfolio of services, delivered on 
our world-class mobile and fixed networks. 

For more information on Security Services visit  
telstra.com.au/content/dam/tcom/business-enterprise/ 
security-services/pdf/security-consulting-capability-statement.pdf 

Telstra delivers end-to-end value
As a leading service provider, we’re ideally positioned to meet your end-to-end ICT requirements  
–through access to skilled professionals, cutting-edge capabilities and proven methodologies. 

No wonder we provide our cross-domain experience and ICT solutions to 200 of the top 500 global companies

Experience Specialised Best practice End-to-end

Consulting Services
We have over 900 people, 
Australia-wide:
• Our consultants are qualified  

with all major certifications  
and accreditations.

• You get the very best help in 
understanding, managing and 
reducing business risk. 

Professional Services
We provide industry-specific  
and domain-specific expertise:
• We give you access to guidance  

and technical design from a deep 
pool of specialised talent.

• You get solutions tailored 
specifically to your business 
requirements.

Project Services
All work is aligned with major 
quality and performance standards:
• We’ll ensure you get ICT project 

planning using best practice 
methodologies, governance  
and processes.

• Your projects are delivered  
on time, and on budget.

Integration and Managed Services
You’ll get peace of mind from  
start to finish:
• We make sure that both simple  

and complex services will be  
truly integrated from end-to-end.

• You get the best chance of 
achieving true business 
transformation.
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