
CYBER SECURITY 
HEALTH CHECK

Key benefits

• Understand your security, compliance and resilience 
requirements

• Assess risks and identify the security measures you 
need to implement

• Understand the impact of identified security gaps

• Define best-practice security, governance and 
compliance policies aligned with your business needs

How we can help

The Cyber Security Health Check compares your organisation’s 
current security practices against industry best practices.  
We obtain an understanding of any specific IT security related risks, 
define an assessment plan and conduct a high level health check. 
We increase awareness of potential technology security risks to  
your organisation, and outline ways to resolve issues in the future.

The service will address topics identified by your stakeholders  
and can be presented to specific teams or groups within your 
organisation. These may include:

• Business. For your Board Members, Business Owners and  
C level Managers 

• Technical Staff. For your Network/IT Managers and  
Operational personnel.

As technology has evolved, it has created a radical shift in business operations and opened up security 
loopholes. People are now working outside of the office and connecting to each other and information in 
different ways. The internet is accessed more frequently while virtualisation, compliance and the cloud 
present a whole new set of challenges. Technology change has not only made business activities vulnerable, 
it’s created new weapons to exploit weaknesses. 

If your organisation doesn’t have in-house cyber-security expertise, your security strategies, governance, 
regulatory and compliance measures may not be keeping pace with this rapidly changing environment.
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 telstra.com.au/business-enterprise/solutions/security-services/security-consulting

Engagement process

What you do What we do What you get

Facilitate engagement with business  
or technology stakeholders

Identify relevant knowledge gaps e.g.  
privacy of data or PCI-DSS compliance   

Provide us with information on: 

• Current security related concerns

• Any recent security incidents 

The assessment will typically: 

• Conduct a structured interview with key 
stakeholders

• Review provided documentation and  
blue prints

• Review the technology, people and processes

• Review organisational security posture and its 
alignment to risk appetite

• Conduct a high-level assessment of the 
findings against industry best practices

• Draft recommendations for improvement

• Discuss findings and test recommendations to 
validate they are meaningful, realistic and 
achievable

A report covering:

Business 
• Your specific security strategies, governance 

and compliance obligations

• Recommendations for your organisation’s 
governance and compliance direction

Technical 
• Weaknesses in security policies

• Compliance obligations and auditing of 
compliance (e.g. PCI-DSS , ISO 27001)

• Effectiveness of current security policies  
and processes
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Why Telstra for Security Consulting?

Our consultants draw on deep practical experience improving 
security for some of the country’s largest mission critical 
environments, including the largest networks in Australia -  
our own. They possess internationally recognised qualifications 
such as CISM (Certified Information Security Manager), CISSP 
(Certified Information Systems Security Professional), CRISC 
(Certified in Risk and Systems Control) and SANS GIAC (Global 
Information Assurance Certification).

Our consultants leverage the capabilities of our Security Operations 
Centre which constantly collects data from the internet, our 
networks and customer networks. They also access local and 
international threat intelligence from industry bodies, critical 
infrastructure forums, security partners and vendors. This  
enables them to gain a comprehensive view of threats to 
recommend the most appropriate defence measures.

The Telstra Difference
We combine skilled professionals, cutting-edge capabilities and proven methodologies,  

plus cross domain experience providing ICT solutions to 200 of the top 500 global companies.

End-to-end 
expertise

Deep industry and 
domain experience

Best  
practice

Innovation and 
leadership

Global reach  
and scale

One of Australia’s largest 
team of ICT Service 
Professionals including:
• 350+ ITILv3 accredited 

people
• 330+ Cisco Certified staff
• 120+ Design Professionals
• 130+ Certified Practicing 

Engineers

Industry-specific expertise:
• Government
• Retail
• Health
• Education
• Banking & Finance
• Manufacturing
• Logistics & Transport
• Mining & Utilities
• Public Safety & Security

Domain-specific expertise:
• Network
• Security
• Cloud
• Collaboration & Contact 

Centre
• Integrated Services

Aligned with major standards:

Security
• ISO 27001 
• T4 accreditation
• PCI-DSS
• Cloud Security Alliance

Quality Management
• ISO 9001/9002 
• 9001:2008
• ITILv3
• ISMS
• TOGAF

Customer Service
• CSIA Certified Organisation

65+ industry leadership 
awards in the past 5 years:
• 2015 Cisco: APJC Cloud  

& Managed Services 
Partner of the year 

• 2015 Polycom: Polycom 
Circle of Excellence Awards 
for Asia Pacific

• 2015 Frost & Sullivan:  
Data Communications 
Service Provider of the Year

• Access to 230 countries 
and territories

• Global Operations Centres

• Over 1400 people operating 
in 8 global markets

For more information on Security Services visit  
telstra.com.au/content/dam/tcom/business-enterprise/ 
security-services/pdf/security-consulting-capability-statement.pdf

http://telstra.com.au/business-enterprise/solutions/security-services/security-consulting
http://telstra.com.au/content/dam/tcom/business-enterprise/security-services/pdf/security-consulting-capability-statement.pdf
http://telstra.com.au/content/dam/tcom/business-enterprise/security-services/pdf/security-consulting-capability-statement.pdf



