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Telstra Mobile Device Management (T-MDM)

Device Feature Compatibility — Release v7.0

Eligible Operating System-> Apple Samsung SAFE Windows Phone 8
iOS 7.x Android 4.x
Device Restrictions
Disable Native Browser v v x
Disable Camera v v x
Disable Video recording x 4 x
Disable task manager x 4 %
Disable system status bar x 4 x
Disable Fingerprint for unlock 4 x x
Disable open-in document sharing 4 x x
Disable ad tracking 4 % %
Disable Microphone x 4 %
Disable manual profile install OSupervisor mode N/A N/A
Disable account changes(eg mail etc) OSupervisor mode v x
Disable AirDrop OSupervisor mode N/A N/A
Disable data usage changes for apps OSupervisor mode x x
Disable Game Center OSupervisor mode x x
Disable iBooks OSupervisor mode N/A N/A
Disable iMessage OSupervisor mode N/A N/A
Disable buttons (home, menu, back, volume etc) OSupervisor mode v x
Disable changes to find my friends OSupervisor mode N/A N/A
Disable Wallpaper changes x v
Disable changes to app settings x v
Disable developer options N/A v
Disable changes to device settings x 4
Disable Today/Passbook/Control Centre on lock v N/A N/A
Disable Factory Reset x 4 x
Disable Screen Capture 4 4 x
Disable Copy to Clipboard x 4 x
Disable copy between apps x 4 x
Disable NFC N/A v x
Disable USB Mass Storage x 4 %
Disable OTA Firmware Upgrades x 4 x
Disable Background Cellular Data x 4 x
Disable Bluetooth x v x
Disable Wi-Fi x v x
Disable Wi-Fi Direct N/A v N/A
Whitelist Wi-Fi networks (SSID) x v %
Disable unsecure Wi-Fi x v x
Disable Wi-Fi Auto-connect x v x
Disable changes to Wi-Fi profiles x v x
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Disable GPS

Disable native VPN

Disable unsecure VPN connections

Disable Cellular Data

Set Maximum Cellular Data Usage

Disable Data Roaming User can override

Disable Voice Roaming User can override

Disable Auto Sync When Roaming

Disable Internet Sharing/Tethering

Disable Personal Hotspot User can override

Disable Voice Assistant

Disable Voice Calls

Disable Unencrypted Backup

Disable Storage Card

Disable SIM card PIN unlock

Disable in-App Purchases

Disable Multi Player Gaming

Disable Cloud Backup/Sync

Disable Untrusted TLS Certificates

Disable Explicit Music
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Disable Content Ratings
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Disable iTunes Music N/A N/A

Device Security

Disable fingerprint unlock

Device Password must be enabled

Minimum password length

Alphanumeric password required

Complex password required

Password expiration timeout

Password history

Maximum failed password attempts

Require Device Encryption

Require SD card encryption
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Full Remote Wipe of Device

Full Remote Wipe of SD Card N/A

Selective Wipe - only company information 4
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Disable device from being unenrolled x

Device Application Management

Disable App Install From Unknown Sources N/A

Disable App Removal O Supervisor mode

Blacklist/Whitelist apps x

Silently Install Enterprise Apps x
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Silently Remove Apps v’ Managed apps
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Recommend Enterprise Apps 4 v ¥ Limited functions
Recommend Public Apps 4 v ¥ Limited functions
Create an Enterprise App Catalog 4 4 4

Query Device Application Inventory 4 4 4

Disable Public App Store 4 4 x

Manage Volume Purchase Program (VPP) 4 N/A N/A

Wrap Enterprise Apps in a Secure Container 4 4 x

Secure Container for Managed Applications 4 4 x

(AirWatch Secure WorkSpace)

AirWatch SDK for developers of enterprise apps 4 4 x

Device Content Management

Secure Documents in transit/at rest v v ¥ Limited functions
(AirWatch Secure Content Locker)

Disable company documents in Third Party apps v v ¥ Limited functions
(AirWatch Secure Content Locker)

Native Browser Content Filtering O Supervisor mode x x

Web Content Filtering v v v

(AirWatch Secure Browser)

Encrypted Mail/PIM 4 v x

(AirWatch Secure Inbox)

Device Configuration

Native ActiveSync accounts (with cert auth) 4 4 4

AirWatch Secure Inbox (with cert auth) v’ no cert auth v x
LDAP/CalDAV/CardDAV v x x

Install Certificates - CA and identity certs v v ¥ Limited functions
Enterprise Wi-Fi (with cert auth) v v x

Wi-Fi Hotspot 2.0 v x x

Native IPSec (with cert auth) 4 v x

Third Party VPN clients (eg AnyConnect, Junos) 4 v x

VPN on Demand v’ User can override | % x

Per App VPN v’ Managed apps x x

POP3/IMAP email accounts v v v

Web Clips/Bookmarks v v x

Custom APN (with password auth) v’ User can override x x

Global http proxy O Supervisor mode x x

Secure Launcher/Single App/Kiosk Mode O Supervisor mode v x

Custom Wallpaper O Supervisor mode v Secure Launcher | %

AirPrint printers v N/A N/A

Install default fonts v v x

Device Diagnostics

Cellular Data Usage* 4 v x

Cellular Roaming Data Usage* 4 v x

Voice Usage* 4 v x

Wi-Fi status v v x
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Roaming Status v k% v x
Personal Hotspot Status v x x
Certificate Status 4 v v
Encryption Status v v v
Content Locker Document Status 4 v x
Device Passcode Status 4 v v
SD Card Status x v x
Compliance Status v v v
Device Serial Number(IMEI) 4 v v
Mobile Number v iPhone Only v %
SIM Serial Number 4 v %
Battery Level v v v
OS Version v v v
Firmware Version x x v
Device Memory v v %
GPS Location v v v
Application inventory v v v
Device Compromise Status (rooted/jailbroken) v v x

* Usage only for management purposes. Not real time or accurate to Telstra bill

**|f SIM card is missing iOS always reports that the device is roaming



