CALL THE TELSTRA BUSINESS

TECHNICAL HELPDESK ON 1800 066 594
VISIT TELSTRA.COM/BUSINESS BUSINESS (

CISCO USER GUIDE

CODE




WELCOME TO TELSTRA BUSINESS BROADBAND
EQUIPMENT - CISCO® 877W AND 1812' ROUTER

You have purchased Telstra Business Broadband Equipment Extras — Cisco® Customer
premises equipment. The Cisco user guide will help you to configure and setup your
new router, so you can get more out of your Telstra Business Broadband service.

ADSL CUSTOMERS

If you have purchased our Telstra
Broadband Equipment Extras with Cisco

ADSL Customer Premises Equipment (CPE),
your included router is the Cisco 877W-K9.

It has wireless capability.

ETHERNET CUSTOMERS

The Cisco 1812-K9 router does not have built-in wireless
capability. If you require wireless capability, please
consult your IT specialist or contact 1800 655 744 for
information on our range of IT support options,

available through Telstra Business Support Extras .
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This is a step-by-step guide to help
you configure your Cisco router with
the Security Device Manager (SDM),
so that it can be used with your
Telstra Business Broadband ADSL

or Ethernet service.

It will guide you through the basic steps
to set up the configuration and features
for the Cisco 877W or 1812 router
supplied with your Telstra Business

Broadband Equipment Extras.

a. Please ensure you have read the
minimum systems requirements

and compatibility criteria.

b. Ensure that all hardware meets
minimum system requirements

as per section 3.

c. Please store this user guide in
a secure place, for quick and

easy reference.

d. You can access the router

in two ways:

1. Command Line Interface*
(for advanced configuration

& LAN settings)

2. Security Device Manager

(recommended).

The user guide requires the reader to
have a basic working knowledge of
Cisco equipment, and should be used to
supplement the Cisco 850, Cisco 870 and
1800 Series Access Routers Cabling and
Quick Start Guide, which is included in
your Telstra Business Broadband

Equipment kit.

To help make the set up of the basic

and standard configurations easier,

we recommend customers familiarise
themselves with the Security Device
Manager (your SDM software is included

in this Extras package).

e. Allthe commonly requested
features noted in section 10 and 11
have been made available on your
supplied router (877W or 1812)%;
this document will guide you
through how to enable these

features using the SDM.

f. Please ensure you have read the
Cisco 850 & Cisco 870 Series or the
1800 Series Access Routers Cabling
and Quick Start Guide for connecting
your Cisco router to the Telstra
Business Broadband ADSL or
Ethernet service. This Quick Start

Guide isincluded in the kit.

Customers requiring more advanced
router configuration or Local Area
Network (LAN) settings should use

the Command Line Interface (CLI)*.

If you do not have the expertise to do
this, please consult your IT specialist,
Account Representative or call

1800 655 744 for more information
on our range of IT support options,
available through the Business

Support Extras?.

g. Werecommend you change or reset
your router default password as
soon as possible after you have
installed and configured your

supplied Cisco router.

A.SDM

The following table defines the minimum system requirements to install the SDM on your computer.

Computer with a Pentium®-class
processor or greater

Web browser versions
Cisco SDM can be used with

the following browsers:

% Firefox® 1.0.6 and later versions
Please note: if you have Firefox set
as your default web browser and
would like to continue to use it,

you will need to note the following:

- ensure that the pop-up blocker

is switched off

- you will not be able to connect

using https or secure mode.

B. Wireless

Please ensure you check the
following requirements for using

WPA wireless protocol.

% Your wireless card must support
WPA or WEP.

% Make sure you have the most current

drivers for your wireless card.

% Your computer must have Windows
XP service pack 2 installed and
all the latest updates (you can
download them through the
Windows update site

at windowsupdate.microsoft.com).

% Windows Vista®
(Business Edition)

% Windows® XP Professional

% Windows 2003 Server
(Standard Edition)

% Windows 2000 Professional
with Service Pack 4

Windows 2000 Advanced Server
is not supported

% Internet Explorer® 5.5

and later versions.
% Netscape® 7.1,7.2,and 9.0.

Java™ Run Time Environment (JRE)
Cisco SDM requires Sun Java™ Runtime
Environment (JRE). The Java Run Time
Environment can be downloaded

from the following webpage:

www.java.com/getjava/

Important first step:

% Windows XP users must install
a Microsoft update to enable WPA

support before continuing.

% Theupdate can be downloaded at

support.microsoft.com/kb/893357

%  You will need to restart your
computer after downloading

and installing the update.

% Wireless Access is supported via
Mac 0S® X 10.3.3 or later with

AirPort® software 3.3 or later.

OPERATING SYSTEM REQUIREMENTS

% Microsoft TCP/IP installed
(confirm via Start > Settings >
Control Panel > Network >
Protocols orConfiguration)

% 9 MB hard disk space

% RAM:

- 128 MB for Windows XP
(256 MB recommended)

- 64 MB for Windows 2000
(128 MB recommended)



C. Cisco VPN Client 4. SECURITY DEVICE MANAGER

The following table indicates the system requirements to install the Cisco VPN Client on each of the supported platforms.®

The Security Device Manager is

OPERATING SYSTEM REQUIREMENTS a software program provided by Cisco

to allow users to configure router 10S,

Computer with a Pentium®-class % Windows Vista (all released % Microsoft TCP/IP installed ] ;
processor or greater, including Tablet PC versions) (confirm via Start > Settings > Security and Network connection
(Cisco VPN Client version 5.0.03.560) ~ Windows XP Control Panel > Network > features via a web based Graphical
« Windows 20007 Protocols or Configuration). User Interface (GUI).
S MB h i
~ TabletPC 2004/2005 SO M e 1 SR et
% RAM:

Note For all Windows operating
systems, only 32-bit platforms
are supported

- 128 MB for Windows XP
(256 MB recommended)
- 64 MB for Windows 2000
(128 MBrecommended) | e L
- 32 MB for Windows 98 5. WAYS TO ACCESS THE SDM
(see note under OFF CD OR GUI
Operating Systems) e
- 64 MB for Windows NT and
Windows ME (see note under
Operating Systems)

We recommend users access the

SDM GUI by opening up a web browser
and typing in: https://10.10.10.1

Apple® computer % Mac 0S® X, Version 10.4 or later % 50 MB hard disk space
(Cisco VPN Client version 4.9.00.0050) % PPConly. None of the Release Please note: An internet connection
4.9.00.0050 Mac 0S® X 10.4 and does not need to be open in order to

higher on both Power PC (PPC)
and Intel processors

Not supported on Mac 0S® X
10.3.9 and earlier

access this site as it operates at

the router level.

Cisco VPN Client for Windows Vista, Advisory about Connection
release 5.0.03.560, does NOT support Time on Windows
the following features: Using the VPN Client to connect

% System upgraded from Windows XP to aWindows Vista system might

or earlier Windows operating take longer than the time needed

systems to Vista. Please note: to connect to a Windows 2000 or

Clean OS installation if required. Windows XP system.

~ Start Before Logon. The actual time it takes to connect

may vary for each customer.
% SmartCard authentication.
% Integrated firewall.

% InstallShield.

% Auto Update.
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‘Welcome to the Installation wizasd fos Cisco SDM

T vaandd vl st Dz S00M 2 SE ngiteh] on pou
Corrgagbar snd roaater,

11 i shongly iscommended thal you el all Windows
o Eeloig rurrg thet Setud progiam.

Chick Nead o oonfirus il the inikalstion mizsnd.

[ netr | [ canes |

STEPS:
1. Insert the SDM CD into your CD Drive.
2. Download the SDM zip file to the PC.

3. Extract the SDM zip file. Go to SDM installer folder
and click setup.exe. The installation wizard will

start as shown above.

4. Click Next.

Ciseo 30M - Installation Wirard

Licanas Agiessant
Pisaze iead the following ioense sgreement casehaly,

'wﬁm mwuuwm -~
Thee copynghis o glist ews ane cwned =

" other hind pasties aned nen used ard diinbuted undes e GNL Publiz

Lecmnds A copy of the keanss & avadable o

| it s ol oo enz e finko/GFLv2 himl

A copy of the soucs code b ghat sy i avadable ot Wipc! e gru onp/soltwanstar

| End Lser Licerse Apeement
|MPORTANT: PLEASE READ THIS EMD USER UCENSE AGREEMENT CAREFULLY.
SUPPLED SOFTWARE

DOMWHLOADING, INSTALLING OR USING CI5C0 DR OISCO
E.I?JHSII'IUI'ES .IHI?TAHEIQFTPI‘E .IMEBEIIT -

@lmnmdwmm

1200 do ol mocept the hemms of e bcere sgreemean

| coack ] Metr || Conce |

5. Select | accept the terms of the license agreement

as shown above.

6. Click Next.

o S0 - Installation Wizard

Incetall Options
Irstesll Tl SO0 oot compastben oo o ths ioulles

Sebect whese you ward by ratal Cisco S0M,
{2 Thiz Comgaer
Iraksls Cisoo SOM on this computes

) Criees Rl
Ikl Cino SOM or pous scudier's Bash ey

{21 Both fempuler and muter
Irssially Ciaco SOM on this computer ared on poul scuber's fach mesmony,

It Lation Wizar
Choose Destimation Location
Salect Iokien whess vevs vl iratal iler

Sistusp wall insstall Clinco S 2 S{Eingleh] i the Bollowrs] folder.
T vkl o this bobdes, chick Heod To iratal to & dfferent boldes, click Browss and select
anciher lokdel

e ptination Folder
£\Pangram Fles\Ciaco Sysiems\Cizco 584

| cBack || Hea» | | Coesl |

7. Select This Computer - as shown above

8. Click Next.

9. Accept the default destination folder - as show above

10.Click Next.

Ready to Install the Program
Thee: wazinedd i 1miadly I Bt irvstalation,

You are now ready to install:

ik brvstisl by Loesgn e i sllstion,

W s B oot 4 chasnpe any ol yous sl alletion peltrgs. chek Back

Chck Carcel tor et the snzad

isco SOM - Installation Wizard

Cizco SDM Installatson \Wizand C

Ciaco S0M i 5 fully i,

[CLawrch Cisco S0M

11.Click Install.

12.Click Finish after successful installation -

as shown above.
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STEPS:

1. Go to Start - All Programs - Cisco Systems - Cisco SDM
- Cisco SDM. You will then be prompted with the below
text box.

#C SDM Launcher

SOM vl bo launched fom he PC usng he N
CISCO

DmlPhﬁmuHum:ﬁiﬂ,W.lm :]]

@Iﬁsm has HTTPS enabled and | want to uss i

(o] o |

2. Enterthe Device IP address of the router.
Telstra default shown above 10.10.10.1.

3. Select This device has HTTPS enabled and | want to use it.

4. Click Launch.

A Security Alert will appear as per below:

& hitps://10.10.10.1

AdCress

Security Alert

Infermation you ssechangs with this site canncl be viewed or
@ du'mdbrdim However, there is & problem with the site’s

The securty cedificate was issusd by & company you have
o not chosen Lo trust. View the cerificate to datamine
you want o fnust the certifying authorty.

.ﬂ. The sacurity carificate date is valid.

Iy The nams on the security certficate is invald or doss not
maich the name of the st

Do you want to proceed ?

LYes  J[ Mo ][ vewCerticate |

5. Click Yes.

You will be prompted to enter the user name and password.

Connect to 10.10.10.1

level_15 or view_access
[
IUser name: | ﬁ | w |
Fassword: |
[ Jremember my password

6. Enter User name and Password. A default administrator

user name and password “advantage/advantage” has
been pre-configured into the router configuration.

For your network and router security, you are advised to
change your user name and password. See section 8 (F)

- Adding User name and Password.

runART A

L) r-hdp-m-um-nur i Explore b ratricted the e o shovrg actes oorviel thatl il slcem o M
orguter. Ok

for aclion. .

Whaly fy Rgh?
koo Faar sl

7. Anerror may occur such as the one shown above.

To unblock the SDM popup page, move your mouse
cursor over the yellow bar and right click the mouse

and select Allow Blocked Content.

THE popup screen will then Appear: “Warning - HTTPS”

Haostname Mismatch

Thee hipsinaeme n the saver securiy Cerificals does notmatch the name of fe
BEIVEL,

Hostmame of the URL: 1010101
Hoginame from e cerie ate: |05 Self-Gigned-Cetiflcste- 2767445420

[0 O want bo procesa?

Cooe It |

8. Thisis aself signed certificate by the router, so the

publisher will be unknown. This is the correct behaviour,
Click Yes.

ng - Security

Do you want io atcepl Ba cardficabs from web §ie
“1035-Gel.Signed- Cartfcate- 1 20624206° for B purpose of exchanging
enchmied infdimation?

Publishar suthenticsy veimad by “Unknown issuse

Ammwmqu-wnummw

@ The ity cerificale bas nol expied and ks still valid,

Caumon: "105-SeiF Signed-Cartfcale-1 10628690 assas Matthis contend s
safe. You shousd mmmmlmm
“103-5al-Signed-Carrfcate-1 20624395 1o make that asserion.

More Dtails

[yes J1 o [| swers |

9. Apop up screen will now show with

Warning - Security as above. Click Yes.

. Do vou wank bo irusd e sigeed applel disrbuted by "Chito Srstems™?
Publisher aultvenbicity verfled by, "Thawe Consuling oo

@mmmwmnnwmuw.

Ammmmmwhmﬂmm

Caubion: “Cleco Brstems” as50es that Tis conbent is 588, You should onky
aeceplinis contant if you ust “Cisco Svibems” b make thal assetion,

[ amouss |

[yes ]| o || swon |

10. Awarning will then appear, Click Yes.

Windows Security Alert |x

I =
0| To help prolect your compuler, Windows Firewall hos blocked
"\F some (edures of this progras

Do you want to keep blocking this program?

Hams:  Intemet Explorer
Publsher: Mcmsofl Comporation

[ EespBlockng | | Unblock | [ dekMelater |

Windows Frewal has biocked thes progrem froen accapbing connachons from the

m:tlndm lmm wn?mnrln.ﬂﬂ"nn.bﬂ- ¥Ou Can

11. Windows Security Alert may pop up.

Click Unblock.

10
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A.Configuring Interfaces:
1. Configuring your ADSL (WAN) Interface

[®]
Wiwicoime io e AL YWk Confige son Wiue s
% L aillseilis
tan ] (2 T<")
Thia witaes e ¥ cEnfg AL e B %y
B
Thees ipas of Al WaRH foRnon g B0 Tappoaed
—= 4 Bt
= RGN g
" PO
To coririe, Bk biast
[ e T
e e T = . |,EE | o] _ewe | |
STEPS: 5. Click Next.
1. Click Configure.
2. Click Interfaces and Connections in the Tasks section.
3. Select ADSL (PPPoE or RFC 1483 Routing or PPPoA).
4. Click Create New Connection.
[} [
i e il
miwtimy AT
e mhmum“-—mmﬁ“m-mm
™ PPPeE

" RFCTIN] Pauling wilfh SALIEAR
T RFGT Priuting wilh AALSML0C
F ek

T PPFOA wil AALESIAF

‘wrkial 'eh deriier §
Wilial Crnifl e i)

6. Select PPPoA with AALSMUX.

7. Click Next.

8. Entervalues for Virtual Path Identifier (VPI) and Virtual
Circuit Identifier (VCl). The VPl and VCl are obtained from

the Configuration Advice from Telstra.

9. Click Next (if successful, move on to step 10).

Please note:

If the previous steps fail at this point, we recommend you take

the following action:

a. Click Configure - as per steps on page 11.

b. Click Interfaces and Connections from the Tasks section.
c. Click Edit Interface/Connection.

d. Highlight ATMo.1

e. Double Click on Username on the bottom half

of the screen.
f. Click Authentication in the pop up box that appears.

g. Populate Username, New Password
and Confirm new Password fields,

caps authentication should already be selected.
h. Click OK.
i. Click OK again.
j. Click File/Write to Startup config

k. Click Yes when prompted to continue with

the copy process

W ki ey
FelarFa P adoims b bur coneechen

]

T Dynamic MaCF Ciang

T
FPUambed i [ 0 5]
TR i

T L e i i il AR 1 Dar ket T
sha: ibica palest

I Esabiv Tvmami D48 i Ol . |

o] cme] e |

10. Select Easy IP (IP Negotiated) as shown above.

11. Click Next.

Cenl frw watiaricsbon Irpe. and srte U ST B o ecrd, proded
A TI DAPR S

Mol Byt St et
ciFa

¥ Coi ]
for iy kst oy CHAP and.

cvnrfima] | o] e |

FAT 18 el 4 2 gadwd on W salel deTace Conlgurmg PAT wiows maiess
dirund we Fab LAM ko dhies T VBN ConnbrBin,

|

LA It ) Bl AL

.s':".:..L.*!:J

12. Authentication Type - Select CHAP.

13. Enter the Username and Password from the

Configuration Advice provided by Telstra.
14. Click Next.

Please note: The above is provided as an example.

15. Select Port Address Translation.

16. LAN interface to be translated - Click drop down menu

and select your LAN interface.

17. Click Next.

12
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ycl

: ilﬂl'ﬂ'-ql-lml Mmr]=

18. Select Test the connection after configuring.

19. Click Finish.

2. Configuring Ethernet/Static Interface
Y Y -7 ]

& - E]—-I..".. i a0 el

e
T
® = =
e 18 P B ——
mangien | i S
e e e e =
Vb g el L e n.u.-_-
[ T— o
i —
[rp—— i
e g
e e e v e
T T
o et g
e B p————
Sy Rinling Rt R
e
_ o LT T e 77 0
STEPS:

1. Select Configure as shown above.

i _“-ﬂn- mi‘m@l-w—

BT

T s M H

2. Click Interfaces and Connections from the Tasks section.
3. Click Edit Interface/Connection.
4. Highlight Fastetherneto interface.

5. Click Enable. The status column should now

change from Down to Up.
6. Click Edit Interface Connection tab.

7. Click and highlight Interface and click Edit
Please note: The Edit tab may not always be active.
If this does not work, please use/follow the create

connection wizard.

You will be provided with the following dialogue box:

Interfincie Foatis e Edit Dialog -FastEtherneti

r
1P pddness | Iexbc BP sodress d [

IP podeess: ItB:Z.'lEB.Zﬂ

Subselmask [2552552550 o (24

omemeonsuenes [ |

(Cox ) comn | _wao |

8. Fillin the details as shown above and click OK.

Please note: the above IP address is used as an example only
- the actual static IP address is detailed in your configuration

email for Telstra Business Broadband.

B. Configuring Static Route

afuasbin
€ifce

STEPS:
1. Click Configure.

2. Click Routing from the Tasks section

- on the left hand side of the screen.
3. Click Add as shown above.

You will be provided with the following screen

to add your static route:

Add IP Static Route

— Destination Network

Prafic |u.u_u_u

Prefix Mask: |n.o.n_u

™ Make this as the defaull route

—— Forwarding( Mext Hop )

€ Interface:
=)

Optional

|I192.1EB.2.1 I

Distance metric for this route: | 1
# [Permanent route]

| OK Cancel | Help |

Fillin the details as shown above.

4.

5.

6.

7.

Select IP Address radio button.
Enter your default route address.
Select Permanent route.

Click OK

Please note: The above shows a sample default route.

C.Network Address Translation (NAT)/Port Address Translation (PAT)

1. Defining Trusted and Untrusted Interface

silisslia
CiNCo

e L

STEPS:

Click Configure.
Click NAT from the Tasks section.
Select Edit NAT Configuration tab.

Click Designated NAT Interfaces.

14
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The following dialogue box will appear:

HAT Interface Setting

Selactthe list ofinterfaces that you want to designale as.

inside f outside,
interface inside(trusted) outside(untruste.
| FaslEthernel0d r v -
|Vian1 = I
| ] |
oK Cancal Help |

5.

Select appropriate boxes for trusted and untrusted

interfaces - as shown above.

Please note: The above WAN interface is provided as

an example for Ethernet set up (ie FastEtherneto),

for ADSL customers please use diallero.

6.

Click OK.

T [ Vaw Toes e

= B Jo & [F]a 2 LS

7. Click Save.

2. Dynamic Port Address Translation

Grm W [ B d L2 o

|
e ] sarwr e | Fre s Mo

I "pe i | i N E
I

FLEET L il 20 !I

STEPS:

1. Click Configure - as shown above.
2. Click NAT from the Tasks section.
3. Select Edit NAT Configuration tab.
4. Click Add.

Toon [irtartace =l
dartace Fp Mgl -
| =1
e | caow | wep

Select Dynamic.

In the Direction drop down menu:

select From Inside to outside.

Click pull down menu and select

Create a new rule (ACL) and select...

Add a Rule
Lipe: ~
|intemet-Access |Extended Rule =
Description:
' |Alow LAN 10.10.10.0/24 Intemet Access
L]

NAEARED

Cancel Help

8. Fillin Name, Type and Description as appropriate.

9. Click Add

Al rtentan
T )| oo —)
L - Cewnson Rastlistien
| T &P R ol B Tigw iy bR =]

| Pt EI
T - —

i Lmns il 0 - R mahon |
{\amRE Bl 1 - Do zaig)

7R Cupe FEKWE  FE
1P Pyl

| —

7 Ly it age e oy
TEl T

Complete the following fields:

10. Action.

11. Description (optional).

12. Source Host/Network source.
13. Protocol and Service.

14. Select IP in the IP Protocol.
15. Click OK.

Please note: The source should be the trusted network.

The following screen will be provided:

Add a Rule

Namehumber. Type:
|In1:emat—ﬁme55 | tende : ;1

Dascription:
|Allow LAN 10.10.10.0/24 Intemnet Access
Rule Entry

permil ip 10.10.10.0 0.0.0.255 any

oo | e

16. Click OK.

ailusslie
[4514-]

g |G Do 2 [J] &

I

17. Click on Save.

D.Static Port Address Translation (Static PAT)

Static port address translation is required if the customer has
a web server located within their LAN which they would like
to give internet users access to. This assumes the customer
has appropriate security measures on the server before
configuring this feature, if you are unsure please consult
your IT specialist or contact your Account Representative

for more information on our IT Services solutions.

The following screens show how to configure PAT

for web (port 80)

L il 0 !I

STEPS:

1. Click Configure - as shown above.
2. Click NAT from the Tasks section.
3. Select Edit NAT Configuration tab.

4. Click Add.

16
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Add Address Translation Rule

i+ Stafic I~ Dynamic

[I:Indm;lb‘mm inside o outside | ]

5. Select Static - as shown above.

6. Inthe Direction drop down menu - select

From inside to outside.

7. Inthe Translate from Interface enter the IP address

and subnet mask of the Web sever on the LAN.

8. In Translate to interface, enter the public IP address
in the IP address field.

9. Ensure that the Redirect Port is selected.
10. Select TCP.
11. Original Port and Translated Port are set to 80.

12. Click OK.

T L e Teel

S - Do & (3] 3 b

13. Click Save.

STEPS:

1.

Click Configure — as shown above.
Click Additional Tasks from the Tasks section.
Select Edit NAT Configuration tab.

Click Add.

Add a Rule [

ama/MNumber Type:
{Extended Rule

L

|Intermet-into-Lan

Description:

|iEIEI'I'II:I|B - Allow Interned io Access Web Server ]
L]

L

A 0807

— Interface Association

HNene, Associale. |

| cancel |  mep |

5. Complete the fields Name/Number and Description.

6. Click Add.

- Descresen
!r:-_ [Parm :l] ilm.u,.m.,ﬂ,..,._ ]
| semteaeen [ —
= | [Rrestiume o s =]

Hesl i TEEITE ——
|
|
| Prekest and Sasn

A rwe roe Cp
— Egur Por (Rarely tanged Bed el Fort
7 Lo matches st e 1y

.

7. The above examples shows any user (source) allowed
to access the public address of the web server.

Access has been restricted to port 80 only.

8. Once you have added the rule, click OK.

Edit a Rule x
Name/Mumber: Type:
[Intemet-into-Lan {Extended Rule |
Description:

|Euampla - Allow Internel 1o Access Web Server

Rula
parmit icp any host 1 B e waw

Intarface Association

Hone, [ Associate... ﬂ

oK Cancel |  Help |

9. The above will be shown to verify the rule

which was configured.

10. To apply the rule, click Associate.

Associate with an Interface

Select an Interface:
Specify a Direction:
" oupans
S B

11. As the example allows internet users to access a web server
in the LAN, select an Interface (example FastEthernet0) and

specify Inbound direction.

Please note: This is provided as an example only -
for Ethernet set up use ie FastEthernet and ADSL set

up please use ie diallero.

12. Click OK.

18
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Edit a Rule
hameMiumber, Type:
| Internet-into-Lan {Estend=d Rule |
Description:
|E:|:ample - Allow Internet o Access Web Server
Rule Entry

pemit icp any host 162 168.2.6 eq www

Clone...

E

TR

— Interface Associahon
(Fastememennbound | nssociate.. |

Cancel | Help

13. You will be provided with this screen, which will confirm

the interface association and direction.

Please note: The the WAN interface is provided as
an example for Ethernet set up (ie FastEthernet),

for ADSL customers this should indicate diallero.

14. Click OK to finish.

Tis Rt s Tows iy

8= g = & [F]S 2 alih

15. Click Save.

F. Adding/modifying/Removing
Username and Password

1. Adding UserNAME and Password

The following instructions show how to add

new users with passwords.

STEPS:

1. Click Configure as shown above.

2. Click Additional Tasks in the Tasks section.
3. Click Router Access.

4. Click User Accounts/view.

5. Click Add or click Edit if you wish to modify username

and/or password.

You will be provided with the following screen:

Add an Account

Enter the uzemame and password

Usemame: [ltest

—— Password
Password =None=
New Password; raee
Confirm New Passweord: [re

W Encrypt password using MD5 hash algorithm

I Associate a View with the user

View Name : {=001_-d - tx]

This View useris authorized to use all features in

Click on View Detalls button to know more abo

oK Cancal Help

6. Fillinthe Username, New Password and

Confirm New Password fields.

7. For Privilege Level, only administrators should be marked

with 15 and all other users should be marked with 1
8. Click OK.

9. Click File and Write (File toolbar) to start up Configure
- THIS IS VERY IMPORTANT AND IS REQUIRED TO SAVE
THE CHANGES INTO THE ROUTER IN CASE OF A POWER
FAILURE/POWER CYCLE.

2. Removing Telstra Administrator Account

STEPS:

1. Click Configure as shown above.
2. Click Additional Tasks in the Tasks section.
3. C(lick User Account/View.

4. Click and highlight advantage

or the administrator username.

5. Click Delete.

Please note:

The following prompt - SDM Warning will be shown, this will
warn the administrator. Before this default account is deleted,
make sure a NEW Username and Password with Privilege

Level 15 has been configured.

& SOM requires @ user accound with peivlage level 15 oo sny CLI view fo
mﬂumm.mwmnhmmmmmm
fo connect o the router will ceuse S0M to lose the conneclion b e
router. Thavatons, if this b5 the user eccount weed bo wvoke i instance
of SDM, i bs recomemended It you do not delebe this user sccount

D you wand bo conlinue?

e e

6. Click Yes to initiate the Administrator Account deletion.
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PROPERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE 15 iyt 8

GOVERNED BY THE TERMS AND CONDITIONS OF THE GREEMENT
SET FORTH BELDW. BY CLICKING "ES" ON THIS SCREEMN, YU R ]
INDICATE THAT U AGREE TO BE BOUND BY THE TERMS AND T T

CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE READ THE
RMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON *YES",

Chcie Canced 1o gull B bebu peogram. thn cioss sy peogramt
wous haws mnning. (Chick: Ml 1o conbins he nslallsbon.

'WIMRNING: Thes progesm i probected by copyeght bee and
rlanatony teym:
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STEPS: 4. Alicense Agreement will appear. 9. Theinstallation will start as shown above. Cisco VPN install successful:
1. Download the Cisco VPN client to the PC (This feature/ 5. Select | accept the license agreement. 10. Click Finish when the installation is complete.

client is only available to customers who have purchased 6. Click Next.

our Router Support Service Extra).

2. Extract the Cisco Client zip file. Go to Cisco VPN Client
installer folder and click setup.exe. The installation

wizard will start as shown above.

3. Click Next.

Suntoms VEH Cllerst 5.0.07. 0560 Setito i Chico Systoms YEN Client 5.0.03; 3 [ You will be prompted to reboot your computer for installation
i s o g to take effect:
Salect a bokder whens tha sopheation vall be installsd E Chck Mast b begn metalaton E
|: Installer Information

The Wine byutalainn \winad il natsl e fisg v Citess Sytiams VPN Cisnt Dhck the Back buion to inentar tha instalasion infomustion o check Canoel b3 o
RN = Twmmmmlwhmmm
To mtall inho & e folder, chck the Biowse bulion, and select aroihes lolder. % bo Cizco Sysbems VPN Chent 5.0.03.0550 to take effect. Click
;a:*n?.d;:dniﬂﬁmﬁphmhmmuﬂi‘w Yes to restat now of Mo i you plar bo restart marualy later,

Ceeetinuanion Foldel

C:\Program Fler Cinco Sysbem VPN Cheriy

[ cBack )| Mews | [ Concel | [_<Bok | Hews | [ Corcd | 11. To reboot computer, click Yes.

7. Accept default destination folder and click Next. 8. Click Next.



10.COMMONLY REQUESTED FEATURES FOR TELSTRA
BUSINESS BROADBAND EQUIPMENT EXTRAS - CISCO CPE

A. Wireless

Wired Equivalent Privacy (WEP) and
WiFi Protected Access (WPA) are the

two security protocol options available
for encrypting wireless communications

on the router.

We recommend customers use WPA
- the stronger of the two encryption

methods.

WPA is the second generation wireless
encryption protocol and designed to
overcome the security flaws that were
evident in WEP. WPA is available in WPA2
(Enterprise) and WPA-PSK (Personal).

We recommend you use WPA as your

method for Wireless Encryption.

WPA-PSK is easier to setup than WPA2
(enterprise) since it uses a pre-shared
key, compared to certificates in an
enterprise environment. The minimum
length is 8 characters; with maximum
63 characters, we recommend a
minimum length of 20 characters.

Values can be alpha-numeric.

To use either WEP or WPA both the
wireless devices and the operating

system must be able to support it.

Please note: Some older operating
systems may not support WPA and
will require WEP. It is not possible
to mix WPA and WEP.

If one device on the network is limited
to WEP, then either that device needs
to be replaced or the entire network

is to be limited to using WEP.

B. Remote Access

The routers support various remote
access applications, such as SDM, telnet,

and SSH to allow remote management.

SDM can either use http or https.
However, the SDM software needs
to be installed on the PC.

Telnet and SSH are network protocols
which allow remote interactive TCP
sessions to the router. Telnet is less
secure since the TCP session is all in
clear text while SSH is more secure,
it uses encryption to protect the data

between the client and the router.

C.Remote Access VPN
(IPSec VPN)

Remote Access VPN allows mobile

workers (Tele-workers) to securely

access the corporate network from

anywhere in the world.

To securely access the corporate
network, the router needs to be setup
to accept and terminate the IPSec VPN
tunnel and the Cisco VPN client
software needs to be installed on

the PCto initiate the request.

When the IPSec tunnel is established,
it offers the user comprehensive security
by encrypting the data between the

client PC and the router.
Important note:

This feature is available through
Telstra if you have purchased the
Telstra Business Broadband Extras
‘Router Support Service (RSS)’.

For more information on this Telstra
Business Broadband Extras, please
contact your Telstra Account
Representative or call 1800 655 744.

D.Dynamic Host Control
Protocol (DHCP)

The DHCP protocol allows a server to

dynamically assign IP addresses and

DNS addresses to the PC TCP/IP software

stack. The IP addresses are assigned

from an arbitrary IP address pool.

E. Integrated Firewall

In its simplest form, a firewall
prevents unauthorized access from

an untrusted source to a trusted
network. The Zone Base Firewall (ZBF)
feature is a sophisticated form of
firewall introduced in Cisco 10S
version 12.4(6)T which provides

stateful inspection.

Stateful inspection offers better
security by keeping track of the packets
traversing the router by “inspecting”
the packet up to the application layer
information. This allows the router to
distinguish legitimate packets for

different types of connections.

F. Network Address Translation
(NAT)/Port Address
Translation (PAT)

The concept of NAT and PAT allows

internal devices with unregistered

(private) address to access the internet

by having the router re-write and

replace the internal address with an

internet (public) valid IP Address.

NAT allows the router to allocate

one public IP address to one internal
private IP address while PAT allows the
router to share one public IP address
amongst many internal private

IP addressed devices.

It should be noted that some protocols
may break when used in conjunction
with NAT/PAT since some protocols
may have embedded IP addresses

in the payload itself.

It is assumed the customer will

only encounter standard well

known protocols.
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A.Cisco VPN Client Configuration
This feature is available through Telstra if you have purchased
the Telstra Business Broadband Extras ‘Router Support Service

(RSS)’. For more information on this Telstra Business

Broadband Extras, please contact your Telstra Account
Representative or call 1800 655 744.

T g ]
-n 'hd"r ﬁ cisco
[ Comracton Bty [ rom | Trarmoce:
Wl Ll
Fek marmeched,
STEPS:

1. Start the Cisco VPN Client.

2. Click New.

By

# YPH Client | Create Hew YPH Connection Entry

Cannection Entry|[BEE

Description | [IF5ec VN Connection to Cfice clsco

Hoat |70 80 100,181
Asheicaton | Transpont | Backup Severs | Dt |
& Group Authentication

MName: Femote VP HClert
Fasswand. ==

Corfirm Password|[——

 Mutusl Group Suthentication

" Cadficate Authentication

Mame I ;’

I™ Send CA Cortficate Chain

Eees Uter Pastword I m el

Connection Entry - is the name of this

particular profile.

Description - a meaningful description of the profile.
Host - the public IP address of the router.

Group Authentication:

% Name - user defined, this group name MUST be the

same as the one defined in section 11(B) step 18.

% Password - user defined.

B. Configuring an IPSec VPN on the Router

This section shows how to configure the router to act as an
IPSec VPN termination point to allow remote users who have
installed Cisco VPN Client on their personal computer, to
securely connect to the corporate local area network. This
feature is available through Telstra if you have purchased the
Telstra Business Broadband Extras ‘Router Support Service
(RSS)’. For more information on this Telstra Business
Broadband Extras, please contact your Telstra Account
Representative or call 1800 655 744.

= B D2 2 & 2 e

a8 B
L e
e Car by —
. b

r.nl_ L L e e e e T e Y

STEPS:

1. Click Configure.

2. Click VPN in the Tasks section.
3. Click Easy VPN Server.

4. Click Launch Easy VPN Server Wizard.

Inmuriacs and Aattandcarion

iy
mmnuﬂmummmhm
in L L T WIR e
|...:-‘ crilgun triace

st vl Tl ey

iC G i

P adaes |

[ fumstitine | wl #

ERrT—— |FasEnsmmD #] Deisin I
P —
| Delactps e g WH Trrecteg mtte Dy
VPN Benar

T [ I

5. Click Next.

6. Click Unnumbered to.

7. Click the drop down menu and choose the interface which

faces the internet.
8. For Authentication, select Pre-shared Keys.

9. Click Next.
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You will be provided with the following screen.
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10. Click Next.
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17. Click Add.

Genural | DMNEAWINE  Spit Turesling | Clieni Selings 3kt Opdions | Chenl Update .
Hame of This Groug: RsmolevFriciant
~ Fre-shand Keys

Bpecty T bty it il B4 used S authentc Bl the cliesds associated wih P groue.

Currend Kay o
Enfar naw pre-shiamd by b
¥ Feal infopmasan
3 1008l D0CA Congaingg @ rarge of sodresses Dakwil be used o sloce BN
inlemal IP sodness I o clerd :
- Starteg (P address | 10.19.11.1 B i i

Ending IP soafese: | 10,101 I.E

Enter T subnel mazk thal should be sent 1o Me ¢ent along with the IF sddiess.

‘subnetMmsc [ (Opbieasl
PE—

Ugernum Connachons Mlawed

o | cancet | Hslp |

18. Name of This Group - define remote access policies
that are common to all specific users. This group name

must match the name in Section 11(A) step 6.
19. Pre-shared Keys - password for device authentication.

20. Pool Information - range of IP addresses that can be
allocated to IPSec VPN Clients. This address MUST
be unique.

21. Click OK.

Sd Unar Credenkacn
sy
Thit boc g altiki 13 Wl 0 vl for (PRl e Tab. THHE G0B0 (1 SELOMITINGRT I
|nnm-mvmmwﬂ
_!!u“_l Canes HI- Tl I:Mnll iy

12. Select Local.

13. Click Next.

14. Select Enable User Authentication.

15. Select Local Only.

16. Click Next.
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C.Other IPSec VPN settings

1. DNS/WINS

The DNS/WINS configuration page allows customers who have internal

servers within the corporate network which need to be assigned to the

IPSec VPN user so they can resolve private host or device names.

Cerfigure Tip DG sengrs, WINS serars, and coman nams [l 5houid be e I

i tlsrds 3950CkHB0 Wil Tl gRoug:

(% Corgurs 015 Sermis = —
e N —
Secondary DNG Server P address: [
—
Primar WIHS Seeed P aoomin 10.90.10.59
Secongat WG Sene P aoamss. I

o cancal | Hsp

STEPS:

1. Click DNS/WINS tab.

2. Select Configure DNS Servers and fill in the required fields.

3. Check Configure WINS Servers and fill in
the required fields.

2. Split Tunneling

Split tunneling allows administrators to configure the
router to allow remote users (Cisco VPN Clients) to have
secure access to the company network while at the same

time allowing unsecure access to the internet.

Split tunneling can pose a security risk when configured.
Since VPN Clients have unsecured access to the internet,
they can be compromised by an attacker. That attacker is

then able to access the corporate LAN via the IPsec tunnel.

Itis advised administrators do not enable split tunneling.

k- by of P V8 ol & weours il o e oeninel wem
vl e rypled connecbora whn spbl lereang n enatied, § VPN chend e
#15BEUR o 5 tecure Benn 15 e ConTal 1B a1 wel 38 unencneied connerlons Whan
AP B g e ol , 1 oz Fom Bra PN send 11 el Fngn e VPR Lned. Gpee
Semryeireg o e st v defat
i
| gty Tom Mocal bt T o 4w Tty o i S B
wubrt m wand Buough B W Lrnel
I Ester e proteried ausnety
[r— | Waik
i |
ET
( Sobect v Spwnmeing ] |
Habacd A an b L)
| Evtai Wi nEmES s Bl hviniy
R P —— Fiarhe (1850 b 185528930 )
o Gl e
STEPS:

1. Click Split tunneling tab - as shown above.

2. Select Enable Split Tunneling.

3. Select Select the Split tunneling ACL.

4. Click Create a new rule (ACL) and select...

#dld a Rule

Tipe
Spa-Tunneling |

Daseription.
l;n:m LAN & Remete Client
Endry

5. Name/Number - provide a meaningful name of the ACL

(no spaces).
6. Description - provide a meaningful description.

7. Click Add.

W
—

I Lag maichay sgana! Fs ey

W recommend that 3 Spattunnating ACL ha'e entries with the
dealinaban sddrads of"any" S0M ke daiaciad matihe spacified ACL
hag aririse wilk & epacile destnaion nitwark o Rost Do ywou wan i
gt fhiss ACL for £ piit lunnifing® Click Yies o confinue or No t cancel,

=3 - |

In the Action dropdown box:

8. Click Select an action and select Protect the traffic.
In the Source Host/Network section:

9. Type - select A Network

10. IP Address and Wildcard Mask - this is the source subnet.
Typically it is your LAN subnet.

In the Destination Host/Network section:
11. Type - select A Network

12. IP Address and Wildcard Mask - this is the destination
subnet. This is your pool of IP addresses create in section
11(B) step 20 - Pool Information: - range of IP addresses
that can be allocated to IPSec VPN Clients. This address
MUST be unique.

13. Click Yes.
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14. Click Next.
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15. Click Next.

16. Click Finish.
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D. Wireless

Router Wireless Configuration

[ L [Ty ye—— p—r

STEPS:
1. Click Configure.

2. Click Interface and Connections from the

Tasks section.
3. Click Create Connection tab.
4. Click Wireless radio button.

5. Click Launch Wireless.

Radio Express Setup:

et | s {E:.IM

6. Click Wireless Radio Express Setup.

7. Select Default for Optimize Radio Network for.
8. Select Enable for Aironet Extensions.

9. Click Apply.

Please note: The Wireless hostname is provided as an

example only.

B i 8w ) —

[t )

10. Click Wireless Express Security.

11. Select Routing from the Connection Selection.
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12. Fillin the following fields:

% SSID (the SSID provided here is used for example

purposes only).
% |IP Address and IP Subnet Mask.

13. Click Apply.

Configuring Wireless Interface:
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14. Click Wireless Interface.
15. Click Radio 802.11G.
16. Click Setting tab.

17. Select Enable.
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18. Click Apply.

Configuring Wireless Security:
- Encryption Manager
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19. Click Wireless Security.
20. Click Encryption Manger.

21. Select Cipher radio button. From the pull down menu,
select TKIP.

22. Click Apply.
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Configuring Wireless Security: - SSID Manager
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23. Click Wireless Security.
24. Click SSID Manger.

25. Click BBE from Current SSID List. The BBE SSID is an
example. The user should select their custom SSID

as defined in step XII - Fillin the following fields.

26. Select Open Authentication in Authentication Setting.

From the drop down menu, select TKIP.
27. Under Authenticated Key Management:

a. Key Management, select Mandatory

from the drop down menu.
b. Select WPA.

c. WPA Preshare Key - enter WPA password,
20 to 60 characters long.

28. Click Apply.

29. Please refer to section 8(C) 2 Dynamic Port Address
Translation to configure the router to allow wireless

devices to access the internet.

Client Wireless Configuration

Choose a wineless network
ke g k. i o ool T SO 9 @ e ek i g o et e
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STEPS:
1. Search for various wireless networks in the local vicinity.

2. The SSID configured will show up in the list. Select the

desired SSID and click connect.

Please note: The SSID shown here is provided as an example.

Wireless Network Connection

The netveork TEH_BEE requeres & network kery (slso called & WEP key or WRA key). A
metwork ey helps prevent unknown intruders: from connecting to this ne bweork.

Type the key, and then dick Connect.

Hebweork key: |

| comect | [ canced |

3. Enter the WPA shared key. This is the same key as entered
in Step 27 (opposite) - Authenticated key management.

4. Re-enter the value in Confirm network key.

5. Click Connect.

You have successfully connected your client/PC to the

Wireless connection as shown.

Choose a wireless network

R B P B B 2 EER] 1 SEERAE Stk I 1RSGE O 18 PRE e
rforraion.

E. Configuring Router as a DHCP Server
STEPS:

1. Configure Static Interface as shown in section 8(A) 2

Configuring Ethernet/Static Interfaces.

2. Click Configure.

3. Click Additional Tasks.
4. Click DHCP Pools.

5. Click Add.

DHCP PostNetwerk | 1010400 |

Susnetmask 2562852850

— DHCPPool——— —— Laase Langth
Samngi® 1010002 | " MeverEwpires  © UserDefinec
-
Ending 1P 10.10.10254 | Doy l_f_:|
- HHMM (o |C o0 |
~— DHCP Opsens

DS Sarverii': 1913044 | WNSSenertty |
DNSSaneral (20050271 | WiNSSenerath | ]
DomainMamelk  |testcomau | DefautRoulsr™s | 10.10.10.1

- impon all DHCP Options ina the DHCP saner database(®)
) optional fislas.

ok ) caoce | wep |

6. Fillin the fields as required for your internal network.

Please note: Domain name provided here is an example only.
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F. Firewall

WARNING:

It is recommended that the administrator preview the
commands before applying the firewall polices. Activating
the firewall feature without familiarity with Cisco 10S firewall
polices can cause disconnection and lock the administrator

out of the router.
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STEPS:

1. Click Configure.

2. Click Firewall and ACL in the Tasks section.
3. Click Basic Firewall.

4. Click Launch Easy VPN Server Wizard.
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5. Click Next.
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6. Set Outside (untrusted) Interface.
7. Select Inside (Trusted) Interface.

8. Click Next.

You will be provided with the below screen to confirm

the action:
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9. Click OK.

There are three levels of Security, as described below:
Important notice to all customers selecting “High”

or “Medium” Firewall policy levels.

Your Cisco device will constantly download the information

it requires to enforce access controls, which may result in increased
downloads which count towards the usage of your Telstra Business
Broadband plan®. This is more likely to occur if you have set your
Firewall/security policy to either “High” or “Medium” - please

consult your IT specialist for further advice.

High Security:
Select this option if you want to prevent use of these

applications on the network.

% Therouteridentifies inbound and outbound Instant

Messaging and drops it.

% Therouter checks inbound and outbound HTTP traffic
and e-mail traffic for protocol compliance, and drops

non-compliant traffic.

% Return traffic for other TCP and UDP applications

is routed if the session was initiated inside the firewall.

Medium Security:
Select this option if you want to track use of these

applications on the network.

% Therouteridentifies inbound and outbound Instant
Messaging, and checks inbound and outbound HTTP

traffic and e-mail traffic for protocol compliance.

% Return TCP and UDP traffic on sessions initiated

inside the firewall is routed.

Low Security:
Select this option if you do not need to track use of these

applications on the network.

% Therouter does not identify application-specific traffic.
Returns TCP and UDP traffic on sessions initiated inside
the firewall.
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10. Select the Security level required.

11. Click Next.
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12. Enter your Primary DNS Server address.

13. Click Next.

Your Firewall Configuration is now complete.
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14. Click Finish.
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FOR THOSE WHO LIKE THE DETAILS, WE’VE GOT THEM HERE

ADSL Asymmetric Digital Subscriber Line
1. The 1812 Router supplied is non wireless.
Ethernet Business Digital Subscriber Line 2. This guide does not step through the modification to Command Line Interface (CLI).
Telstra Business IT support services - PAYG options, 3. Additional fees and charges may apply.
Support Extras IT Services On Demand 4. This guide does not provide instructions on how to modify the CLI.
CLl Command Line Interface 5. Some support exclusions apply.
. . 6. Not available unless Router Support Service is purchased. Telstra does not support faults relating to customer initiated IPSec VPN
CPE Customer Premise Equipment
set up, for support of this feature please contact your IT Specialist or contact us on 1800 655 744 to find out more about our
DsL Digital Subscriber Line Telstra Business Support Extras services.
DNS Domain Name System (Server) 7. The VPN Client supports both the Windows 2000 Server and the Windows 2003 Server operating systems.
DHCP Dynamic Host Control Protocol 8. Excess Usage charges will apply if subscribed plan is exceeded.
10S Internetwork Operating System
IP Address Internet Protocol Address
IPSec Internet Protocol Security
JRE Java Runtime Environment
LAN Local Area Network
NAT Network Address Translation
PAT Port Address Translation
Router Support Service Subscription based service for basic router configuration changes
SSID Service Set |dentifier - the unique name given to a Wireless Network
Split Tunneling Allows IPSec VPN users to access the internet and their LAN using
the same connection
SDM Security Device Manager
WAN Wide Area Network
WINS Windows Internet Name Service
VPN Virtual Private Network
VPN Client The application used to communicate securely

with your Cisco router over the internet

Please contact the Telstra Business Technical Helpdesk on 1800 066 594 or visit us at telstrabusiness.com
The following links may be useful:

Cisco 1812:

www.cisco.com/en/US/products/ps6183/index.html

Cisco 800 Series ISR’s Q&A:
www.cisco.com/en/US/prod/collateral/routers/ps380/ps6200/prod_qas0900aecd8028a982.html

q q q . ™ Trade mark of Telstra Corporation Limited ABN 33 051 775 556. Cisco is a registered trademark of Cisco Systems, Inc. and/or its affiliates in the U.S. and certain other countries. Pentium is a
Cisco Secu "'tU Device Manager' trademark of Intel Corporation in the U.S. as other countries. Microsoft, Windows Vista, Windows and Internet Explorer are registered trademarks of Microsoft Corporation in the United States and/or
other countries. Firefox is a registered trademark of the Mozilla Foundation. Netscape is a U.S. trademark of Netscape Communications Corporation. Java is a U.S. trademark of Sun Microsystems, Inc.

www.cisco.com[en/US/products[swlsecursw/p55318Iindex.html Mac OS, Airport and Apple are trademarks of Apple Inc., registered in the U.S. and other countries.



