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Summary

Issue/Analytical Summary

Key Takeways

The IoT is clearly starting to be positioned as one of the 
biggest drivers of change in telecoms, IT and business 
operations – connecting remote devices and machines and 
gathering information about how they work, how they are 
used, when and why they might fail, what capabilities could 
be improved – has the potential to transform businesses 
and feed the hungry ecosystem of suppliers looking for 
the next great thing. Companies from telecom operators to 
network equipment vendors to ISVs, systems integrators, 
software platform developers and more are excited to pitch 
their solutions to businesses with the promise of operations 
optimization, product enhancement, stickier relationships 
with businesses’ end-customers, and even new revenue-
generating service enablement.

But not everyone is buying it - there remain businesses that 
can’t figure out how to use it or can’t afford it. GlobalData 
conducted a survey of 1000 businesses in 2016 and then 
again in 2017, to find out what investment trends are driving 
the IoT, why companies are investing, how much they are 
investing, what technologies they are using the IoT for, and 
what specific use cases were being deployed. But the survey 
also asked what the remaining challenges are, and asked 
a set of 82 companies who started deployments but later 
abandoned them why they were no longer investing in IoT 
and at what point in their deployments they abandoned their 
plans. These findings were almost as interesting as looking 
at the reasons companies are investing in IoT and what 
benefits they hope to realize; they may point to issues that 
the ecosystem may be able to address.

According to a study conducted by GlobalData among 1000 global businesses, the main 
challenges in getting an IoT project off the ground are fears about lack of security, proving 
the value to key stake-holders, and cost justification.

Suppliers are trying to respond to these issues. End-to-end multilayer security is certainly 
discussed by platform vendors, integrators, operators and security providers, but it 
remains hard to provide an end to end approach as vendors tend to lead with solutions they 
can control.

Proving the value to key stake-holders is also difficult for suppliers to take on although they 
claim that ROI analysis and help with business value/justification is part of what they can 
offer businesses.



P. 3The Flip Side of IoT – Why are Some Companies Not Investing?GlobalData™

The cost issues are complex, as paying for end-devices, connectivity, software, hardware, 
management platforms, and security adds up. Telecom operators may have a way to keep 
down costs beyond offering LPWANs with a lower price. Some are experimenting with 
different kinds of ways to price their connectivity.

IoT challenges can be mitigated by making sure all stakeholders are included from the 
outset and clearly defined goals for each deployment are set out with quantifiable ROIs. 
Soft factors should also be considered and can often vary wildly such as increased 
productivity, enhanced safety, fewer outages or better customer experience. 
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Perspective

Current perspective

According to a recent study on IoT investment conducted 
by GlobalData among 1000 global businesses, that was 
conducted both in 2016 and 2017, the main challenges in 
getting an IoT project off the ground are fears about lack of 
security (50%), proving the value to key stake-holders (49%), 
and cost justification (39%). In 2016 these were also the 
main challenges cited, although the challenge of cost was 
noted by more respondents. Suppliers are trying to respond 
to these issues; providing end-to-end multilayer security 
is certainly discussed by platform vendors, integrators, 
operators and security providers, but it remains hard to 
provide an end to end approach as vendors tend to lead with 
solutions they can control. Proving the value to key stake-
holders is also difficult for suppliers to take on although 
they claim that ROI analysis and help with business value/
justification is part of what they can offer businesses. 
The cost issues are complex, as paying for end-devices, 
connectivity, software, hardware, management platforms, 
and security adds up. But are these the same reasons that 
IoT deployments have been abandoned?

Of the 82 companies that decided not to invest in IoT or had 
abandoned their efforts, 41% said it was too expensive to 
implement, 21% said it was too expensive to maintain,  while 
15% noted lack of security and another 15% said it was due 
to lack of in-house expertise. When asked when they had 
abandoned their plans, 57% said they had done so during the 
investigation phase, but 18% and 12% respectively said it was 
during the design or pilot phase, while 12% even waited until 
the deployment or afterwards to pull the plug.  So what do 
CIOs need to do to prevent avoid abandoning their IoT plans? 

The premise of having “end-to-end”, one-stop shop 
solutions goes some of the way towards holding down 
complexity and costs. But this has to go beyond reselling 
a full set of solutions since this is only solving part of the 
problem. Local integrators are often chosen for small, 
regional, or in-country deployments since they will go 
beyond just re-selling a bundle of solutions and may offer 
more extensive training and support. It appears that any 
supplier offering consulting and integration experience is 
going to be very important, especially during the set up 
phase where abandonment rates are the highest. 

As a means of keeping down costs, businesses should 
consider LPWANs. These solutions need to be considered for 
price considerations alongside coverage, connectivity, and 
throughput. They can address issues such as device battery 
life which can help to address maintenance costs over 
the lifecycle. CIOs may want to consider other commercial 
models beyond connectivity such as revenue sharing or 
company-wide cost-savings – solutions that are geared to 
business outcomes where the both parties take on some 
level of risk and reward. Since IOT tends to apply a digital 
layer across electrical or mechanical assets, there are 
many untapped efficiencies to be gained through business 
intelligence and advanced analytics. This can range from 
security, asset management through to a range of industrial 
applications, such as remote monitoring or preventative 
maintenance. IT buyers will also need to consider the 
trade-offs with some of the emerging technologies such as 
NB-IOT, Sigfox and LoRa to ensure the solution matches the 
deployment, current and future requirements. 

While the survey results also pointed to increasing use of IoT 
across industries and company size, diverse use cases, and 
high expectations among businesses for cost, productivity 
and transformational benefits, the industry still has its work 
to do. 

Businesses need to address challenges upfront before 
plunging into deployments and later risk a failed or 
discontinued project. The issues around cost, complexity, 
use case justification and security need to be ironed out as 
much as possible at the outset. Some of these challenges 
can be mitigated by making sure all stakeholders are 
included.  Clearly defined, yet realistic, goals for each 
deployment should be set out with quantifiable ROIs. 
Equally, ‘soft factors’ (benefits that are difficult to assign 
hard metrics) should also be considered. These soft factors 
can often vary wildly such as increased productivity, 
enhanced safety, fewer equipment failures and production 
outages or better customer experience.  IoT, like many other 
transformation projects, are not only about cost-savings, 
but ways to change a way a business operates. Being a 
more attractive place to work or having an ability to serve 
customers better that the competition are some of the 
intangibles benefits a successful IoT deployment can create.
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Recommended Actions

Buyer Actions

Pulling a solution together.
Working on the high costs of IoT is an issue that needs to be worked on by all suppliers. 
While IT managers may negotiate with operators on pricing models, they should also turn 
to the integrators to find ways to combine devices, services, platforms, hardware and 
software. IT managers should look to savings that move beyond vendor consolidation 
to business outcome. An IoT implementation, by design, should be aiming towards high 
impact transformative outcomes.

Security from the outset. 
While security is a top concern, IT managers should look for solutions in the market that 
promote interoperability and are ideally multi-layer solutions up and down the entire 
solution stack without having to pay a premium. Businesses should also plan for security 
from the onset and not at a later stage. Given the potential number of devices that can be 
managed in an implementation with the number of high profile breaches that happen in the 
industry, it is too important to put off.

Defense in Depth. 
There is no consensus on the type of security attack that could occur with IoT, but that it is 
a high priority. Some of the top security concerns from the survey were around the inability 
to manage or remediate vulnerable devices; classify or control discovered devices; discover 
new devices; detect intrusions and prevent the theft from the devices themselves. The 
types of security concerns will also vary by deployment. Businesses should therefore 
work towards a holistic strategy for security that covers the continuum from prevention, 
detection, response and remediation.
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