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Perspective

Current Perspective

Australia’s business sector has some leading practices when
it comes to efficient use of building resources such as
energy and water. That might not seem evident based on a
2016 GlobalData survey, which found enterprise respondents
in Australia mostly unenthusiastic about adoption of new
types of digital services that can streamline operations,
increase efficiency and lower costs. Digital security (in the
form of remote surveillance, motion detectors and other
digital technology) did garner the interest of about half of
respondents. But, most new digital capabilities, from energy
management to waste management to predictive mainte-
nance, only caught the interest of 13%-20% of respondents,
and digital technology for asset tracking barely registered
interest, at just 4% of businesses.

Key Takeways

That may sound like lacklustre interest, but there is more
going on here than meets the eye, as suppliers are bringing
in their own digital transformation when they install expensi-
ve building systems such as heating/cooling and people
movers. A smart facilities manager should be taking stock of
these new types of systems as they come through the door,
and at least start to document, assess and map these new
incoming communications against interface and security
policies they would prefer for in-building systems. Even if
digital communications choices do not seem important to
the business today, they are likely to become important in
the future.

Direct enterprise interest in smart buildings seems mediocre, but suppliers are
already taking advantage of digital transformation to improve on their products and services.

The proliferation of facilities-related Internet of Things (loT) calls for administrators to be
proactive and plan an in-building communications strategy.

Like it or not, digital transformation is infiltrating facilities
everywhere. No one will be completely spared from the
smart building trend: office buildings, factory floors, class-
rooms, showrooms, trading floors, restaurants, laboratories,
entertainment halls, warehouses. In fact, it makes sense to
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embrace the new intelligence, but with caution. The effects
are, for the most part, positive. What are some key hallmarks
of a smart building? Building management systems and
building automation systems today handle the following
types of tasks:
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Efficient energy use, including heat, ventilation and air conditioning, and lighting.

Use-case enhancements such as collaboration and workfiow.

Large building owners and office space facilities managers
will already be familiar with Green Star certification from the
Green Building Council of Australia (GBCA) and its obvious
benefits, such as lower energy costs and reduced waste
expenses. There is also the National Australian Built
Environment Rating System (NABERS), which measures
ongoing operational efficiency. A study by the Australian

1. Big Systems Infiltrate the Intelligent Building

Property Institute notes indirect benefits too: for example,
that these buildings can be healthier for their workers and
they can improve workers' overall productivity levels. A lot of
what goes into a green building is about proper design and
use of eco-friendly materials. But, many elements that
make a smart building also fit into existing locations and can
help improve efficiency and lower facilities costs.

How pervasive are smart building practices to date?
Overtly, not too big yet, as GlobalData discovered in a 2016
loT investment survey. For Australia-based company
respondents, only 15% to 20% of respondents are currently
evaluating or deploying digital solutions to address topics
such as energy management or waste management. While
about half of respondents were looking into broader
building security such as surveillance, going digital with
predictive maintenance only garnered interest from 16% of
respondents, and asset tracking a mere 4%.

But, don't be fooled by enterprise interest in these techno-
logies seeming mediocre. These types of intelligent
systems are already widely infiltrating buildings, with or
without your permission. Large, expensive systems such as
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heating, ventilation and air conditioning (HVAC) are natural
candidates to include sensors that monitor the system'’s
health and other factors, such as air quality and system
pressure, and to send this telemetry data back to the
manufacturer. Elevators can monitor lift and door motors,
and can alert to anomalous events, for rapid response when
something goes wrong. Besides real-time response, these
systems can analyse collected information and instruct
technicians to perform the right preventative maintenance,
meaning fewer service issues. Over the longer term, the
manufacturer can pool and investigate all its collected
product information, and use this information to correlate
what is and isnt working out in the field. The result should
be faster product iterations of better performing, more
reliable systems.
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Moving over to utilities, these companies likely already have
deployed connected meters in or to the building, which can
measure energy and water usage, and even compare the
results to similar types of buildings in the same geographic
area. As these utilities gather more (and more granular)
data in real time, they might offer services that set alarm
triggers and alert building managers to investigate when
they detect an unanticipated surge (or slack) in consump-
tion from the normal time-of-day and day-of-week pattern.

Other premium equipment on premises might want to
‘phone home' regularly as well, to report on system health
and alert their vendors of any issues. These might include
large-scale printers, copiers or scanners, bulk mailers, or
specialised machinery used on a manufacturing floor or in a
hospital. As above, vendors benefit from real-time informa-
tion about their platforms in the field, both to provide better
service and to improve their products.

2. Building Connectivity, Security Issues

There are several wrinkles to all this intelligence that is
finding its way into building operations. Smart systems are
connected systems, and they need to communicate back to
the manufacturer. Everyone might agree that connectivity
is key to digital transformation, but beyond that vendors are
scattering in all technology directions.

Many devices will support a physical cable (e.g., an RJ-45
Ethernet port); some will ship with an on-board SIM card
and some form of cellular data connection. Still others may
default to short-range communications such as WiFi, or
possibly even Bluetooth or ZigBee. Some systems might
start with near-field communications/RFID tag readers and
then feed the data into a wireless or wireline connection.
SigFox and LoRa are emerging wireless standards specific
for loT, and cellular intends to respond with its own
5G/NB-loT specification. What this alphabet soup of
standards ultimately means is that building owners can end

up with a scattered mess of communications, with each
machine trying to pass its own information in its own way
into and out of the building.

There are several dimensions to possible security concerns,
too. No one wants an expensive machine to have open
ports that can be compromised, to have systems taken over
and/or vandalised; no one wants unencrypted and unsecu-
red data intercepted. If a partner cloud vendor does not
have a rigorous security policy and IT is not following a
robust security policy, data could be compromised. A
breach into a building management system could be a back
door into accessing corporate data. Itis important that that
security is holistic and considers the different types of
vulnerabilities from external hackers to the carless, targeted
or malicious insider. Building connectivity and security
needs to be holistic.

3. Proactive Response

Fortunately, a facilities manager doesn't have to deal with
all the challenges of going digital all at once, but it is
important to set a digital policy framework. Many expensive
devices will have more than one connectivity option. It
makes sense to use wireline where it is available and require
wireless to be shut off by default; and to ensure wireless is

locked down if it is the only option (e.g.. by specifying the
device may only connect through cellular VPN, or only
connect through an assigned secure WiFi hotspot, and
never public WiFi). The idea is to foster an environment that
is friendly to these new digital devices, but also identifies
them and helps manage how they connect with the outside
world.
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Recommended Actions

Vendor Actions

First, a facilities manager needs to be receptive about real-time communications interfaces to expensive
machinery on site. That can provide real-time status reports and alarms, and offer remote management.
A dedicated small screen physically attached to the machine, or a dedicated proprietary console that
ships with the equipment, is inadequate for truly remote monitoring, troubleshooting and management.

Start-up company Tile shows what is possible with relatively inexpensive, WiFi-based device location tags.
That application focuses on finding devices when they are lost or stolen across town, or in another
country, but the technology can apply just as well for finding expensive lab or medical machinery that
could be anywhere in a large building or campus covered with managed WiFi. Technologies that support
asset management and location-based services and can apply security policy to support geo-fencing,

for example, will be important for facilities management.

A facilities manager should work with the rest of IT to set some sort of company-wide digital policy
framework, in terms of what sorts of connectivity interfaces are preferred, which are acceptable and
which are not acceptable for the device automation. These should include security policies that are
checked and enforced, to prevent possible hijacking of equipment controls or unauthorised access to
machine data.

If nothing else, a facilities manager should be aware of the digital communications that purchased or
upgraded equipment can deliver. Even if the digital capabilities are remotely administered by a
third-party management and maintenance contract, or even if the facilities manager keeps the
communications components turned off, the administrator should keep a record of available capabilities.
At some point in the future, that could be extremely helpful when the business decides to

kick-start an intelligent building strategy.
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